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QUESTION 1

A company with 382 employees wants to deploy an open WLAN for guests. The company wants the experience to be
as follows: 

The company also wants to provide encryption for the network for devices mat are capable, you implement Tor the
WLAN. 

Which security options should? 

A. WPA3-Personal and MAC-Auth 

B. Captive portal and WPA3-Personai 

C. Captive portal and Opportunistic Wireless Encryption (OWE) in transition mode 

D. Opportunistic Wireless Encryption (OWE) and WPA3-Personal 

Correct Answer: C 

 

QUESTION 2

What distinguishes a Distributed Denial of Service (DDoS) attack from a traditional Denial or service attack (DoS)? 

A. A DDoS attack originates from external devices, while a DoS attack originates from internal devices 

B. A DDoS attack is launched from multiple devices, while a DoS attack is launched from a single device 

C. A DoS attack targets one server, a DDoS attack targets all the clients that use a server 

D. A DDoS attack targets multiple devices, while a DoS Is designed to Incapacitate only one device 

Correct Answer: A 

 

QUESTION 3

You have detected a Rogue AP using the Security Dashboard. 

Which two actions should you take in responding to this event? (Select two) 

A. There is no need to locale the AP If you manually contain It. 

B. This is a serious security event, so you should always contain the AP immediately regardless of your company\\'s
specific policies. 

C. You should receive permission before containing an AP. as this action could have legal Implications. 
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D. For forensic purposes, you should copy out logs with relevant information, such as the time mat the AP was detected
and the AP\\'s MAC address. 

E. There is no need to locate the AP If the Aruba solution is properly configured to automatically contain it. 

Correct Answer: BD 

 

QUESTION 4

What is symmetric encryption? 

A. It simultaneously creates ciphertext and a same-size MAC. 

B. It any form of encryption mat ensures that thee ciphertext Is the same length as the plaintext. 

C. It uses the same key to encrypt plaintext as to decrypt ciphertext. 

D. It uses a Key that is double the size of the message which it encrypts. 

Correct Answer: C 

 

QUESTION 5

What is a use case for tunneling traffic between an Aruba switch and an AruDa Mobility Controller (MC)? 

A. applying firewall policies and deep packet inspection to wired clients 

B. enhancing the security of communications from the access layer to the core with data encryption 

C. securing the network infrastructure control plane by creating a virtual out-of-band- management network 

D. simplifying network infrastructure management by using the MC to push configurations to the switches 

Correct Answer: A 

 

QUESTION 6

What role does the Aruba ClearPass Device Insight Analyzer play in the Device Insight architecture? 

A. It resides in the cloud and manages licensing and configuration for Collectors 

B. It resides on-prem and provides the span port to which traffic is mirrored for deep analytics. 

C. It resides on-prem and is responsible for running active SNMP and Nmap scans 

D. It resides In the cloud and applies machine learning and supervised crowdsourcing to metadata sent by Collectors 

Correct Answer: D 
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QUESTION 7

Refer to the exhibit. 

You have set up a RADIUS server on an ArubaOS Mobility Controller (MC) when you created a WLAN named
"MyEmployees .You now want to enable the MC to accept change of authorization (CoA) messages from this server for
wireless sessions on this WLAN. 

What Is a part of the setup on the MC? 

A. Create a dynamic authorization, or RFC 3576, server with the 10.5.5.5 address and correct shared secret. 

B. Install the root CA associated with the 10 5.5.5 server\\'s certificate as a Trusted CA certificate. 

C. Configure a ClearPass username and password in the MyEmployees AAA profile. 

D. Enable the dynamic authorization setting in the "clearpass" authentication server settings. 

Correct Answer: B 

 

QUESTION 8

What is one of the roles of the network access server (NAS) in the AAA framewonx? 

A. It authenticates legitimate users and uses policies to determine which resources each user is allowed to access. 

B. It negotiates with each user\\'s device to determine which EAP method is used for authentication 

C. It enforces access to network services and sends accounting information to the AAA server 

D. It determines which resources authenticated users are allowed to access and monitors each users 

session 

Correct Answer: A 
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QUESTION 9

A. the match method 

B. the detecting devices 

C. the match type 

D. the confidence level 

Correct Answer: A 

 

QUESTION 10

You have deployed a new Aruba Mobility Controller (MC) and campus APs (CAPs). One of the WLANs enforces 802.IX
authentication lo Aruba ClearPass Policy Manager {CPPM) When you test connecting the client to the WLAN. the test
falls You check Aruba ClearPass Access Tracker and cannot find a record of the authentication attempt You ping from
the MC to CPPM. and the ping is successful. 

What is a good next step for troubleshooting? 

A. Renew CPPM\\'s RADIUS/EAP certificate 

B. Reset the user credentials 

C. Check CPPM Event viewer. 

D. Check connectivity between CPPM and a backend directory server 

Correct Answer: C 
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