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QUESTION 1

Universal Containers (UC) is both a Salesforce and Google Apps customer. The UC IT team would like to manage the
users for both systems in a single place to reduce administrative burden. 

Which two optimal ways can the IT team provision users and allow Single Sign-on between Salesforce and Google
Apps ? Choose 2 answers 

A. Build a custom app running on Heroku as the Identity Provider that can sync user information between Salesforce
and Google Apps. 

B. Use a third-party product as the Identity Provider for both Salesforce and Google Apps and manage the provisioning
from there. 

C. Use Identity Connect as the Identity Provider for both Salesforce and Google Apps and manage the provisioning from
there. 

D. Use Salesforce as the Identity Provider and Google Apps as a Service Provider and configure User Provisioning for
Connected Apps. 

Correct Answer: BD 

 

QUESTION 2

Universal Containers (UC) wants to provide single sign-on (SSO) for a business-to- consumer (B2C) application using
Salesforce Identity. 

Which Salesforce license should UC utilize to implement this use case? 

A. Identity Only 

B. Salesforce Platform 

C. External Identity 

D. Partner Community 

Correct Answer: C 

 

QUESTION 3

Universal Containers wants to implement SAML SSO for their internal Salesforce users using a third-party IdP. After
some evaluation, UC decides not to set up My Domain for their Salesforce org. How does that decision impact their
SSO implementation? 

A. SP-initiated SSO will not work. 

B. Neither SP- nor IdP-initiated SSO will work. 

C. Either SP- or IdP-initiated SSO will work. 
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D. IdP-initiated SSO will not work. 

Correct Answer: B 

 

QUESTION 4

Northern Trail Outfitters would like to automatically create new employee users in Salesforce with an appropriate profile
that maps to its Active Directory Department. 

How should an identity architect implement this requirement? 

A. Use the createUser method in the Just-in-Time (JIT) provisioning registration handler to assign the appropriate
profile. 

B. Use the updateUser method in the Just-in-Time (JIT) provisioning registration handler to assign the appropriate
profile. 

C. Use a login flow to collect Security Assertion Markup Language attributes and assign the appropriate profile during
Just-In-Time (JIT) provisioning. 

D. Make a callout during the login flow to query department from Active Directory to assign the appropriate profile. 

Correct Answer: B 

 

QUESTION 5

Universal containers(UC) has decided to build a new, highly sensitive application on Force.com platform. The security
team at UC has decided that they want users to provide a fingerprint in addition to username/ Password to authenticate
to this application. How can an architect support fingerprints as a form of identification for salesforce Authentication? 

A. Use salesforce Two-factor Authentication with callouts to a third-party fingerprint scanning application. 

B. Use Delegated Authentication with callouts to a third-party fingerprint scanning application. 

C. Use an appexchange product that does fingerprint scanning with native salesforce identity confirmation. 

D. Use custom login flows with callouts to a third-party fingerprint scanning application. 

Correct Answer: D 

 

QUESTION 6

A real estate company wants to provide its customers a digital space to design their interior decoration options. To
simplify the registration to gain access to the community site (built in Experience Cloud), the CTO has requested that
the IT/Development team provide the option for customers to use their existing social-media credentials to register and
access. 

The IT lead has approached the Salesforce Identity and Access Management (IAM) architect for technical direction on
implementing the social sign-on (for Facebook, Twitter, and a new provider that supports standard OpenID Connect
(OIDC)). 
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Which two recommendations should the Salesforce IAM architect make to the IT Lead? Choose 2 answers 

A. Use declarative registration handler process builder/flow to create, update users and contacts. 

B. Authentication provider configuration is required each social sign-on providers; and enable Authentication providers
in community. 

C. For supporting OIDC it is necessary to enable Security Assertion Markup Language (SAML) with Just-in-Time
provisioning (JIT) and OAuth 2.0. 

D. Apex coding skills are needed for registration handler to create and update users. 

Correct Answer: BD 

 

QUESTION 7

Universal Containers (UC) currently uses Salesforce Sales Cloud and an external billing application. Both Salesforce
and the billing application are accessed several times a day to manage customers. UC would like to configure single
sign-on and leverage Salesforce as the identity provider. Additionally, UC would like the billing application to be
accessible from Salesforce. A redirect is acceptable. 

Which two Salesforce tools should an identity architect recommend to satisfy the requirements? 

Choose 2 answers 

A. salesforce Canvas 

B. Identity Connect 

C. Connected Apps 

D. App Launcher 

Correct Answer: AD 

 

QUESTION 8

Northern Trail Outfitters (NTO) uses Salesforce Experience Cloud sites (previously known as Customer Community) to
provide a digital portal where customers can login using their Google account. 

NTO would like to automatically create a case record for first time users logging into Salesforce Experience Cloud. 

What should an Identity architect do to fulfill the requirement? 

A. Configure an authentication provider for Social Login using Google and a custom registration handler. 

B. Implement a Just-in-Time handler class that has logic to create cases upon first login. 

C. Create an authentication provider for Social Login using Google and leverage standard registration handler. 

D. Implement a login flow with a record create component for Case. 

Correct Answer: D 
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QUESTION 9

A company with 15,000 employees is using Salesforce and would like to take the necessary steps to highlight or curb
fraudulent activity. 

Which tool should be used to track login data, such as the average number of logins, who logged in more than the
average number of times and who logged in during non-business hours? 

A. Login Forensics 

B. Login Report 

C. Login Inspector 

D. Login History 

Correct Answer: A 

 

QUESTION 10

Universal Containers (UC) rolling out a new Customer Identity and Access Management Solution will be built on top of
their existing Salesforce instance. 

Several service providers have been setup and integrated with Salesforce using OpenlD Connect to allow for a
seamless single sign-on experience. UC has a requirement to limit user access to only a subset of service providers per
customer type. 

Which two steps should be done on the platform to satisfy the requirement? 

Choose 2 answers 

A. Manage which connected apps a user has access to by assigning authentication providers to the users profile. 

B. Assign the connected app to the customer community, and enable the users profile in the Community settings. 

C. Use Profiles and Permission Sets to assign user access to Admin Pre-Approved Connected Apps. 

D. Set each of the Connected App access settings to Admin Pre-Approved. 

Correct Answer: CD 

 

QUESTION 11

Universal containers (UC) has an e-commerce website while customers can buy products, make payments, and
manage their accounts. UC decides to build a customer Community on Salesforce and wants to allow the customers to
access the community for their accounts without logging in again. UC decides to implement ansp-Initiated SSO using a
SAML- BASED complaint IDP. In this scenario where salesforce is the service provider, which two activities must be
performed in salesforce to make sp-Initiated SSO work? Choose 2 answers 

A. Configure SAML SSO settings. 
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B. Configure Delegated Authentication 

C. Create a connected App 

D. Set up my domain 

Correct Answer: AD 

 

QUESTION 12

Universal Containers (UC) has a Customer Community that uses Facebook for Authentication. UC would like to ensure
that Changes in the Facebook profile are reflected on the appropriate Customer Community user: How can this
requirement be met? 

A. Use the updateUser method on the registration Handler Class. 

B. Develop a scheduled job that calls out to Facebook on a nightly basis. 

C. Use information in the signed Request that is received from facebook. 

D. Use SAML Just-In-Time Provisioning between Facebook and Salesforce. 

Correct Answer: A 

 

QUESTION 13

Universal Containers (UC) has decided to replace the homegrown customer portal with Salesforce Experience Cloud.
UC will continue to use its third-party single sign-on (SSO) solution that stores all of its customer and partner
credentials. 

The first time a customer logs in to the Experience Cloud site through SSO, a user record needs to be 

created automatically. 

Which solution should an identity architect recommend in order to automatically provision users in Salesforce upon
login? 

A. Just-in-Time (JIT) provisioning 

B. Custom middleware and web services 

C. Custom login flow and Apex handler 

D. Third-party AppExchange solution 

Correct Answer: A 

 

QUESTION 14

How should an identity architect automate provisioning and deprovisioning of users into Salesforce from an external
system? 
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A. Call SOAP API upsertQ on user object. 

B. Use Security Assertion Markup Language Just-in-Time (SAML JIT) on incoming SAML assertions. 

C. Run registration handler on incoming OAuth responses. 

D. Call OpenID Connect (OIDC)-userinfo endpoint with a valid access token. 

Correct Answer: B 

 

QUESTION 15

Universal Containers (UC) has Active Directory (AD) as their enterprise identity store and would like to use it for
Salesforce user authentication. UC expects to synchronize user data between Salesforce and AD and Assign the
appropriate Profile and Permission Sets based on AD group membership. What would be the optimal way to implement
SSO? 

A. Use Active Directory with Reverse Proxy as the Identity Provider. 

B. Use Microsoft Access control Service as the Authentication provider. 

C. Use Active Directory Federation Service (ADFS) as the Identity Provider. 

D. Use Salesforce Identity Connect as the Identity Provider. 

Correct Answer: D 
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