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QUESTION 1

An IT security technician needs to establish host based security for company workstations. Which of the following will
BEST meet this requirement? 

A. Implement IIS hardening by restricting service accounts. 

B. Implement database hardening by applying vendor guidelines. 

C. Implement perimeter firewall rules to restrict access. 

D. Implement OS hardening by applying GPOs. 

Correct Answer: D 

Hardening is the process of securing a system by reducing its surface of vulnerability. Reducing the surface of
vulnerability typically includes removing or disabling unnecessary functions and features, removing or disabling
unnecessary user 

accounts, disabling unnecessary protocols and ports, and disabling unnecessary services. This can be implemented
using the native security features of an operating system, such as Group Policy Objects (GPOs). 

Incorrect Answers: 

A: Internet Information Services (IIS) is a Windows service that allows a computer to function as a Web Server. This is
usually installed on a server rather than a workstation. 

B: Database hardening will improve security for a database; it does not improve security for workstations. 

C: Perimeter firewall rules can be used to restrict network access to host machines but this is a network-based, and not
a host-based, security mechanism. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
215, 227 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 202- 206, 211 

 

QUESTION 2

Which of the following is BEST used to break a group of IP addresses into smaller network segments or blocks? 

A. NAT 

B. Virtualization 

C. NAC 

D. Subnetting 

Correct Answer: D 

Subnetting is a dividing process used on networks to divide larger groups of hosts into smaller collections. 
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Incorrect Answers: 

A: NAT serves as a basic firewall by only allowing incoming traffic that is in response to an internal system\\'s request. 

B: Virtualization allows a single set of hardware to host multiple virtual machines. 

C: The goals of NAC are to prevent/reduce zero-day attacks, enforce security policy throughout the network, and use
identities to perform access control. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 39, 

 

QUESTION 3

Using a heuristic system to detect an anomaly in a computer\\'s baseline, a system administrator was able to detect an
attack even though the company signature based IDS and antivirus did not detect it. Further analysis revealed that the
attacker had downloaded an executable file onto the company PC from the USB port, and executed it to trigger a
privilege escalation flaw. 

Which of the following attacks has MOST likely occurred? 

A. Cookie stealing 

B. Zero-day 

C. Directory traversal 

D. XML injection 

Correct Answer: B 

The vulnerability was unknown in that the IDS and antivirus did not detect it. This is zero day vulnerability. A zero day
vulnerability refers to a hole in software that is unknown to the vendor. This security hole is then exploited by hackers
before the vendor becomes aware and hurries to fix it--this exploit is called a zero day attack. Uses of zero day attacks
can include infiltrating malware, spyware or allowing unwanted access to user information. The term "zero day" refers to
the unknown nature of the hole to those outside of the hackers, specifically, the developers. Once the vulnerability
becomes known, a race begins for the developer, who must protect users. 

Incorrect Answers: 

A: In computer science, session hijacking, sometimes also known as cookie hijacking or cookie stealing is the
exploitation of a valid computer session--sometimes also called a session key--to gain unauthorized access to
information or 

services in a computer system. In particular, it is used to refer to the theft of a magic cookie used to authenticate a user
to a remote server. It has particular relevance to web developers, as the HTTP cookies used to maintain a session on 

many web sites can be easily stolen by an attacker using an intermediary computer or with access to the saved cookies
on the victim\\'s computer. This is not what is described in this question. 

Therefore, this answer is incorrect. 

C: Directory traversal is a form of HTTP exploit in which a hacker uses the software on a Web server to access data in a
directory other than the server\\'s root directory. If the attempt is successful, the hacker can view restricted files or even 
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execute commands on the server. Although some educated guesswork is involved in finding paths to restricted files on
a Web server, a skilled hacker can easily carry out this type of attack on an inadequately protected server by searching 

through the directory tree. The risk of such attacks can be minimized by careful Web server programming, the
installation of software updates and patches, filtering of input from browsers, and the use of vulnerability scanners. This
is not what 

is described in this question. Therefore, this answer is incorrect. 

D: When a web user takes advantage of a weakness with SQL by entering values that they should not, it is known as a
SQL injection attack. Similarly, when the user enters values that query XML (known as XPath) with values that take 

advantage of exploits, it is known as an XML injection attack. XPath works in a similar manner to SQL, except that it
does not have the same levels of access control, and taking advantage of weaknesses within can return entire
documents. 

The best way to prevent XML injection attacks is to filter the user\\'s input and sanitize it to make certain that it does not
cause XPath to return more data than it should. This is not what is described in this question. Therefore, this answer is 

incorrect. 

References: http://www.pctools.com/security-news/zero-day-vulnerability/ http://en.wikipedia.org/wiki/Session_hijacking
http://searchsecurity.techtarget.com/definition/directory-traversal http://searchsecurity.techtarget.com/definition/directory-
traversal Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis,
2014, p 337 

 

QUESTION 4

Which of the following is required to allow multiple servers to exist on one physical server? 

A. Software as a Service (SaaS) 

B. Platform as a Service (PaaS) 

C. Virtualization 

D. Infrastructure as a Service (IaaS) 

Correct Answer: C 

Virtualization allows a single set of hardware to host multiple virtual machines. 

Incorrect Answers: 

A, B, D: These are models of Cloud Computing. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 17,
19. 

 

QUESTION 5
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A network administrator noticed various chain messages have been received by the company. 

Which of the following security controls would need to be implemented to mitigate this issue? 

A. Anti-spam 

B. Antivirus 

C. Host-based firewalls 

D. Anti-spyware 

Correct Answer: A 

A spam filter is a software or hardware solution used to identify and block, filter, or remove unwanted messages sent via
email or instant messaging (IM). 

Incorrect Answers: 

B: Antivirus software is used to protect systems against viruses, which are a form of malicious code designed to spread
from one system to another. 

C: A host-based firewall is installed on a client system and is used to protect the client system from the activities of the
user as well as from communication from the network or Internet. It does not block email messages or instant
messaging (IM) messages. 

D: Spyware monitors a user\\'s activity and uses network protocols to reports it to a third party without the user\\'s
knowledge. This is usually accomplished using a tracking cookie. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
18-19, 161-162, 300 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 246 

 

QUESTION 6

An attacker attempted to compromise a web form by inserting the following input into the username field:
admin)(|(password=*)) Which of the following types of attacks was attempted? 

A. SQL injection 

B. Cross-site scripting 

C. Command injection 

D. LDAP injection 

Correct Answer: D 

LDAP Injection is an attack used to exploit web based applications that construct LDAP statements based on user input.
When an application fails to properly sanitize user input, it\\'s possible to modify LDAP statements using a local proxy. 

This could result in the execution of arbitrary commands such as granting permissions to unauthorized queries, and
content modification inside the LDAP tree. The same advanced exploitation techniques available in SQL Injection can
be 
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similarly applied in LDAP Injection. 

In a page with a user search form, the following code is responsible to catch input value and generate a LDAP query
that will be used in LDAP database. Insert the username The LDAP 

query is narrowed down for performance and the underlying code for this function might be the
following: 

String ldapSearchQuery = "(cn=" + $userName + ")"; 

System.out.println(ldapSearchQuery); 

If the variable $userName is not validated, it could be possible accomplish LDAP injection, as follows: 

If a user puts "*" on box search, the system may return all the usernames on the LDAP base If a user
puts "jonys) (| (password = * ) )", it will generate the code bellow revealing jonys\\' password ( cn = jonys
) ( | (password = * ) ) 

Incorrect Answers: 

A: SQL injection is a code injection technique, used to attack data-driven applications, in which malicious
SQL statements are inserted into an entry field for execution (e.g. to dump the database contents to the
attacker). SQL injection must 

exploit a security vulnerability in an application\\'s software, for example, when user input is either
incorrectly filtered for string literal escape characters embedded in SQL statements or user input is not
strongly typed and unexpectedly 

executed. SQL injection is mostly known as an attack vector for websites but can be used to attack any
type of SQL database. The code in this question is not SQL code. 

Therefore this answer is incorrect. 

B: Cross-site scripting (XSS) is a type of computer security vulnerability typically found in Web
applications. XSS enables attackers to inject client-side script into Web pages viewed by other users. 

Cross-site scripting uses known vulnerabilities in web-based applications, their servers, or plug- in
systems on which they rely. Exploiting one of these, attackers fold malicious content into the content
being delivered from the compromised 

site. When the resulting combined content arrives at the client-side web browser, it has all been
delivered from the trusted source, and thus operates under the permissions granted to that system. By
finding ways of injecting malicious scripts 

into web pages, an attacker can gain elevated access-privileges to sensitive page content, session
cookies, and a variety of other information maintained by the browser on behalf of the user. The code in
this question is not an example of 

cross-site scripting code. Therefore, this answer is incorrect. 
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C: Command injection is an attack method in which a hacker alters dynamically generated content on a
Web page by entering HTML code into an input mechanism, such as a form field that lacks effective
validation constraints. The code in 

this question is not HTML code. 

Therefore this answer is incorrect. 

References: https://www.owasp.org/index.php/LDAP_injection http://en.wikipedia.org/wiki/SQL_injection
http://en.wikipedia.org/wiki/Cross-site_scripting
http://searchsoftwarequality.techtarget.com/definition/command-injection 

 

QUESTION 7

Which of the following implementation steps would be appropriate for a public wireless hot- spot? 

A. Reduce power level 

B. Disable SSID broadcast 

C. Open system authentication 

D. MAC filter 

Correct Answer: C 

For a public wireless hot-spot, you want members of the public to be able to access the wireless network
without having to provide them with a password. Therefore, Open System Authentication is the best
solution. 

Open System Authentication (OSA) is a process by which a computer can gain access to a wireless
network that uses the Wired Equivalent Privacy (WEP) protocol. With OSA, a computer equipped with a
wireless modem can access any WEP network and receive files that are not encrypted. For OSA to
work, the service set identifier (SSID) of the computer should match the SSID of the wireless access
point. The SSID is a sequence of characters that uniquely names a wireless local area network (WLAN).
The process occurs in three steps. First, the computer sends a request for authentication to the access
point. Then the access point generates an authentication code, usually at random, intended for use only
during that session. Finally, the computer accepts the authentication code and becomes part of the
network as long as the session continues and the computer remains within range of the original access
point. If it is necessary to exchange encrypted data between a WEP network access point and a wireless-
equipped computer, a stronger authentication process called Shared Key Authentication (SKA) is
required. 

Incorrect Answers: 

A: Reducing the power level of a wireless access point does not provide a mechanism for members of
the public to connect to the wireless network. Reducing the power level of a wireless access point would
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just make the range of the wireless network smaller. 

B: Disabling SSID broadcasting for the wireless network would make the network invisible to users\\'
computers. The user would need to know the name (SSID) of the network and enter it manually in order
to connect to the network. This is not an appropriate solution for a public Wi- Fi hotspot. 

D: MAC filtering is the process of restricting network access to a list of known MAC addresses. As you
will not know the MAC address of any user\\'s computers, then this is not an appropriate solution for a
public Wi-Fi hotspot. 

References: http://searchsecurity.techtarget.com/definition/Open-System-Authentication-OSA 

 

QUESTION 8

A company has proprietary mission critical devices connected to their network which are configured
remotely by both employees and approved customers. The administrator wants to monitor device
security without changing their baseline configuration. Which of the following should be implemented to
secure the devices without risking availability? 

A. Host-based firewall 

B. IDS 

C. IPS 

D. Honeypot 

Correct Answer: B 

An intrusion detection system (IDS) is a device or software application that monitors network or system
activities for malicious activities or policy violations and produces reports to a management station. IDS
come in a variety of "flavors" and 

approach the goal of detecting suspicious traffic in different ways. There are network based (NIDS) and
host based (HIDS) intrusion detection systems. Some systems may attempt to stop an intrusion attempt
but this is neither required nor 

expected of a monitoring system. Intrusion detection and prevention systems (IDPS) are primarily
focused on identifying possible incidents, logging information about them, and reporting attempts. In
addition, organizations use IDPSes for 

other purposes, such as identifying problems with security policies, documenting existing threats and
deterring individuals from violating security policies. IDPSes have become a necessary addition to the
security infrastructure of nearly every 

organization. 
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IDPSes typically record information related to observed events, notify security administrators of
important observed events and produce reports. Many IDPSes can also respond to a detected threat by
attempting to prevent it from succeeding. 

They use several response techniques, which involve the IDPS stopping the attack itself, changing the
security environment (e.g. reconfiguring a firewall) or changing the attack\\'s content. 

Incorrect Answers: 

A: The question states: The administrator wants to monitor device security without changing their
baseline configuration. Installing and configure host-based firewalls would change the baseline
configuration. A host-based or personal software firewall can often limit communications to only
approved applications and protocols and can usually prevent externally initiated connections. It will not
monitor device security. 

C: The question states: The administrator wants to monitor device security without changing their
baseline configuration. The word `monitor\\' is an important distinction. It doesn\\'t say block or prevent.
The main functions of intrusion prevention systems are to identify malicious activity, log information
about this activity, attempt to block/stop it, and report it. The main differences are, unlike intrusion
detection systems, intrusion prevention systems are placed in-line and are able to actively prevent/block
intrusions that are detected. 

D: A honeypot is a system whose purpose it is to be attacked. An administrator can watch and study the
attack to research current attack methodologies. A honeypot is not used to monitor device security. 

References: 

http://en.wikipedia.org/wiki/Intrusion_detection_system 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 213, 246. 

http://en.wikipedia.org/wiki/Intrusion_prevention_system 

 

QUESTION 9

DRAG DROP 

Determine the types of attacks below by selecting an option from the dropdown list. 

Determine the types of Attacks from right to specific action. 

Select and Place: 
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Select and Place: 
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Correct Answer: 
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A: Phishing is the act of sending an email to a user falsely claiming to be an established legitimate
enterprise in an attempt to scam the user into surrendering private information that will be used for
identity theft. 

Phishing email will direct the user to visit a website where they are asked to update personal information,
such as a password, credit card, social security, or bank account numbers, that the legitimate
organization already has. The website, 

however, is bogus and set up only to steal the information the user enters on the page. 

B: Whaling is a specific kind of malicious hacking within the more general category of phishing, which
involves hunting for data that can be used by the hacker. In general, phishing efforts are focused on
collecting personal data about users. In 

whaling, the targets are high-ranking bankers, executives or others in powerful positions or job titles.
Hackers who engage in whaling often describe these efforts as "reeling in a big fish," applying a familiar
metaphor to the process of scouring 

technologies for loopholes and opportunities for data theft. Those who are engaged in whaling may, for
example, hack into specific networks where these powerful individuals work or store sensitive data. They
may also set up keylogging or 

other malware on a work station associated with one of these executives. There are many ways that
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hackers can pursue whaling, leading C-level or top-level executives in business and government to stay
vigilant about the possibility of cyber 

threats. 

C: Vishing is the act of using the telephone in an attempt to scam the user into surrendering private
information that will be used for identity theft. The scammer usually pretends to be a legitimate business,
and fools the victim into thinking he 

or she will profit. 

D: SPIM is a term sometimes used to refer to spam over IM (Instant Messaging). It\\'s also called just
spam, instant spam, or IM marketing. No matter what the name, it consists of unwanted messages
transmitted through some form of instant 

messaging service, which can include Short Message Service (SMS). 

E: Social engineering is a non-technical method of intrusion hackers use that relies heavily on human
interaction and often involves tricking people into breaking normal security procedures. It is one of the
greatest threats that organizations 

today encounter. A social engineer runs what used to be called a "con game." For example, a person
using social engineering to break into a computer network might try to gain the confidence of an
authorized user and get them to reveal 

information that compromises the network\\'s security. Social engineers often rely on the natural
helpfulness of people as well as on their weaknesses. They might, for example, call the authorized
employee with some kind of urgent problem 

that requires immediate network access. Appealing to vanity, appealing to authority,appealing to greed,
and old-fashioned eavesdropping are other typical social engineering techniques. 

References: http://www.webopedia.com/TERM/P/phishing.html
http://www.techopedia.com/definition/28643/whaling http://www.webopedia.com/TERM/V/vishing.html
http://searchsecurity.techtarget.com/definition/social-engineering 

 

QUESTION 10

Which of the following concepts allows an organization to group large numbers of servers together in
order to deliver a common service? 

A. Clustering 

B. RAID 

C. Backup Redundancy 
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D. Cold site 

Correct Answer: A 

Anytime you connect multiple computers to work/act together as a single server, it is known as
clustering. Clustered systems utilize parallel processing (improving performance and availability) and
add redundancy (but also add costs). Clustering is done whenever you connect multiple computers to
work and act together as a single server. It is meant to utilize parallel processing and can also add to
redundancy. 

Incorrect Answers: 

B: RAID, or redundant array of independent disks (RAID). RAID allows your existing servers to have
more than one hard drive so that if the main hard drive fails, the system keeps functioning. 

C: Backup redundancy is a disaster recovery measure. 

D: A cold site is a facility that isn\\'t immediately ready to use. The organization using it must bring along
its equipment and network. A cold site may provide network capability, but this isn\\'t usually the case;
the site provides a place for 

operations to resume, but it doesn\\'t provide the infrastructure to support those operations. It is one of
the disaster recovery measures. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex,
Indianapolis, 2014, pp 234-235, 444 

 

QUESTION 11

Which of the following data security techniques will allow Matt, an IT security technician, to encrypt a
system with speed as its primary consideration? 

A. Hard drive encryption 

B. Infrastructure as a service 

C. Software based encryption 

D. Data loss prevention 

Correct Answer: A 

Disk and device encryption encrypts the data on the device. This feature ensures that the data on the
device cannot be accessed in a useable form should the device be stolen. It should be implemented
using a hardware-based solution for greater speed. 
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Incorrect Answers: 

B: The Infrastructure as a Service (IaaS) model is a cloud computing business model uses virtualization,
with the clients paying for resources used. It is not a data security technique. 

C: Software based encryption is usually slower than hardware based encryption. D. Data loss prevention
is the purpose of encryption; it is not a data security technique. 

References: Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition,
Sybex, Indianapolis, 2014, pp 418-419 Stewart, James Michael, CompTIA Security+ Review Guide,
Sybex, Indianapolis, 2014, pp 236, 

 

QUESTION 12

Which of the following solutions provides the most flexibility when testing new security controls prior to
implementation? 

A. Trusted OS 

B. Host software baselining 

C. OS hardening 

D. Virtualization 

Correct Answer: D 

Virtualization is used to host one or more operating systems in the memory of a single host computer
and allows multiple operating systems to run simultaneously on the same hardware. Virtualization offers
the flexibility of quickly and easily making backups of entire virtual systems, and quickly recovering the
virtual system when errors occur. Furthermore, malicious code compromises of virtual systems rarely
affect the host system, which allows for safer testing and experimentation. 

Incorrect Answers: 

A: Trusted OS is an access-control feature that limits resource access to client systems that run
operating system that are known to implement specific security features. 

B: Application baseline defines the level or standard of security that will be implemented and maintained
for the application. It may include requirements of hardware components, operating system versions,
patch levels, installed applications and their configurations, and available ports and services. Systems
can be compared to the baseline to ensure that the required level of security is being maintained. 

C: Hardening is the process of securing a system by reducing its surface of vulnerability. Reducing the
surface of vulnerability typically includes removing or disabling unnecessary functions and features,
removing or disabling unnecessary user accounts, disabling unnecessary protocols and ports, and
disabling unnecessary services. 
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References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex,
Indianapolis, 2014, pp 215-217 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex,
Indianapolis, 2014, pp 37, 208, 246 

 

QUESTION 13

Pete needs to open ports on the firewall to allow for secure transmission of files. Which of the following
ports should be opened on the firewall? 

A. TCP 23 

B. UDP 69 

C. TCP 22 

D. TCP 21 

Correct Answer: C 

SSH uses TCP port 22. All protocols encrypted by SSH, including SFTP, SHTTP, SCP, SExec, and
slogin, also use TCP port 22. Secure Copy Protocol (SCP) is a secure file-transfer facility based on SSH
and Remote Copy Protocol (RCP). Secure FTP (SFTP) is a secured alternative to standard File Transfer
Protocol (FTP). 

Incorrect Answers: 

A: Telnet uses port 23. 

B: Port 69 is used by TFTP. 

D: Port 21 is used by FTP. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 42, 51. 

http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers 

 

QUESTION 14

After a user performed a war driving attack, the network administrator noticed several similar markings
where WiFi was available throughout the enterprise. Which of the following is the term used to describe
these markings? 
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A. IV attack 

B. War dialing 

C. Rogue access points 

D. War chalking 

Correct Answer: D 

War chalking is the act of making chalk marks on outdoor surfaces (walls, sidewalks, buildings, sign
posts, trees) to indicate the existence of an open wireless network connection, usually offering an
Internet connection so that others can benefit from the free wireless access. The open connections
typically come from the access points of wireless networks located within buildings to serve enterprises.
The chalk symbols indicate the type of access point that is available at that specific spot. 

Incorrect Answers: 

A: An initialization vector is a random number used in combination with a secret key as a means to
encrypt data. This number is sometimes referred to as a nonce, or "number occurring once," as an
encryption program uses it only once per 

session. 

An initialization vector is used to avoid repetition during the data encryption process, making it
impossible for hackers who use dictionary attack to decrypt the exchanged encrypted message by
discovering a pattern. This is known as an IV 

attack. 

A particular binary sequence may be repeated more than once in a message, and the more it appears,
the more the encryption method is discoverable. For example if a one-letter word exists in a message, it
may be either "a" or "I" but it can\\'t 

be "e" because the word "e" is non-sensical in English, while "a" has a meaning and "I" has a meaning.
Repeating the words and letters makes it possible for software to apply a dictionary and discover the
binary sequence corresponding to 

each letter. 

Using an initialization vector changes the binary sequence corresponding to each letter, enabling the
letter "a" to be represented by a particular sequence in the first instance, and then represented by a
completely different binary sequence in 

the second instance. An IV attack does not involve marking external surfaces to indicate open Wifi
networks. 

Therefore, this answer is incorrect. 
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B: War dialing is a technique of using a modem to automatically scan a list of telephone numbers,
usually dialing every number in a local area code to search for computers, Bulletin board systems and
fax machines. Hackers use the resulting 

lists for various purposes: hobbyists for exploration, and crackers - malicious hackers who specialize in
computer security - for guessing user accounts (by capturing voicemail greetings), or locating modems
that might provide an entry-point 

into computer or other electronic systems. It may also be used by security personnel, for example, to
detect unauthorized devices, such as modems or faxes, on a company\\'s telephone network. War
dialing does not involve marking external 

surfaces to indicate open Wifi networks. Therefore, this answer is incorrect. 

C: A rogue access point is a wireless access point that has either been installed on a secure company
network without explicit authorization from a local network administrator, or has been created to allow a
hacker to conduct a man-in-themiddle attack. Rogue access points of the first kind can pose a security
threat to large organizations with many employees, because anyone with access to the premises can
install (maliciously or non-maliciously) an inexpensive wireless 

router that can potentially allow access to a secure network to unauthorized parties. Rogue access
points of the second kind target networks that do not employ mutual authentication (client-server server-
client) and may be used in 

conjunction with a rogue RADIUS server, depending on security configuration of the target network. 

This is not what is described in the question. 

Therefore, this answer is incorrect. 

References: http://www.webopedia.com/TERM/W/warchalking.html
http://www.techopedia.com/definition/26858/initialization-vector http://en.wikipedia.org/wiki/War_dialing
http://en.wikipedia.org/wiki/Rogue_access_point 

 

QUESTION 15

Which of the following concepts is BEST described as developing a new chain of command in the event
of a contingency? 

A. Business continuity planning 

B. Continuity of operations 

C. Business impact analysis 

D. Succession planning 
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Correct Answer: D 

Succession planning outlines those internal to the organization who have the ability to step into positions
when they open. By identifying key roles that cannot be left unfilled and associating internal employees
who can step into these roles, you can groom those employees to make sure that they are up to speed
when it comes time for them to fill those positions. 

Incorrect Answers: 

A: Business continuity planning is the process of implementing policies, controls, and procedures to
counteract the effects of losses, outages, or failures of critical business processes. 

B: Continuity of operations refers to risk management best practices rather than developing a new chain
of command as a contingency plan. 

C: A business impact analysis is more concerned with evaluating the processes in the organization as it
bears on business continuity. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex,
Indianapolis, 2014, p 454 
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