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QUESTION 1

You have a site that has two Internet connections but no switch on the outside of the firewall. You want to use ISP-A
over ISP-B during normal operations. 

Which type of chassis cluster design would you propose to satisfy this requirement? 

A. Propose active/active cluster deployment with separate redundancy groups 

B. Propose active/passive cluster deployment with separate redundancy groups 

C. Propose active/active cluster deployment without separate redundancy groups 

D. Propose active/passive cluster deployment without separate redundancy groups 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/release-independent/nce/topics/example/ chassis-cluster-srx-
active-active-configuring.html 

 

QUESTION 2

You have a campus location with multiple WAN links. You want to specify the primary link used for your VoIP traffic. 

In this scenario, which type of WAN load balancing would you use? 

A. BGP 

B. OSPF 

C. FBF 

D. ECMP 

Correct Answer: C 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-applicationadvanced-policy-
based-routing.html 

 

QUESTION 3

Click the Exhibit button. 
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Which type of security solution is shown in this exhibit? 

A. service chain model 

B. centralized model 

C. inline security model 

D. de-centralized model 

Correct Answer: A 

 

QUESTION 4

Which solution centralizes the management of security devices in your data center? 

A. Juniper Networks Secure Analytics 

B. J-Web 

C. Junos Space Security Director 

D. Junos CLI 

Correct Answer: C 

 

QUESTION 5
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You are asked to provide a design proposal for a campus network. As part of the design, the customer requires that all
end user devices must be authenticated before being granted access to their Layer 2 network. 

Which feature meets this requirement? 

A. IPsec 

B. 802.1X 

C. NAT 

D. ALGs 

Correct Answer: B 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/802-1x- authenticationswitching-
devices.html 

 

QUESTION 6

Which statement about IPsec tunnels is true? 

A. They are used to provide in-depth packet inspection for traffic leaving your network 

B. They are used to prevent routing loops in a Layer 2 environment 

C. They are used to secure and encrypt traffic between tunnel endpoints 

D. They are used to combine multiple interfaces into a single bundle 

Correct Answer: C 

 

QUESTION 7

You are concerned about malicious attachments being transferred to your e-mail server at work through encrypted
channels. You want to block these malicious files using your SRX Series device. 

Which two features should you use in this scenario? (Choose two.) 

A. Sky ATP SMTP scanning 

B. Sky ATP HTTP scanning 

C. SSL forward proxy 

D. SSL reverse proxy 

Correct Answer: AC 

Reference: https://www.juniper.net/documentation/en_US/release-independent/sky-
atp/help/informationproducts/pathway-pages/email-scanning-sky-atp.html 
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QUESTION 8

You are designing a data center security architecture. The design requires automated scaling of security services
according to real-time traffic flows. 

Which two design components will accomplish this task? (Choose two.) 

A. telemetry with an SDN controller 

B. JFlow traffic monitoring with event scripts 

C. VNF security devices deployed on x86 servers 

D. VRF segmentation on high-capacity physical security appliances 

Correct Answer: BC 

Reference: https://www.juniper.net/documentation/en_US/learn-about/LearnAbout_NFV.pdf 

 

QUESTION 9

What are two reasons for using cSRX over vSRX? (Choose two.) 

A. cSRX loads faster 

B. cSRX uses less memory 

C. cSRX supports the BGP protocol 

D. cSRX supports IPsec 

Correct Answer: AB 

Reference: https://www.juniper.net/documentation/en_US/csrx/information-products/pathway-pages/ security-csrx-linux-
bm-guide-pwp.pdf 

 

QUESTION 10

You are designing a data center interconnect between two sites across a service provider Layer 3 VPN service. The
sites require Layer 2 connectivity between hosts, and the connection must be secure. 

In this scenario, what will accomplish this task? 

A. EVPN over IPsec 

B. MACsec encryption 

C. SSL VPN encryption 

D. stacked VLAN tagging 

Correct Answer: B 
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QUESTION 11

You are creating a security design proposal for an enterprise customer. As part of the design, you are implementing
802.1x authentication on your EX Series devices. 

In this scenario, which two statements are correct? (Choose two.) 

A. The supplicant is the device that prevents the authenticator\\'s access until it is authenticated 

B. The supplicant is the device that is being authenticated 

C. The authenticator is the device that is being authenticated 

D. The authenticator is the device that prevents the supplicant\\'s access until it is authenticated 

Correct Answer: BD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/802-1x-authenticationswitching-
devices.html 

 

QUESTION 12

You are asked to install a mechanism to protect an ISP network from denial-of-service attacks from a small number of
sources. 

Which mechanism will satisfy this requirement? 

A. RTBH 

B. UTM 

C. Sky ATP 

D. GeoIP 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/day-one-books/DO_BGP_FLowspec.pdf 

 

QUESTION 13

You are deploying Security Director with the logging and reporting functionality for VMs that use SSDs. You expect to
have approximately 20,000 events per second of logging in your network. 

In this scenario, what is the minimum number of log receiver devices that you should use? 

A. 4 

B. 3 

C. 2 
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D. 1 

Correct Answer: D 

Reference: https://www.juniper.net/documentation/en_US/junos- space17.1/topics/task/multi-task/junosspace-sd-log-
collector-installing.html 

 

QUESTION 14

Which two features are used to stop IP spoofing in and out of your network? (Choose two.) 

A. GeoIP 

B. firewall filters 

C. unicast reverse path forwarding 

D. IPS 

Correct Answer: CD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-attackerevasion-
technique.html 

 

QUESTION 15

You are designing an SDSN security solution for a new campus network. The network will consist of Juniper Networks
Policy Enforcer, Juniper Networks switches, third-party switches, and SRX Series devices. The switches and the SRX
Series devices will be used as security enforcement points. 

Which component supports the SRX Series devices in this scenario? 

A. Security Director 

B. RADIUS server 

C. certificate server 

D. DHCP server 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/release-independent/solutions/topics/concept/ sg-006a-sdsn-
product-components.html 
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