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QUESTION 1

The ABC.com network consists of a single Active Directory domain named ABC.com. ABC.com has its headquarters in
Chicago and several branch offices at various locations throughout the country. All servers on the ABC.com network run
Windows Server. 

You are in the process of configuring a VPN connection between the Chicago office and a branch office in Dallas using
Windows Server computers running Routing and Remote Access (RRAS). 

A ABC.com written security policy states that the requirements below must be met: 

Data transmitted over the VPN must be encrypted with end to end encryption. 

The VPN connection authentication should be at the computer level rather than at user level and with no credential
information transmitted over the internet. 

How should you configure the VPN? (Choose two.) 

A. Use a PPTP connection. 

B. Use EAP-TLS authentication. 

C. Use a PPP connection. 

D. Use MS-CHAP v2 authentication. 

E. Use MS-CHAP authentication. 

F. Use PAP authentication. 

G. Use an L2TP/IPSec connection. 

Correct Answer: BG 

 

QUESTION 2

You have enabled RRAS on your Windows Server computer. You want to set up IP packet filtering to help you manage
access from remote clients. Where in the Routing and Remote Access console will you enable IP packet filters? 

A. The properties of the remote-access ports 

B. The properties of the remote-access server 

C. The profile of a remote-access policy 

D. The conditions of a remote-access policy 

Correct Answer: C 

 

QUESTION 3
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You are working for an administrator for ABC.com. The ABC.com network consists of a single Active Directory domain
named ABC.com. All the servers on the network run Windows Server servers. 

You have configured four servers in a network load balancing cluster. You need to enable the cluster in unicast mode
although each server only has one network card. After your configuration, the NLB cluster has successfully converged. 

You discover that you can optimize the use of the cluster by moving a specific application to each node of the cluster.
However for this application to execute, all the nodes of the cluster must be configured by a Network Load Balancing
Port 

Rule. 

When you open Network Load Balancing Manager on one of the NLB nodes, you receive a message saying that
Network Load Balancing Manager is unable to see the other nodes in the cluster. 

How can you add a port rule to the cluster nodes? 

A. By opening Network Load Balancing Manager on a different host. 

B. By creating an additional virtual IP address on the cluster. 

C. By modifying the Network Connection Properties on every host. 

D. By removing each host from the cluster before creating the port rule. 

Correct Answer: C 

 

QUESTION 4

You work as the network administrator at ABC.com. The ABC.com network consists of a domain named ABC.com. The
servers at the ABC.com network run Windows Server. 

The ABC.com network has a Web server named ABC-SR11. During a routine monitoring you notice an increase in
network traffic. Due to this you need to find out the MAC address of the workstation that initiated the transfers and the 

command that was used. However, you action must not effect ABC-SR11. 

What actions must you take? 

A. You must run the ipconfig/registerdns. 

B. You must use the Netmon utility. 

C. You must capture the IP traffic to ABC-SR11. 

D. You must Enable Server Message Block (SMB) signing on all the workstations. 

Correct Answer: C 

 

QUESTION 5

You work as the network administrator at ABC.com. The ABC.com network has a domain named ABC.com. The servers
at the ABC.com network run Windows Server. ABC.com has a subsidiary named Test Labs, Inc. that has a domain 
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named testlabs.com. 

The ABC.com network has a DNS server named ABC-SR05. ABC-SR05 acts as a secondary zone for testlabs.com 

What actions must you take to track when the DNS server at Test Labs, Inc. sends notifications of modifications in the
zone of testlabs.com to ABC-SR05? 

A. You must run the gpresult command in verbose mode. 

B. You must select debug logging and set the log to store Notification events on ABC- SR05. 

C. You must run the secedit command in analysis mode. 

D. You must configure a two-way initiated demand-dial connection. 

Correct Answer: B 

 

QUESTION 6

You work as the network administrator at ABC.com. The ABC.com network consists of a domain named ABC.com. 

ABC.com has several subsidiary companies whose Web sites and DNS zones are hosted on servers at ABC.com. 

What actions must you take to allow the DNS server at ABC.com to generate a report of the listed zones on a weekly
basis? 

A. You need to utilize the ipconfig/registerdns. 

B. You need to NetMon utility on the DNS server. 

C. You need to utilize the dnscmd utility on the DNS server. 

D. You need to utilize the ADSIEdit utility on the DNS server. 

Correct Answer: C 

 

QUESTION 7

The ABC.com network consists of a single Active Directory domain named ABC.com. All servers on the ABC.com
network run Windows Server. 

ABC.com contains a Development department. ABC.com contains a domain controller named ABC-SR24 which is also
configured as a DNS Server. A ABC.com employee named Clive Wilson works in the Development department. One 

morning Clive Wilson complains that he cannot connect to another network server. 

During investigation, you notice that nslookup queries sometimes take a long time and sometimes fail altogether. 

You suspect that there is a problem with ABC-SR24. 

How would you configure monitoring on ABC-SR24 so that you can review individual name resolution queries? 

A. Use System Monitor to monitor host resolution queries on ABC-SR24. 
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B. Use Event Viewer to view the DNS event log on ABC-SR24. 

C. Select the Log packets for debugging option on the Debug Logging tab in the DNS server properties on ABC-SR24. 

D. Use Network Monitor to capture DNS query packets on ABC-SR24. 

Correct Answer: C 

 

QUESTION 8

You work as It Admin at ABC.com. The ABC.com network consists of a domain named ABC.com. The servers at the
ABC.com network run Windows Server. The ABC.com network has a file server named ABC-SR18. ABC-SR18 hosts 

shared folders. 

During your routine monitoring, you notice that ABC-SR18 has a connectivity issue. To investigate further you run
Network Monitor, but notices that during capturing, network packets were dropped. 

What actions must you take to minimize the dropping of packets while monitoring ABC-SR18? 

A. You should configure a persistent demand-dial connection. 

B. You should configure a two-way initiated demand-dial connection. 

C. You should use dedicated capture mode when utilizing the Network Monitor. 

D. You should select the Do not overwrite events option in the Event Viewer. 

Correct Answer: C 

 

QUESTION 9

You are a consultant. You have been called in to troubleshoot a malfunctioning NLB cluster that is supposed to serve
Web pages with IIS. The cluster contains four hosts, but only one host at a time will successfully form the cluster.
Clients appear to have no problems connecting to any of the single-host cluster configurations. What is the most likely
cause of the problem? 

A. The hosts are configured with duplicate priorities. 

B. The hosts are configured with different port rules. 

C. The hosts are configured with different cluster IP addresses. 

D. The hosts are configured with duplicate cluster IP addresses. 

Correct Answer: A 

 

QUESTION 10

You have been hired as a consultant to help deploy IPSec for the network of a mediumsize manufacturing firm that is
developing a number of new products and must share sensitive data about its products over the network. As part of the
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planning process, you must determine the best authentication method to use with IPSec. What are the authentication
methods that can be used with IPSec? (Select all that apply.) 

A. Kerberos v5 

B. Perfect Forward Secrecy (PFS) 

C. Shared secret 

D. Diffie-Hellman groups 

Correct Answer: AC 

 

QUESTION 11

The ABC.com network consists of a single Active Directory domain named ABC.com. 

You want to improve the security on the Windows Server domain controllers by configuring enahnced password policies
and audit settings. 

Which security template should you apply to the domain controllers? 

A. Setup security.inf. 

B. Hisecws.inf. 

C. DC security.inf. 

D. Securews.inf. 

E. Securedc.inf. 

F. Compatws.inf. 

G. Rootsec.inf. 

Correct Answer: E 

 

QUESTION 12

You have just installed the DHCP service on a stand-alone Windows Server system. You place the server on one of the
subnets. You soon discover that clients are not leasing an IP address from the server. You open the DHCP console
and 

see that the DHCP service is not started. 

What should you do? 

A. Reinstall the DHCP service. 

B. Add the DHCP server to the domain. 

C. Authorize the DHCP server. 
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D. Check the system event log to find any clues as to why the service will not start. 

Correct Answer: D 

 

QUESTION 13

You work as a Network Administrator for ABC.com. The company has a Windows Active Directory-based single domain
single forest network. The functional level of the forest is Windows Server. An application named Accounts is installed
on 

the network. The Accounts application uses a shared folder named AccFolder to keep all its data. The AccFolder folder
is placed on a file server named uCFileServer. All users in the network use the application to update the accounts 

information of various clients of the company. The application opens various data files to work upon. 

You are required to accomplish the following tasks: 

All files in the AccFolder folder should be backed up automatically twice daily. 

The backup process should take a backup of all the open files in the folder. 

In order to accomplish the tasks, you take the following steps: 

Configure the Backup and Restore Wizard to take a backup of AccFolder. 

Unselect the Disable volume shadow copy check box in the Backup and Restore Wizard. 

Set the schedule of the Backup and Restore Wizard to take a backup every 12 hours through the Advanced Schedule
Options. 

What will happen after taking the required steps? 

A. The backup process will take a backup of all the open files in the folder. 

B. Both tasks will be accomplished. 

C. All the files in the AccFolder folder will be backed up automatically twice daily. 

D. None of the tasks will be accomplished. 

Correct Answer: B 

 

QUESTION 14

You are setting up a procedure to keep documents exchanged between members of the R and D department secret.
They will be sending these documents across the Internet to each other. Which PKI process will you need to employ to
achieve this? 

A. Confidentiality 

B. Non-repudiation 

C. Authentication 
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D. Data Integrity 

Correct Answer: A 

 

QUESTION 15

You are the server administrator for SRV05 which is a Windows Server Standard Edition file server in your domain.
Your backup strategy utilizes one full backup and then daily differential backups. SRV05 has eight 72GB SCSI3
10,000RPM 

drives in an external drive array for data and are set up using hardware RAID 5. SRV05 also has two additional 72GB
SCSI3 10,000RPM drives internal to the system and they are configured in a RAID 1 arrangement. This volume holds
the 

system and boot partitions for the server\\'s operating systems and a small amount of local application data. 

The full back up is performed each Saturday at 9:00PM EST. The full back up takes 2 hours. The daily differential
backups are performed each day at 9:00PM, Monday through Friday. There is no full backup nor differential backup
performed 

on Sunday. The amount of time needed for the differential backups varies but it is never less than 20 minutes and the
maximum time never exceeds 75 minutes. 

DNS07 has a hard disk failure in the external array at approximately 6:00PM on a Saturday. At 7:20PM a second drive
in the external array also fails. What needs to be done to bring the server back to working order so that users can
access 

the data on the server? 

Select the best answer. 

A. The failed drives need to be replaced and the data needs to be restored from the full backup. 

B. The failed drives need to be replaced and the data needs to be restored from the full backup and all of the differential
backups. 

C. The failed drives need to be replaced. Nothing additional needs to be done because the RAID configuration allows
the system to continue to run. 

D. The failed drives need to be replaced and the data needs to be restored from the full backup and the last differential
backup. 

Correct Answer: D 
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