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QUESTION 1

How can you achieve cost optimization in the cloud environment?
A. Use On Demand instances

B. Use Spot Instances

C. Use Reserved Instances

D. Use Bare Metal

Correct Answer: C

QUESTION 2

Which of the following is not a stop on the cloud native trailmap?
A. Microservices

B. CI/CD

C. Containerization

D. Software distribution

Correct Answer: A

Explanation: https://github.com/cncf/landscape#trail-map

QUESTION 3

What are container runtimes with Kubernetes?
A. CRI-O

B. Ixd

C. containerd

D. Dockershim

Correct Answer: AC

Explanation: https://kubernetes.io/docs/setup/production-environment/container-runtimes/
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Container Runtimes

Note: Dockershim has been removed from the Kubernetes project as of release 1.24. Read the
Dockershim Removal FAQ for further details.

You need to install a container runtime into each node in the cluster so that Pods can run there. This page
outlines what is involved and describes related tasks for setting up nodes.

Kubernetes 1.24 requires that you use a runtime that conforms with the Container Runtime Interface (CRI).

See CRI version support for more information.
This page provides an outline of how to use several common container runtimes with Kubernetes.

s containerd
CRI-O

Docker Engine

Mirantis Container Runtime

Note:

Kubernetes releases before v1.24 included a direct integration with Docker Engine, using a component
named dockershim. That special direct integration is no longer part of Kubernetes (this removal was
announced as part of the v1.20 release). You can read Check whether Dockershim deprecation affects
you to understand how this removal might affect you. To learn about migrating from using dockershim,
see Migrating from dockershim.

If you are running a version of Kubernetes other than v1.24, check the documentation for that version.

QUESTION 4

Which of the following container runtime is planned to be deprecated in Kubernetes 1.20 and high-er?
A. cri-o

B. None of the options

C. docker

D. podman

E. containerd

Correct Answer: C

Explanation: https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
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Wednesday, December 02, 2020

Update: Kubernetes support for Docker via deckershim is now removed. For
more information, read the removal FAQ. You can also discuss the deprecation via
a dedicated GitHub issue.

Authors: Jorge Castro, Duffie Cooley, Kat Cosgrove, Justin Garrison, Noah
Kantrowitz, Bob Killen, Rey Lejano, Dan “POP" Papandrea, Jeffrey Sica,
Davanum “Dims” Srinivas

Kubernetes is deprecating Docker as a container runtime after v1.20.

You do not need to panic. It's not as dramatic as it sounds.

TL;DR Docker as an underlying runtime is being deprecated in favor of
runtimes that use the Container Runtime Interface (CRI) created for
Kubernetes. Docker-produced images will continue to work in your cluster
with all runtimes, as they always have.

QUESTION 5

What command use to get documentation about kubernetes resource type
A. alias k=\\'kubect\\' k api-resources

B. alias k=\\'kubectl\\' k api-list

C. alias k=\\'kubectl\\' k explain

D. alias k=\\'kubect\\' k get resource

Correct Answer: C

Explanation: https://kubernetes.io/docs/reference/generated/kubectl/kubectl- commands#explain
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explain

. . Get the documentation of the resource and its fields
List the fields for supported resources.

kubectl explain pods
This command describes the fields associated with each supported
API resource. Fields are identified via a simple JSONPath identifier:
Get the documentation of a specific field of a resource

<type>.<fieldName>[.<fieldName>]

kubectl explain pods.spec.containers

Add the --recursive flag to display all of the fields at once without
descriptions. Information about each field is retrieved from the server
in OpenAPI format.

Use "kubectl api-resources” for a complete list of supported

resources.

Usage

$ kubectl explain RESOURCE

QUESTION 6

Various Container Orchestrator Systems (COS)?
A. Apache Mesos

B. None of the options

C. Docker Swarm

D. Kubernetes

Correct Answer: ACD

QUESTION 7

What standard does kubelet use to communicate with the container runtime?
A. Service Mesh Interface (SMI)

B. CRI-O

C. ContainerD

D. Container Runtime Interface (CRI)
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Correct Answer: D

Explanation: kubelet can communicate with any runtime that supports the CRI standard.

QUESTION 8

Which of the following computing model doesn\\'t require you to provision infrastructure?
A. None of the above

B. Bare Metal

C. Compute Engine

D. Virtual Machines

E. Serverless

Correct Answer: E

Functions

Applications Applications Applications
Runtima Runtime Runtime
Middleware or Middiewane or Hgmmm:rm
Containers Containers

Cparating
System

QUESTION 9

What feature is used for selecting the container runtime configuration?
A. RuntimeClass

B. RuntimeContainer

C. Runtime
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D. RuntimeConfig
Correct Answer: A

Explanation: https://kubernetes.io/docs/concepts/containers/runtime-class/

Runtime Class

FEATURE STATE: Kubernetes v1.20 [stable]

This page describes the RuntimeClass resource and runtime selection mechanism.

RuntimeClass is a feature for selecting the container runtime configuration. The container
runtime configuration is used to run a Pod's containers.

Motivation =

You can set a different RuntimeClass between different Pods to provide a balance of
performance versus security. For example, if part of your workload deserves a high level of
information security assurance, you might choose to schedule those Pods so that they runin a
container runtime that uses hardware virtualization. You'd then benefit from the extra
isolation of the alternative runtime, at the expense of some additional overhead.

You can also use RuntimeClass to run different Pods with the same container runtime but with
different settings.

QUESTION 10

Notary and the update framework leading security projects in CNCF
A. TRUE

B. FALSE

Correct Answer: A

Explanation: https://github.com/cncf/landscapettrail-map
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QUESTION 11

Which command-line tool is used to interact with the Kubernetes cluster?
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A. kube-api

B. kubectl

C. kube-scheduler
Correct Answer: B

Explanation: https://kubernetes.io/docs/reference/kubectl/

Command line tool (kubectl)

Kubernetes provides a command line tool for communicating with a
Kubernetes cluster's control plane, using the Kubernetes API.

This tool is named kubectl .

For canfiguration, kubectl looks for a file named config in the
$HOME/ . kube directcry. You can specify other kubeconfig files by setting
the KUBECONFIG environment variable or by setting the ——kubeconfig
flag.

This overview covers kubectl syntax, describes tha command
operations, and provides common examples. For details about each
command, including all the supported flags and subcommands, see the
kubectl reference documentation.

For installation instructions, see Installing kubectl; for a quick guide, see
the cheat sheet. If you're used to using the docker command-line tool,

kubectl for Docker Users explains some equivalent commands for
Kubernetes.

QUESTION 12

Which prometheus metric type represents a single number value that can increase and decrease over time?
A. Gauge

B. Histogram

C. Summary

D. Counter
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Correct Answer: A
Explanation: https://prometheus.io/docs/concepts/metric_types/#gauge
Gauge %
A gauge is a metric that represents a single numerical value that can arbitrarily go up and down.

Gauges are typically used for measured values like temperatures or current memory usage, but also "counts" that
can go up and down, like the number of concurrent requests.

QUESTION 13

What is the name for a service that has no clusterlp address?
A. Headless

B. NodePort

C. ClusterlP

D. LoadBalancer

Correct Answer: A

Explanation: https://kubernetes.io/docs/concepts/services-networking/service/#headless- services

Headless Services

Sometimes you don't need load-balancing and a single Service IP. In this case,
you can create what are termed "headless" Services, by explicitly specifying
"None" for the cluster IP ( .spec.clusterIP ).

You can use a headless Service to interface with other service discovery
mechanisms, without being tied to Kubernetes' implementation.

For headless Services , a cluster IP is not allocated, kube-proxy does not
handle these Services, and there is no load balancing or proxying done by the
platform for them. How DNS is automatically configured depends on whether
the Service has selectors defined:

QUESTION 14
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What is the use of labels in Kubernetes?

A. All of the options

B. It is used to assign annotation to an object

C. Itis used to assign key-value pair to an object
D. It is used to assign a name to an object.

Correct Answer: C

Explanation: https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/

Labels and Selectors

Labels are key/value pairs that are attached to objects, such as pods.
Labels are intended to be used to specify identifying attributes of
objects that are meaningful and relevant to users, but do not directly
imply semantics to the core system. Labels can be used to organize
and to select subsets of objects. Labels can be attached to objects at
creation time and subsequently added and modified at any time.
Each object can have a set of key/value labels defined. Each Key must
be unique for a given object.

QUESTION 15

In Kubernetes, what is considered the primary cluster data source?
A. etcd (pronounce: esty-d)

B. api server

C. kubelet

D. scheduler

Correct Answer: A
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etcd

Consistent and highly-available key value store used as Kubernetes'
backing store for all cluster data.

If your Kubernetes cluster uses etcd as its backing store, make sure you
have a back up plan for those data.

You can find in-depth information about etcd in the official
documentation.
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