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QUESTION 1

A user goes to four different websites, each with a different rating. One of the four sites is blocked and unable to be
accessed. Using default configuration to determine the rating, which of the following ratings does this site have? 

A. Gray 

B. Red 

C. Yellow 

D. Green 

Correct Answer: A 

 

QUESTION 2

Security operations has recently received indicators of compromise (IOCs) detailing a new piece of malware for which
coverage is not available. The threat advisory recommends a list of file paths and registry keys to prevent this new
malware from successfully executing. Which of the following ENS 10.5 features should be used to achieve this goal? 

A. Web Control 

B. Exploit Prevention 

C. Real Protect 

D. Access Protection 

Correct Answer: D 

 

QUESTION 3

A user navigates to a new website that has not been rated by ENS Web Control yet. In which of the following ways will
ENS Web Control handle this request by default? 

A. Delete 

B. Block 

C. Allow 

D. Warn 

Correct Answer: C 

 

QUESTION 4

In which of the following ways would ATP determine the reputation information if Adaptive Threat Protection (ATP) is
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deployed and neither a TIE server nor an Internet connection is available? 

A. ATP will use information from the local system. 

B. ATP will query other systems in the environment. 

C. ATP will do nothing and auto-disable itself. 

D. ATP will prompt the user for manual input. 

Correct Answer: B 

 

QUESTION 5

The security team has requested that adaptive threat protection be integrated with a TIE server. Which of the following
is required? 

A. Data Exchange Layer 

B. Advanced Threat Defense 

C. Event Security Manager 

D. Active Response 

Correct Answer: A 

 

QUESTION 6

When configuring the Adaptive Threat Protection Options policy, which of the following is a rule assignment group that
needs to be selected to accommodate an environment consisting of high-change systems with frequent installations and
updates of trusted software? 

A. Adaptive 

B. Productivity 

C. Balanced 

D. Security 

Correct Answer: D 

 

QUESTION 7

Which of the following is the MAIN benefit of using Threat Intelligence Exchange (TIE) and Data Exchange Layer
(DXL)? 

A. They enable centralized management of adaptive-threat-protection policies. 

B. They store and pass file reputation to managed endpoints and McAfee products. 
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C. They distribute signature-based content to managed systems. 

D. They conduct scanning of files on managed systems for threats. 

Correct Answer: B 

 

QUESTION 8

By using which of the following techniques does Real Protect scanner inspect suspicious files and activities on an
endpoint to detect malicious patterns? 

A. Machine learning 

B. Intrusion prevention 

C. Sandboxing 

D. Static code analysis 

Correct Answer: B 

 

QUESTION 9

A help desk technician needs to gain admin rights to the ENS local client interface for troubleshooting. Which of the
following is a policy setting within the ENS Common Options policy that could be used to temporarily allow admin rights
to the local client? 

A. Unlock Client Interface Password 

B. Standard Access 

C. One-time Password 

D. Time-based Password 

Correct Answer: A 

 

QUESTION 10

Which of the following describes the difference in functionality between Real Protect cloud-based and Real Protect client-
based? 

A. The location where the centralized management server and policies are managed 

B. The location from which AMCore content updates are pulled before on-demand scans 

C. The location where the scanning is conducted on file attributes and behavior 

D. The location where malware is quarantined on the managed system 

Correct Answer: A 
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QUESTION 11

If a TIE server is unavailable and the system is connected to the Internet, which of the following components can the
Adaptive Threat Protection leverage for reputation decisions? 

A. Event Security Manager 

B. Global Threat Intelligence 

C. Data Exchange Layer 

D. Advanced Threat Defense 

Correct Answer: B 

 

QUESTION 12

An ENS administrator wants to dynamically create firewall rules required for the environment. In Enable Firewall
Policies/Options, which of the following should be utilized? 

A. Retain existing user added rules 

B. Adaptive mode 

C. Log all blocked traffic 

D. Log all allowed traffic 

Correct Answer: C 

 

QUESTION 13

The ENS administrator wants to monitor remotely the modification of files, but BigFix.exe is generating many false
positives. Which of the following should the ENS administrator do? 

A. Exclude the file under Threat Prevention / Access Protection / Remotely creating or modifying Files or Folders. 

B. Add the file as a High Risk Process under Threat Prevention / On Access Scan / Process settings. 

C. Exclude the file under Common Options / Self Protection. 

D. Add the file under Threat Prevention / Options/ Exclusions by detection name. 

Correct Answer: C 

 

QUESTION 14

An IT department is looking for a way to optimize performance with on-access scanning. To maximize security and
minimize the impact on the system, on-access scanning should be configured to scan files at which of the following
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frequencies? 

A. Disable on-access scanning. 

B. Let McAfee decide. 

C. Only scan files on write. 

D. Only scan files on read. 

Correct Answer: C 

 

QUESTION 15

If the ePO server\\'s access to the Internet is allowed, which of the following options would the administrator have to
check in the McAfee ENS Migration Assistant extension? 

A. Software Manager 

B. Server Client Package Install 

C. Master Repository 

D. Workstation Client Package Install 

Correct Answer: C 
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