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QUESTION 1

HOTSPOT 

Your network contains an Active Directory domain. The domain contains the users shown in the following table. 

The domain contains a computer named Computer1 that runs Windows 10. Computer1 contains a folder named Folder1
that has the following permissions: 

1. 

User2: Deny Write 

2. 

Group1: Allow Read 

3. 

Group2: Allow Modify 

Folder1 is shared as Share1$. Share1$ has the following configurations: Everyone: Allow Full control Access-based
enumeration: Enabled 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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References: 

https://www.varonis.com/blog/ntfs-permissions-vs-share/ 

http://www.ntfs.com/ntfs-permissions-file-advanced.htm 

https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-enumeration-on-a-
namespace 

 

QUESTION 2

HOTSPOT 

Your domain contains named Computer named Computer1 that runs Windows 10. Computer1 does not have a TPM. 

You need to be able to encrypt the C drive by using Bitlocker Drive Encryption (BitLocker). The solution must ensure
that the recovery key is stored in Active Directory. 

Which two Group Policy settings should you configure? To answer, select the appropriate settings in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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References: https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-group-policy-
settings#bkmk-rec1 

 

QUESTION 3

You have a computer that runs Windows 10. 

You need to view the Windows Update diagnostic log. 

What should you do first? 

A. From File Explorer, go to the C:\Windows\Logs\WindowsUpdate folder and select Show hidden files, folders, and
drives. 

B. From Windows Update in the Settings app, configure Advanced options. 
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C. From Event Viewer, modify the properties of the WindowsUpdateClient operational log. 

D. From Windows PowerShell, run the Get-WindowsUpdateLogcmdlet. 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/powershell/module/windowsupdate/get-
windowsupdatelog?view=windowsserver2022-ps 

 

QUESTION 4

HOTSPOT 

You have 100 computers that run Windows 10 and are members of an Active Directory domain. 

Two support technicians named Tech1 and Tech2 will be responsible for monitoring the performance of the computers. 

You need to configure the computers to meet the following requirements: 

1. 

Ensure that Tech1 can create and manage Data Collector Sets (DCSs). 

2. 

Ensure that Tech2 can start and stop the DCSs. 

3. 

Use the principle of least privilege. 

To which group should you add each technician? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/active-directory-security-
groups 

 

QUESTION 5

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You manage devices that run Windows 10. 

Ten sales users will travel to a location that has limited bandwidth that is expensive. The sales users will be at the
location for three weeks. 

You need to prevent all Windows updates from downloading for the duration of the trip. The solution must not prevent
access to email and the Internet. 

Solution: From Network and Internet in the Settings app, you set the network connections as metered connections. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

https://www.makeuseof.com/tag/5-ways-temporarily-turn-off-windows-update-windows-10/ 

 

QUESTION 6

HOTSPOT 

You have three devices as shown in the following table. 

You plan to install Windows 10 on the devices. 

You need to identify which devices support Secure Boot, and which Windows 10 edition is supported for up to 30
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months. 

What should you identify? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Box 1: Device 1 and Device3 only 
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UEFI benefits 

Firmware that meets the UEFI 2.3.1 specifications provides the following benefits: 

*

 Ability to support Windows 10 security features like Secure Boot, Microsoft Defender Credential Guard, and Microsoft
Defender Exploit Guard. All require UEFI firmware. 

*

 Etc. 

Box 2: Windows 10 Enterprise only All releases of Windows 10 have 18 months of servicing for all editions--these
updates provide security and feature updates for the release. However, fall releases of the Enterprise and Education
editions will have an additional 12 months of servicing for specific Windows 10 releases, for a total of 30 months from
initial release. This extended servicing window applies to Enterprise and Education editions starting with Windows 10,
version 1607. 

Reference: https://docs.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-uefi
https://docs.microsoft.com/en-us/windows/deployment/update/waas-overview 

 

QUESTION 7

You need to connect to your company\\'s network and create a VPN connection on Client2 named VPN1 that meets the
following requirements: 

VPN1 must connect to a server named vpn.contoso.com. 

Only traffic to your company\\'s network must be routed through VPN1. 

To complete this task, sign in to the required computer or computers. 

Correct Answer: See explanation below. 

1. 

On Client2, click on the Start button and go to settings. 

2. 

Select Network and Internet. 

3. 

Select VPN on the left-hand side 

4. 

Click on the Add a VPN connection button. 

5. 

Next, select the VPN provider–This will almost always be Windows (built-in). 
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6. 

Name your connection and enter the server name as provided by your IT technician. (VPN1 and vpn.contoso.com). 

7. 

Add in your username and password as provided by your IT technician. 

8. 

Click Save when done. 

9. 

Closeout the PC settings windows. 

Reference: https://www.themillergroup.com/vpn-windows-10/ 

 

QUESTION 8

HOTSPOT 

Your network contains an Active Directory domain that contains the objects shown in the following table. 
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Computer1 contains the shared folders shown in the following table. 

The computers have the network configurations shown in the following table. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Latest MD-100 Dumps | MD-100 VCE Dumps | MD-100 Study Guide                             12 / 22

https://www.pass4lead.com/md-100.html
https://www.pass4lead.com/md-100.html
https://www.pass4lead.com/md-100.html


https://www.pass4lead.com/md-100.html
2023 Latest pass4lead MD-100 PDF and VCE dumps Download

Box 1: Yes 

User1 is in Group1 which has permission to access the share so the share will be visible. 

Box 2: No 

User2 is in Group2 which does not have permission to access Share1. Access-based enumeration is enabled so
Share1 will not be listed as User2 does not have permission to access it. 

Box 3: No 

Share2$ is a hidden share (dollar sign appended) so the share will never be listed. 

 

QUESTION 9

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

A user named User2 has a computer named Computer2 that runs Windows 10. User2 joins Computer2 to contoso.com
by using user2@contoso.com. 

Computer1 contains a folder named Folder1. Folder1 is in drive C and is shared as Share1. Share1 has the permission
shown in the following table. 

A user named User2 has a computer named Computer2 that runs Windows 10. User2 joins Computer2 to contoso.com
by using user2@contoso.com. 

User2 attempts to access Share1 and receives the following error message: "The username or password is incorrect." 
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You need to ensure that User2 can connect to Share1. 

Solution: You create a local user account on Computer1 and instruct User2 to use the local account to connect to
Share1. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 10

HOTSPOT 

You are troubleshooting a Windows 10 update that fails to install. 

You need to start Windows 10 with non-essential, third-party services disabled and all startup tasks disabled. The
solution must minimize administrative effort to disable the services and tasks. 

What should you use? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Reference: https://www.raymond.cc/blog/disable-third-party-services-and-programs-for-clean-boot-in-windows/ 

 

QUESTION 11

You have a computer named Computer1 that runs Windows10. Computer1 is in a workgroup. Computer1 contains the
users shown in the following table. 

You need to apply the same Group Policy settings to only User1, User2 and User3. The solution must use a minimum
number of local Group Policy objects (GPOs). How many local GPOs should you create? 

A. 1 

B. 2 

C. 3 
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Correct Answer: A 

You can use security filtering to restrict the GPO to the required users. Only users with the Read and Apply Group
Policy permissions will have the GPO applied to them. 

 

QUESTION 12

HOTSPOT 

You have three computers that run Windows 10 as shown in the following table. 

All the computers have C and D volumes. The Require additional authentication at startup Group Policy settings is
disabled on all the computers. Which volumes can you encrypt by using BitLocker Drive Encryption (BitLocker)? To
answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Volume C on = Computer 2 and 3 only Volume D on = C1, C2, C3 

The "Require additional authentication at startup" setting is located in the Computer Configuration\ Administrative
Templates\ Windows Components\ BitLocker Drive Encryption\ Operating System Drives path. If the policy is disabled
and there is no TPM chip installed, operating system drives can not be encrypted using BitLocker. Additional data
volumes can be protected using a password as a key protector for example. 

References: https://www.windowscentral.com/how-use-bitlocker-encryption-windows-10 

 

QUESTION 13

HOTSPOT 

You have a computer named Computer1 that runs Windows 10. Computer1 contains a registry key named Key1 that
has the values shown in the exhibit. (Click the Exhibit tab.). 
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You have a Registration Entries (.reg) file named File1.reg that contains the following text. 

Windows Registry Editor Version 5.00 

[HKEY_LOCAL_MACHINE\SOFTWARE\Key1]

"String1"=@="2" 

You need to identify the effect of importing File1.reg to Computer1. 

What should you identify? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: String1 will be deleted. 

To delete a value, append equals and then minus to the value. For example: 

"String1"=
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Box 2: Value1 will have a value of 1 

@="2" sets the default value to 1 but Value1 already has a DWORD value. 

A DWORD (32-bit) value is a hexadecimal value. Value1 is 0x00000001 which is 1. 

References: 

https://www.computerhope.com/issues/ch000848.htm 

https://www.computerperformance.co.uk/vista/reg-create/ 

 

QUESTION 14

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

A user named User2 has a computer named Computer2 that runs Windows 10. User2 joins Computer2 to contoso.com
by using user2@contoso.com. 

Computer1 contains a folder named Folder1. Folder1 is in drive C and is shared as Share1. Share1 has the permission
shown in the following table. 

A user named User2 has a computer named Computer2 that runs Windows 10. User2 joins Computer2 to contoso.com
by using user2@contoso.com. 

User2 attempts to access Share1 and receives the following error message: "The username or password is incorrect." 

You need to ensure that User2 can connect to Share1. 

Solution: You create a local group on Computer1 and add the Guest account to the group. 

You grant the group Modify access to Share1. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 
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QUESTION 15

A user has a computer that runs Windows 10. 

When the user connects the computer to the corporate network, the user cannot access the internal corporate servers.
The user can access servers on the Internet. 

You run the ipconfig command and receive the following output. 

You send a ping request and successfully ping the default gateway, the DNS servers, and the DHCP server. Which
configuration on the computer causes the issue? 

A. the DNS servers 

B. the IPv4 address 

C. the subnet mask 

D. the default gateway address 

Correct Answer: A 
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