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QUESTION 1

HOTSPOT 

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the
following table. 

You assign an enterprise application named App1 to Group1 and User2. 

You configure an Azure AD access review of App1. The review has the following settings: 

Review name: Review1 Start date: 01–15–2020 Frequency: One time End date: 02–14–2020 Users to review: Assigned
to an application Scope: Everyone Applications: App1 Reviewers: Members (self) Auto apply results to resource: Enable
Should reviewer not respond: Take recommendations 

On February 15, 2020, you review the access review report and see the entries shown in the following table: 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 
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Correct Answer: 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/governance/perform-access-review 

 

QUESTION 2

You have a Microsoft 365 E5 subscription that contains two users named User1 and User2. On January 1. you create
the sensitivity label shown in the following table. 
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1. 

On January 2, you publish label to User1. 

2. 

On January 3. User 1 creates a Microsoft Word document named Doc1 and applies Label to the document. 

3. 

On January 4. User2 edits Doc1. 

4. 

On January 15, you increase the content expiry period for Label to 28 days. When will access to Doc1 expire for
User2? 

A. January 23 

B. January 24 

C. January 25 

D. January 31 

Correct Answer: D 

According to this \\'if you edit a sensitivity label, the version of the label that was applied to the document remains in
effect\\' So the answer is Absolutely B, as the question does not mention the user reapplying the label.
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide 

 

QUESTION 3

You have a hybrid deployment of Azure Active Directory (Azure AD) that contains two users named User1 and User2.
You need to assign Role Based Access Control (RBAC) roles to User1 and User2 to meet the following requirements: 

1. 

Use the principle of least privilege 

2. 
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Enable User1 to view sync errors by using Azure AD Connect Health 

3. 

Enable User2 to configure Azure Active Directory Connect Health Settings 

Which two roles should you assign? 

Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point. 

A. The Monitoring Readers role in Azure AD Connect Health to User1 

B. The Security reader role in Azure AD to User 1 

C. The Reports reader role in Azure AD to User 1 

D. The Contributor role in Azure AD Connect Health to User 2 

E. The Monitoring Contributor role in Azure Connect Health to User 2 

F. The Security operator role in Azure AD to User2 

Correct Answer: AD 

Azure AD Connect Health supports the following built-in roles: 

Role Permissions 

Owner Owners can manage access (for example, assign a role to a user or group), view all information (for example,
view alerts) from the portal, and change settings (for example, email notifications) within Azure AD Connect Health. 

By default, Azure AD Hybrid Identity Administrators are assigned this role, and this cannot be changed. 

Contributor Contributors can view all information (for example, view alerts) from the portal, and change settings (for
example, email notifications) within Azure AD Connect Health. 

Reader Readers can view all information (for example, view alerts) from the portal within Azure AD Connect Health. 

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-health-operations 

 

QUESTION 4

You have a Microsoft 365 tenant. 

You need to implement a policy to enforce the following requirements: 

If a user uses a Windows 10 device that is NOT hybrid Azure Active Directory (Azure AD) joined, the user must be
allowed to connect to Microsoft SharePoint Online only from a web browser. I he user must be prevented from
downloading 

files or syncing files from SharePoint Online. 

If a user uses a Windows 10 device that is hybrid Azure AD joined, the user must be able connect to SharePoint Online
from any client application, download files, and sync files. 
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What should you create? 

A. a conditional access policy in Azure AD that has Client apps conditions configured 

B. a compliance policy in Microsoft Endpoint Manager that has the Device Health settings configured 

C. a compliance policy in Microsoft Endpoint Manager that has the Device Properties settings configured 

D. a conditional access policy in Azure AD that has Session controls configured 

Correct Answer: D 

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-session 

 

QUESTION 5

You have a Microsoft 365 E5 subscription and 5,000 users. 

You create several alert policies that are triggered every time activities match rules. 

You need to create an alert policy that is triggered when the volume of matched activities becomes unusual. 

What should you do first? 

A. Enable Microsoft Office 365 auditing. 

B. Enable Microsoft Office 365 analytics. 

C. Enable Microsoft Office 365 Cloud App Security. 

D. Deploy a Microsoft Office 365 add-in to all the users. 

Correct Answer: B 

 

 

QUESTION 6

You have a Microsoft 365 E5 subscription that contains the users shown in the following table. 

You need to identify which user can enable Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP)
roles. Which user should you identify? 
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A. User1 

B. User2 

C. User3 

D. User4 

Correct Answer: B 

The Security Administrator and the Global Administrator can enable roles in the Microsoft Defender portal. Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/rbac 

 

QUESTION 7

You need to ensure that a user named Lee Gu can manage all the settings for Exchange Online. The solution must use
the principle of least privilege. 

To complete this task, sign in to the Microsoft Office 365 admin center. 

Correct Answer: See explanation below. 

 

1. 

In the Exchange Administration Center (EAC), navigate to Permissions > Admin Roles. 

2. 

Select the group: Organization Management and then click on Edit. 

3. 

In the Members section, click on Add. 

4. 

Select the users, USGs, or other role groups you want to add to the role group, click on Add, and then click on OK. 

5. 

Click on Save to save the changes to the role group. 

Reference: 

https://help.bittitan.com/hc/en-us/articles/115008104507-How-do-I-assign-the-elevated-admin-role-Organization-
Management-to-the-account-that-is-performing-a-Public-Folder-migration

https://docs.microsoft.com/en-us/exchange/permissions-exo/permissions-exo 

 

QUESTION 8
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You need to ensure that SharepointAdmins@contoso.com receives an alert when a user establishes a sync relationship
to a document library from a computer that is a member of an Active Directory (AD) domain. 

To complete this task, sign in to the Microsoft Office 365 admin center. 

Correct Answer: See explanation below. 

1.

 Navigate to Manage Alerts in the Security and Compliance Center. 

2.

 On the Activity alerts page, click + New. 

3.

 Complete the following fields to create an activity alert: 

The flyout page to create an activity alert is displayed. 
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a. 

Name - Type a name for the alert. Alert names must be unique within your organization. 

b. 

Description (Optional) - Describe the alert, such as the activities and users being tracked, and the users that email
notifications are sent to. Descriptions provide a quick and easy way to describe the purpose of the alert to other
admins. 

c. 

Alert type - Make sure the Custom option is selected. 
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d. 

Send this alert when - Click Send this alert when and then configure these two fields: 

Activities - Click the drop-down list to display the activities that you can create an alert for. This is the same activities list
that\\'s displayed when you search the Office 365 audit log. You can select one or more specific activities or you can
click 

the activity group name to select all activities in the group. For a description of these activities, see the "Audited
activities" section in Search the audit log. When a user performs any of the activities that you\\'ve added to the alert, an
email 

notification is sent. 

Users - Click this box and then select one or more users. If the users in this box perform the activities that you added to
the Activities box, an alert will be sent. Leave the Users box blank to send an alert when any user in your organization 

performs the activities specified by the alert. 

e. 

Send this alert to - Click Send this alert, and then click in the Recipients box and type a name to add a user\\'s who will
receive an email notification when a user (specified in the Users box) performs an activity (specified in the Activities 

box). Note that you are added to the list of recipients by default. You can remove your name from this list. 

4. Click Save to create the alert. 

The new alert is displayed in the list on the Activity alerts page. 

The status of the alert is set to On. Note that the recipients who will receive an email notification when an alert is sent
are also listed. 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/create-activity-alerts?view=o365-worldwide 

 

QUESTION 9

You have a Microsoft 365 subscription. 

You have a Microsoft SharePoint Online site named Site1. 
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You have a Data Subject Request (DSR) case named Case1 that searches Site1. 

You create a new sensitive information type. 

You need to ensure that Case1 returns all the documents that contain the new sensitive information type. 

What should you do? 

A. From the Security and Compliance admin center, create a new Search by ID List. 

B. From Site1, modify the search dictionary. 

C. From the Security and Compliance admin center, create a new Guided search. 

D. From Site1, initiate a re-indexing of Site1. 

Correct Answer: C 

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-dsr-office365#using-the-content-search-ediscovery-tool-to-
respond-to-dsrs 

 

QUESTION 10

You have a Microsoft 365 subscription. 

From the Microsoft 365 admin center, you create a new user. 

You plan to assign the Reports reader role to the user. 

You need to see the permissions of the Reports reader role. 

Which admin center should you use? 

A. Azure Active Directory 

B. Cloud App Security 

C. Security and Compliance 

D. Microsoft 365 

Correct Answer: A 

 

QUESTION 11

You have a hybrid Microsoft 365 environment. All computers run Windows 10 and are managed by using Microsoft
Intune. 

You need to create a Microsoft Azure Active Directory (Azure AD) conditional access policy that will allow only Windows
10 computers marked as compliant to establish a VPN connection to the on-premises network. 

What should you do first? 
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A. From the Azure Active Directory admin center, create a new certificate 

B. Enable Application Proxy in Azure AD 

C. From Active Directory Administrative Center, create a Dynamic Access Control policy 

D. From the Azure Active Directory admin center, configure authentication methods 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/ad-ca-vpn-connectivity-
windows10 

 

QUESTION 12

A user stores the following files in Microsoft OneDrive: 

1. 

File.docx 

2. 

ImportantFile.docx 

3. 

File_Important.docx 

You create a Microsoft Cloud App Security file policy Policy1 that has the filter shown in the following exhibit. 

To which files does Policy1 apply? 

A. File_Important.docx only 
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B. File.docx, ImportantFile.docx, and File_Important.docx 

C. File.docx only 

D. ImportantFile.docx only 

E. File.docx and File_Important.docx only 

Correct Answer: B 

When using the file policy filters, Contains will search only for full words – separated by commas, dots, hyphens or
spaces to search. 

Spaces or hyphens between words function like OR. For example, if you search for malware virus it will find all files with
either malware or virus in the name, so it will find both malware-virus.exe and virus.exe. 

If you want to search for a string, enclose the words in quotation marks. This functions like AND. For example, if you
search for "malware" "virus", it will find virus_malware_file.exe but it will not find malwarevirusfile.exe and it will not find 

malware.exe. However, it will search for the exact string. If you search for "malware virus", it will not find "virus" or
"virus_malware". 

Reference: 

https://docs.microsoft.com/en-us/cloud-app-security/file-filters 

 

QUESTION 13

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have a Microsoft 365 E5 subscription that contains a user named User1. 

The Azure Active Directory (Azure AD) Identity Protection risky users report identifies User1. 

For User1, you select Confirm user compromised. 

User1 can still sign in. 

You need to prevent User1 from signing in. The solution must minimize the impact on users at a tower risk level. 

Solution: From the Access settings, you select Block access for User1. 

Does this meet the goal? 

A. Yes 

B. No 
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Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-
investigate-risk 

 

QUESTION 14

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your on-premises network contains a server that runs Windows Server 2019, computers that run Windows 10, macOS,
or Linux, and a firewall that utilizes syslog. 

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. All the computers are onboarded
to Microsoft Defender for Endpoint. 

You are implementing Microsoft Defender for Cloud Apps. 

You need to discover which cloud apps are accessed from the computers. 

Solution: You enable Defender for Endpoint and Defender for Cloud Apps integration. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Instead: Install a Microsoft Defender for Identity sensor on the server. 

Note: Microsoft Defender for Identity monitors your domain controllers by capturing and parsing network traffic and
leveraging Windows events directly from your domain controllers, then analyzes the data for attacks and threats. 

Reference: 

https://docs.microsoft.com/en-us/defender-for-identity/architecture 

 

QUESTION 15

You have a Microsoft 365 tenant. 

From the Azure Active Directory admin center, you review the Risky sign-ins report as shown in the following exhibit. 
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You need to ensure that you can see additional details including the risk level and the risk detection type. What should
you do? 

A. Purchase Microsoft 365 Enterprise E5 licenses. 

B. Activate an instance of Microsoft Defender for Identity. 

C. Configure Diagnostic settings in Azure Active Directory (Azure AD). 

D. Deploy Azure Sentinel and add a Microsoft Office 365 connector. 

Correct Answer: A 
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