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QUESTION 1

Which of the following solutions is the MOST useful in helping a business verify that its firewalls have been properly
patched? 

A. ICMP monitoring 

B. Vulnerability scanning 

C. SNMP monitoring 

D. Port scanning 

Correct Answer: D 

 

QUESTION 2

A network where all traffic feeds through a centralized gateway uses which of the following topologies? 

A. Peer-to-peer 

B. Ring 

C. Bus 

D. Star 

Correct Answer: D 

A bus topology is a type of network setup where each computer and network device is connected to a single cable or
backbone. 

 

QUESTION 3

A network technician is concerned that a user is utilizing a company PC for file sharing and using a large amount of the
bandwidth. Which of the following tools can be used to identify the IP and MAC address of the user\\'s PC? 

A. System log 

B. History log 

C. Network sniffer 

D. Nslookup 

Correct Answer: C 

Explanation: Network sniffer is a computer program or a piece of computer hardware that can intercept and log traffic
passing over a digital network or part of a network. As data streams flow across the network, the sniffer captures each
packet and, if needed, decodes the packet\\'s raw data, showing the values of various fields in the packet, and analyzes
its content according to the appropriate RFC or other specifications. 
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QUESTION 4

An administrator would like to provide outside access to the company web server and separate the traffic from the local
network. Which of the following would the administrator use to accomplish this? 

A. Network Address Translation 

B. Stateful Inspection 

C. Port Address Translation 

D. Demilitarized Zone 

Correct Answer: D 

 

QUESTION 5

A technician needs to install a server to authenticate remote users before they have access to corporate network
resources when working from home. Which of the following servers should the technician implement? 

A. DNSSEC 

B. PPP 

C. RAS 

D. VLAN 

E. NAT 

Correct Answer: C 

 

QUESTION 6

A company has decided to update their usage policy to allow employees to surf the web unrestricted from their work
computers. Which of the following actions should the IT security team implement to help protect the network from attack
as a result of this new policy? 

A. Install host-based anti-malware software 

B. Implement MAC filtering on all wireless access points 

C. Add an implicit deny to the core router ACL 

D. Block port 80 outboundon the company firewall 

E. Require users to utilize two-factor authentication 

Correct Answer: A 

To protect the computers from employees installing malicious software they download on the internet, antimalware
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should be run on all systems. After asingle machine in a company is compromised and is running malicious software
(malware), the attacker can then use that single computer to proceed further into the internal network using the
compromised host as a pivot point. The malware may have been implemented by an outside attacker or by an inside
disgruntled employee. 

 

QUESTION 7

Jeff, a network technician, is installing a wireless router. Which of the following should Jeff consider to get the BEST
signal strength? 

A. WAP placement 

B. PoE devices 

C. MAC filtering 

D. Encryption type 

Correct Answer: A 

 

QUESTION 8

Which of the following ports would have to be allowed through a firewall to allow SNMP traffic to pass on its default
port? (Select TWO). 

A. 22 

B. 23 

C. 143 

D. 161 

E. 162 

F. 8080 

Correct Answer: DE 

 

QUESTION 9

A T1 line has lost connectivity to the ISP. The ISP has instructed the technician to place a loopback on a device
connecting the T1 line to their central office. On which of the following devices will the technician implement the
loopback? 

A. Channel remote module 

B. Fiber optic modem 

C. Channel service unit 
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D. Digital subscriber line modem 

Correct Answer: C 

 

QUESTION 10

Which of the following ports is used by Telnet? 

A. 21 

B. 23 

C. 80 

D. 143 

Correct Answer: B 

 

QUESTION 11

An outside organization has completed a penetration test for a company. One of the items on the report is reflecting the
ability to read SSL traffic from the web server. Which of the following is the MOST likely mitigation for this reported
item? 

A. Ensure patches are deployed 

B. Install an IDS on the network 

C. Configure the firewall to block traffic on port 443 

D. Implement a VPN for employees 

Correct Answer: A 

As vulnerabilities are discovered, the vendors of the operating systems or applications often respond by releasing a
patch.A patch is designed to correct a known bug or fix a known vulnerability, such as in this case to be able to read
SSL 

traffic, in a piece of software. 

A patch differs from an update, which, in addition to fixing a known bug or vulnerability, adds one or more features to the
software being updated. 

Pass Your Certification With Marks4sure Guarantee 66 

 

QUESTION 12

Which of the following network infrastructure implementations would be used to connect two remote sales back to the
main campus for all data and voice traffic? 

A. Crossover cable 
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B. Multimode fiber 

C. Satellite 

D. MPLS 

Correct Answer: B 

https://en.wikipedia.org/wiki/Multi-mode_optical_fiber 

 

QUESTION 13

A network technician is troubleshooting connectivity problems between switches but suspects the ports are not properly
labeled. Which of the following options will help to quickly identify the switches connected to each port? 

A. Configure TACACs+ on each network device. 

B. Enable a discovery protocol on the network devices. 

C. Configure each uplink to send LACP discovery units. 

D. Enable a packet sniffer on each network device\\'s uplink port. 

Correct Answer: B 

"Neighbor discovery protocols are essential for network administrators and management tools to accurately construct a
view of the network topology. Each manufacturer has its own supported mix of neighbor discovery protocols, loosely
based on how standards-focused that vendor is and how much it wants to pay in royalties to use proprietary protocols.
The two most widely used are LLDP (Link Layer Discovery Protocol), an IEEE standard, and CDP (Cisco Discovery
Protocol)." http://www.networkcomputing.com/networking/5-basic-switch-settings-you-must- know/879127198 

 

QUESTION 14

While troubleshooting a connectivity issue, a network technician determines the IP address of a number of workstations
is 169.254.0.0/16 and the workstations cannot access the Internet. Which of the following should the technician check to
resolve the problem? 

A. Default gateway address 

B. Misconfigured DNS 

C. DHCP server 

D. NIC failure 

Correct Answer: C 

If a DHCP server fails, the workstations are assigned an address from the 169.254.0.0 address range by Automatic
Private IP Addressing (APIPA). APIPA also configures a suitable subnet mask, but it doesn\\'t configure the system with
a default gateway address. This allows communication on the local network, but not externally. 
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QUESTION 15

Which of the following port numbers is used for SNMP? 

A. 61 

B. 151 

C. 161 

D. 1611 

Correct Answer: C 

Explanation: Simple Network Management Protocol (SNMP) is an "Internet-standard protocol for managing devices on
IP networks". Devices that typically support SNMP include routers, switches, servers, workstations, printers, modem
racks, UPSes and more. It is used mostly in network management systems to monitor network-attached devices for
conditions that warrant administrative attention. 
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