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QUESTION 1

Which firewall authentication methods does FortiGate support? 

(Choose three.) 

Response: 

A. Local password authentication 

B. Out-of-band authentication 

C. Server-based password authentication 

D. Two-factor authentication 

E. Biometric authentication 

Correct Answer: ABC 

 

QUESTION 2

Which of the following statements about application control profile mode are true? 

(Choose two.) 

Response: 

A. It can be configured in either flow-based profile-based or proxy-based FortiOS inspection mode. 

B. It cannot be used in conjunction with IPS scanning. 

C. It uses flow-based scanning techniques, regardless of the inspection mode used. 

D. It can scan only unsecure protocols. 

Correct Answer: AC 

 

QUESTION 3

Which FortiGate interface does source device type enable device detection on? Response: 

A. All interfaces of FortiGate 

B. Source interface of the firewall policy only 

C. Destination interface of the firewall policy only 

D. Both source interface and destination interface of the firewall policy 

Correct Answer: B 
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QUESTION 4

Which of the following statements regarding FortiGate inspection modes are correct? 

(Choose three.) 

Response: 

A. Proxy-based inspection mode supports more features. 

B. Flow-based is the default FortiGate inspection mode. 

C. Switching from proxy-based inspection mode to flow-based inspection mode will result in a warning message. 

D. Security profiles must be manually converted to flow-based before switching the inspection mode from proxy-based
to flow-based. 

E. Switching from proxy-based to flow-based and then back to proxy-based will not produce original configurations. 

Correct Answer: ACE 

 

QUESTION 5

Examine this output from the diagnose sys top command: 

Which statements about the output are true? 

(Choose two.) 

Response: 

A. sshd is the process consuming most memory 

B. sshd is the process consuming most CPU 

C. All the processes listed are in sleeping state 

D. The sshd process is using 123 pages of memory 

Correct Answer: BC 
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QUESTION 6

Which of the following statements about advanced AD access mode for the FSSO collector agent are true? (Choose
two.) 

Response: 

A. FortiGate can act as an LDAP client to configure the group filters. 

B. It is only supported if DC agents are deployed. 

C. It supports monitoring of nested groups. 

D. It uses the Windows convention for naming; that is, Domain\Username. 

Correct Answer: AB 

 

QUESTION 7

Which statements correctly describe transparent mode operation? 

(Choose three.) 

Response: 

A. All interfaces of the transparent mode FortiGate device must be on different IP subnets. 

B. The transparent FortiGate is visible to network hosts in an IP traceroute. 

C. It permits inline traffic inspection and firewalling without changing the IP scheme of the network. 

D. Ethernet packets are forwarded based on destination MAC addresses, not IP addresses. 

E. The FortiGate acts as transparent bridge and forwards traffic at Layer-2. 

Correct Answer: CDE 

 

QUESTION 8

View the exhibit. Which statement is true regarding the configuration on the SSL-VPN Monitor page? 
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Response: 

A. FortiGate assigns the IP address in .15-t r. n .1 to the Student SSL-VPN user. 

B. FortiGate assigns the IP address 10.200.3.1 - to the Student2 SSL-VPN user. 

C. FortiGate assigns IP address 10.212.134.200 to the Student2 SSL-VPN user. 

D. The Student SSL-VPN user is disconnected from the SSL-VPN and doesn\\'t show any IP addresses under Active
Connections. 

Correct Answer: C 

 

QUESTION 9

You have enabled a web filter security profile in a firewall policy to log all blocked websites. What options do you have to
either actively or passively monitor these logs? (Choose two.) 

Response: A. Alert Message console 

B. FortiView menu 

C. Alert email 

D. Monitor menu 

Correct Answer: AC 

 

QUESTION 10

Which of the following configuration settings are global settings? 

(Choose two.) 

Response: 

A. FortiGuard settings 
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B. HA settings 

C. Firewall policies 

D. Security profiles 

Correct Answer: AB 

 

QUESTION 11

Which file names will match the *.tiff file name pattern configured in a data leak prevention filter? 

(Choose two.) 

Response: 

A. tiff.tiff 

B. tiff.png 

C. tiff.jpeg 

D. gif.tiff 

Correct Answer: AD 

 

QUESTION 12

Which of the following web filtering modes apply to full URL inspection? 

(Choose two.) 

Response: 

A. Proxy-based 

B. DNS-based 

C. Policy-based 

D. Flow-based 

E. IP-based 

Correct Answer: AB 

 

QUESTION 13

Which of the following settings and protocols can be used to provide secure and restrictive administrative 

access to FortiGate? 
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(Choose three.) 

Response: 

A. Trusted host 

B. HTTPS 

C. Trusted authentication 

D. SSH 

E. FortiTelemetry 

Correct Answer: ABD 

 

QUESTION 14

You have configured the following log settings on the Log Settings page. Which configurations are now 

required to generate log messages on traffic coming through your network? 

(Choose two.) 

Response: 

A. Enable Log Allowed Traffic on your firewall policy. 

B. Enable Local Traffic Log on the Log Settings page. 

C. Enable Historical FortiView on the Log Settings page. 

D. Enable a security profile on your firewall policy. 

E. Enable Capture Packets on your firewall policy. 

Correct Answer: AB 

 

QUESTION 15

What statement is true regarding web profile overrides? Response: 

A. It is not possible to completely override a web filter profile. 

B. Configured users can activate this setting through an override link on the FortiGuard block page. 

C. This feature is available only in flow-based inspection. 

D. It is used to change the website category 

Correct Answer: B 
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