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QUESTION 1

Which statement correctly compares FortiManager physical and virtual appliances? 

A. Physical and virtual FortiManager appliances may manage unlimited devices and have unrestricted storage. 

B. Physical and virtual FortiManager appliances use licenses to increase managed device and storage capacity limits. 

C. Physical and virtual FortiManager appliances have an unrestricted daily logging rate. 

D. Physical and virtual FortiManager appliances use model types and licenses respectively, to differentiate managed
device and storage capacity limits. 

Correct Answer: D 

 

QUESTION 2

View the Exhibit. 

Refer to the exhibit. Which two statements are correct? (Choose two.) 

A. An ADOM revision is created specific to the policy package and object changes. 

B. An ADOM revision is created as a snapshot of all ADOM policy packages and objects. 

C. An ADOM revision is locked. 

D. An ADOM revision is unlocked. 

Correct Answer: AD 
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QUESTION 3

Which of the following statements is correct regarding a FortiGate unit operating in NAT/Route mode? 

A. The FortiGate unit requires only a single IP address for receiving updates and configuring from a management
computer. 

B. The FortiGate unit must use public IP addresses on both the internal and external networks. 

C. The FortiGate unit commonly uses private IP addresses on the internal network but hides them using network
address translation. 

D. The FortiGate unit uses only DHCP-assigned IP addresses on the internal network. 

Correct Answer: C 

 

QUESTION 4

A network administrator connects his PC to the INTERNAL interface on a FortiGate unit. The administrator attempts to
make an HTTPS connection to the FortiGate unit on the VLAN1 interface at the IP address of 10.0.1.1, but gets no
connectivity. 

The following troubleshooting commands are executed from the CLI: 

user1 # get system interface 

== [ internal ] 

name. internal mode. static ip: 10.0.1.254 255.255.255.128 status: up 

netbios-forward. disable type. physical mtu-override. disable 

== [ vlan1 ] 

name. vlan1 mode. static ip: 10.0.1.1 255.255.255.128 status: up netb 

ios-forward. disable type. vlan mtu-override. disable 

user1 # get router info routing-table all 

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP 

O - OSPF, IA - OSPF inter area 

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 

E1 - OSPF external type 1, E2 - OSPF external type 2 

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 

* - candidate default 

S 10.0.0.0/8 [10/0] is a summary, Null 

C 10.0.1.0/25 is directly connected, vlan1 
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C 10.0.1.128/25 is directly connected, internal 

user1 # diagnose debug flow trace start 100 

user1 # diagnose debug ena 

user1 # diagnose debug flow filter daddr 10.0.1.1 10.0.1.1 

id=20085 trace_id=277 msg="vd-root received a packet(proto=6, 10.0.1.130 

:47922->10.0.1.1:443) from internal." 

id=20085 trace_id=277 msg="allocate a new session-00000b21" 

id=20085 trace_id=277 msg="iprope_in_check() check failed, drop" 

Based on the output from these commands, which of the following is a possible cause of the problem? 

A. The FortiGate unit has no route back to the PC. 

B. The PC has an IP address in the wrong subnet. 

C. The PC is using an incorrect default gateway IP address. 

D. There is no firewall policy allowing traffic from INTERNAL -> VLAN1. 

Correct Answer: D 

 

QUESTION 5

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy. 

Exhibit A: Exhibit B: 
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What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus engine? 

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected. 

B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message. 

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed. 

D. The FortiGate unit will reject the infected email and notify the sender. 
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Correct Answer: B 

 

QUESTION 6

Which part of an email message exchange is NOT inspected by the POP3 and IMAP proxies? 

A. TCP connection 

B. File attachments 

C. Message headers 

D. Message body 

Correct Answer: A 

 

QUESTION 7

If RAID isn\\'t supported, what are other types of backup mechanisms (i.e. methods to preserve your log data in the
event of disk failure, deletion, or corruption)? (Choose three.) 

A. Backing up logs through the Web-based manager or CLI. 

B. Forwarding logs to a syslog server. 

C. Uploading logs to an FTP, SFTP, or SCP server. 

D. Archiving logs. 

E. Enabling full archiving. 

Correct Answer: BCD 

 

QUESTION 8

The FortiGate Server Authentication Extensions (FSAE) provide a single sign on solution to authenticate users
transparently to a FortiGate unit using credentials stored in Windows Active Directory. 

Which of the following statements are correct regarding FSAE in a Windows domain environment when NTLM is not
used? (Select all that apply.) 

A. An FSAE Collector Agent must be installed on every domain controller. 

B. An FSAE Domain Controller Agent must be installed on every domain controller. 

C. The FSAE Domain Controller Agent will regularly update user logon information on the FortiGate unit. 

D. The FSAE Collector Agent will retrieve user information from the Domain Controller Agent and will send the user
logon information to the FortiGate unit. 

E. For non-domain computers, an FSAE client must be installed on the computer to allow FSAE authentication. 
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Correct Answer: BD 

 

QUESTION 9

Which of the following are valid authentication user group types on a FortiGate unit? (Select all that apply.) 

A. Firewall 

B. Directory Service 

C. Local 

D. LDAP 

E. PKI 

Correct Answer: AB 

 

QUESTION 10

An administrator sets up a new FTP server on TCP port 2121. A FortiGate unit is located between the FTP clients and
the server. The administrator has created a policy for TCP port 2121. 

Users have been complaining that when downloading data they receive a 200 Port command successful message
followed by a 425 Cannot build data connection message. 

Which of the following statements represents the best solution to this problem? 

A. Create a new session helper for the FTP service monitoring port 2121. 

B. Enable the ANY service in the firewall policies for both incoming and outgoing traffic. 

C. Place the client and server interface in the same zone and enable intra-zone traffic. 

D. Disable any protection profiles being applied to FTP traffic. 

Correct Answer: A 

 

QUESTION 11

Which two statements are correct concerning the revision history functionality? (Choose two.) 

A. When a modified configuration is installed, FortiManager creates a new revision. 

B. The diff feature can be used to compare two revisions. 

C. The retrieve button downloads the managed device\\'s revision history. 

D. The auto update feature automatically installs changes made from FortiManager. 

Correct Answer: AB 
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QUESTION 12

SSL content inspection is enabled on the FortiGate unit. Which of the following steps is required to prevent a user from
being presented with a web browser warning when accessing an SSL-encrypted website? 

A. The root certificate of the FortiGate SSL proxy must be imported into the local certificate store on the user\\'s
workstation. 

B. Disable the strict server certificate check in the web browser under Internet Options. 

C. Enable transparent proxy mode on the FortiGate unit. 

D. Enable NTLM authentication on the FortiGate unit. NTLM authentication suppresses the certificate warning
messages in the web browser. 

Correct Answer: A 

 

QUESTION 13

What effect do administrative domains (ADOM) have on report settings? (Choose two.) 

A. None. ADOMs cannot be used with reports. 

B. Reports must be configured within their own ADOM. 

C. Chart Library, Macro Library, Dataset Library, and Output Profile become ADOM- specific. 

D. Dataset Library becomes global for all ADOMs. 

Correct Answer: BC 

 

QUESTION 14

What are the requirements for a cluster to maintain TCP connections after device or link failover? (Select all that apply.) 

A. Enable session pick-up. 

B. Only applies to connections handled by a proxy. 

C. Only applies to UDP and ICMP connections. 

D. Connections must not be handled by a proxy. 

Correct Answer: AD 

 

QUESTION 15

In order to match an identity-based policy, the FortiGate unit checks the IP information. Once inside the policy, the
following logic is followed: 
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A. First, a check is performed to determine if the user\\'s login credentials are valid. Next, the user is checked to
determine if they belong to any of the groups defined for that policy. Finally, user restrictions are determined and port,
time, and UTM profiles are applied. 

B. First, user restrictions are determined and port, time, and UTM profiles are applied. Next, a check is performed to
determine if the user\\'s login credentials are valid. Finally, the user is checked to determine if they belong to any of the
groups defined for that policy. 

C. First, the user is checked to determine if they belong to any of the groups defined for that policy. Next, user
restrictions are determined and port, time, and UTM profiles are applied. Finally, a check is performed to determine if
the user\\'s login credentials are valid. 

Correct Answer: A 
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