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QUESTION 1

Which operation mode does not require additional configuration in order to allow FTP traffic to your web server? 

A. Offline Protection 

B. Transparent Inspection 

C. True Transparent Proxy 

D. Reverse-Proxy 

Correct Answer: B 

 

QUESTION 2

When the FortiWeb is configured in Reverse Proxy mode and the FortiGate is configured as an SNAT device, what IP
address will the FortiGate\\'s Real Server configuration point at? 

A. Virtual Server IP on the FortiGate 

B. Server\\'s real IP 

C. FortiWeb\\'s real IP 

D. IP Address of the Virtual Server on the FortiWeb 

Correct Answer: A 

 

QUESTION 3

You\\'ve configured an authentication rule with delegation enabled on FortiWeb. What happens when a user tries to
access the web application? 

A. FrotiWeb redirects users to a FortiAuthenticator page, then if the user authenticates successfully, FortiGate signals to
FortiWeb to allow access to the web app 

B. ForitWeb redirects the user to the web app\\'s authentication page 

C. FortiWeb forwards the HTTP challenge from the server to the client, then monitors the reply, allowing access if the
user authenticates successfully 

D. FortiWeb replies with a HTTP challenge of behalf of the server, the if the user authenticates successfully, FortiWeb
allows the request and also includes credentials in the request that it forwards to the web app 

Correct Answer: A 

 

QUESTION 4
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How does your FortiWeb configuration differ if the FortiWeb is upstream of the SNAT device instead of downstream of
the SNAT device? 

A. You must enable the "Use" X-Forwarded-For: option. 

B. FortiWeb must be set for Transparent Mode 

C. No special configuration required 

D. You must enable "Add" X-Forwarded-For: instead of the "Use" X-Forwarded-For: option. 

Correct Answer: A 

 

QUESTION 5

Which is true about HTTPS on FortiWeb? (Choose three.) 

A. For SNI, you select the certificate that FortiWeb will present in the server pool, not in the server policy. 

B. After enabling HSTS, redirects to HTTPS are no longer necessary. 

C. In true transparent mode, the TLS session terminator is a protected web server. 

D. Enabling RC4 protects against the BEAST attack, but is not recommended if you configure FortiWeb to only offer
TLS 1.2. 

E. In transparent inspection mode, you select which certificate that FortiWeb will present in the server pool, not in the
server policy. 

Correct Answer: ACE 
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