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QUESTION 1

Examine the output from the `diagnose vpn tunnel list\\' command shown in the exhibit; then answer the question
below. 

Which command can be used to sniffer the ESP traffic for the VPN DialUP_0? 

A. diagnose sniffer packet any `port 500\\' 

B. diagnose sniffer packet any `esp\\' 

C. diagnose sniffer packet any `host 10.0.10.10\\' 

D. diagnose sniffer packet any `port 4500\\' 

Correct Answer: B 

 

QUESTION 2

Examine the following partial outputs from two routing debug commands; then answer the question below: 
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Why the default route using port2 is not displayed in the output of the second command? 

A. It has a lower priority than the default route using port1. 

B. It has a higher priority than the default route using port1. 

C. It has a higher distance than the default route using port1. 

D. It is disabled in the FortiGate configuration. 

Correct Answer: A 

 

QUESTION 3

Examine the output of the `get router info bgp summary\\' command shown in the exhibit; then answer the question
below. 

Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect? 

A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet. 

B. The TCP session for the BGP connection to 10.200.3.1 is down. 

C. The local peer has received the BGP prefixed from the remote peer. 

D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet. 

Correct Answer: B 

 

QUESTION 4
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Examine the output of the `diagnose sys session list expectation\\' command shown in the exhibit; than answer the
question below. 

Which statement is true regarding the session in the exhibit? 

A. It was created by the FortiGate kernel to allow push updates from FotiGuard. 

B. It is for management traffic terminating at the FortiGate. 

C. It is for traffic originated from the FortiGate. 

D. It was created by a session helper or ALG. 

Correct Answer: A 

 

QUESTION 5

How does FortiManager handle FortiGuard requests from FortiGate devices, when it is configured as a local FDS? 
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A. FortiManager can download and maintain local copies of FortiGuard databases. 

B. FortiManager supports only FortiGuard push to managed devices. 

C. FortiManager will respond to update requests only if they originate from a managed device. 

D. FortiManager does not support rating requests. 

Correct Answer: A 

 

QUESTION 6

What events are recorded in the crashlogs of a FortiGate device? (Choose two.) 

A. A process crash. 

B. Configuration changes. 

C. Changes in the status of any of the FortiGuard licenses. 

D. System entering to and leaving from the proxy conserve mode. 

Correct Answer: AD 

 

QUESTION 7

View the exhibit, which contains the output of a debug command, and then answer the question below. 

Which of the following statements about the exhibit are true? (Choose two.) 

A. In the network on port4, two OSPF routers are down. 

B. Port4 is connected to the OSPF backbone area. 

Latest NSE7_EFW Dumps | NSE7_EFW PDF Dumps | NSE7_EFW VCE Dumps                              5 / 11

https://www.pass4lead.com/nse7_efw.html
https://www.pass4lead.com/nse7_efw.html
https://www.pass4lead.com/nse7_efw.html


https://www.pass4lead.com/nse7_efw.html
2023 Latest pass4lead NSE7_EFW PDF and VCE dumps Download

C. The local FortiGate\\'s OSPF router ID is 0.0.0.4 

D. The local FortiGate has been elected as the OSPF backup designated router. 

Correct Answer: BC 

 

QUESTION 8

Examine the following partial output from two system debug commands; then answer the question below. 

Which of the following statements are true regarding the above outputs? (Choose two.) 

A. The unit is running a 32-bit FortiOS 

B. The unit is in kernel conserve mode 

C. The Cached value is always the Active value plus the Inactive value 

D. Kernel indirectly accesses the low memory (LowTotal) through memory paging 
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Correct Answer: AC 

 

QUESTION 9

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator
noticed that some of the switches in the network continue to send traffic to the former primary unit. The administrator
decides to enable the setting link-failed-signal to fix the problem. Which statement is correct regarding this command? 

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover
occurs. 

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a
new master after a failover. 

C. Sends a link failed signal to all connected devices. 

D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover. 

Correct Answer: A 

 

QUESTION 10

View the exhibit, which contains an entry in the session table, and then answer the question below. 
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Which one of the following statements is true regarding FortiGate\\'s inspection of this session? 

A. FortiGate applied proxy-based inspection. 

B. FortiGate forwarded this session without any inspection. 

C. FortiGate applied flow-based inspection. 

D. FortiGate applied explicit proxy-based inspection. 

Correct Answer: B 

 

QUESTION 11

An administrator has enabled HA session synchronization in a HA cluster with two members. Which flag is added to a
primary unit\\'s session to indicate that it has been synchronized to the secondary unit? 

A. redir. 

B. dirty. 
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C. synced 

D. nds. 

Correct Answer: C 

 

QUESTION 12

When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the
browser client does not provide the server name indication (SNI)? 

A. FortiGate uses the Issued To: field in the server\\'s certificate. 

B. FortiGate switches to the full SSL inspection method to decrypt the data. 

C. FortiGate blocks the request without any further inspection. 

D. FortiGate uses the requested URL from the user\\'s web browser. 

Correct Answer: D 

 

QUESTION 13

Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.) 

A. Primary unit stops sending HA heartbeat keepalives. 

B. The FortiGuard license for the primary unit is updated. 

C. One of the monitored interfaces in the primary unit is disconnected. 

D. A secondary unit is removed from the HA cluster. 

Correct Answer: AB 

 

QUESTION 14

What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.) 

A. IP addresses are in the same subnet. 

B. Hello and dead intervals match. 

C. OSPF IP MTUs match. 

D. OSPF peer IDs match. 

E. OSPF costs match. 

Correct Answer: ABD 
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QUESTION 15

The logs in a FSSO collector agent (CA) are showing the following error: 

failed to connect to registry: PIKA1026 (192.168.12.232) 

What can be the reason for this error? 

A. The CA cannot resolve the name of the workstation. 

B. The FortiGate cannot resolve the name of the workstation. 

C. The remote registry service is not running in the workstation 192.168.12.232. 

D. The CA cannot reach the FortiGate with the IP address 192.168.12.232. 

Correct Answer: C 
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