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QUESTION 1

An administrator receives a number of email alerts indicating WildFire has prevented a malicious activity. All the
prevention events refer to launching an Install Wizard that has received a benign verdict from WildFire. All prevention
events are reported on a subset of endpoints, that have recently been migrated Mom another Traps deployment. Which
two troubleshooting actions are relevant to this investigation? (Choose two.) 

A. Check that the servers xml file has been cleared on the migrated endpoints. 

B. Check that the ClientInfoHash tag has been cleared on the migrated endpoints. 

C. Check that the actions xml file has not been cleared on the migrated endpoints. 

D. Check that the WildFire cache has been cleared on the migrated endpoints. 

Correct Answer: AD 

 

QUESTION 2

A company wants to implement a new Virtual Desktop Infrastructure (VDI) in which the endpoints are protected with
Traps. It must select a VDI platform that is supported by Palo Alto Networks for Traps use. Which two platform are
supported? (Choose two.) 

A. Citrix XenDesktop 

B. VMware Horizon View 

C. Listeq 

D. Nimboxx 

Correct Answer: AB 

 

QUESTION 3

Traps agents use a default password for uninstallation in the event that they never communicate with their 

ESM server. 

Identify the password. 

A. PaloAlto! 

B. Uninstall1 

C. No password is required 

D. Password1 

Correct Answer: D 
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QUESTION 4

An administrator has a critical group of systems running Windows XP SP3 that cannot be upgraded. The 

administrator wants to evaluate the ability of Traps to protect these systems and the word processing 

applications running on them. 

How should an administrator perform this evaluation? 

A. Run a known 2015 flash exploit on a Windows XP SP3 VM, and run an exploitation tool that acts as a listener. Use
the results to demonstrate Traps capabilities. 

B. Run word processing exploits in a Windows 7 VM in a controlled and isolated environment. Document indicators of
compromise and compare to Traps protection capabilities. 

C. Prepare a Windows 7 VM. Gather information about the word processing applications, determine if some of them are
vulnerable, and prepare a working exploit for at least one of them. Execute with an exploitation tool. 

D. Gather information about the word processing applications and run them on a Windows XP SP3 VM. Determine if
any of the applications are vulnerable and run the exploit with an exploitation tool. 

Correct Answer: A 

 

QUESTION 5

A retail company just purchased Traps for its 8,000 endpoints. Many of its users work remotely. The company is not
using any VPN solution, but would still like to manage all endpoints regardless where they are. Which two aspects
should be part of the recommendation? (Choose two.) 

A. As each ESM Core server can handle up to 30,000 endpoints, use at least 1 ESM Core server internally and 1 ESM
core server in the DMZ for external endpoints. 

B. Placing an ESM Core server in the DMZ or in a cloud hosting service allows external endpoints to connect to it, even
without a VPN client. 

C. Protection for remote endpoints is currently not supported. Since the ESM servers can only be installed in an internal
network, endpoints without VPN will not be able to connect to it. 

D. If there is no connection to the ESM Core server, Traps agents automatically connect to WildFire and endpoints are
fully protected. No additional ESM Core servers are needed. 

Correct Answer: AB 

 

QUESTION 6

The administrator has downloaded the Traps_macOS_4.x.x.zip file. What are the next steps needed to successfully
install the Traps 4.x for macOS agent? 

A. Push the Traps_macOS_4.x.x.zip to the target endpoint(s), unzip it, and execute Traps.pkg 
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B. Unzip the Traps_macOS_4.x.x.zip, push the Traps pkg file to the target endpoint(s) and execute Traps.pkg 

C. Create a one time action to install the Traps_macOS_4.x.x.zip file on the target endpoint(s) 

D. Create an installation package using Traps_macOS_4.x.x on ESM, download the installationpackage.zip, push the
installationpackage.zip to target endpoint(s), unzip it, and execute Traps.pkg 

Correct Answer: D 

 

QUESTION 7

An administrator is testing an exploit that is expected to be blocked by the JIT Mitigation EPM protecting the viewer
application in use. No prevention occurs, and the attack is successful. In which two ways can the administrator
determine the reason for the missed prevention? (Choose two.) 

A. Check in the HKLM\SYSTEM\Cyvera\Policy registry key and subkeys whether JIT Mitigation is enabled for this
application 

B. Check if a Just-In-Time debugger is installed on the system 

C. Check that the Traps libraries are injected into the application 

D. Check that all JIT Mitigation functions are enabled in the HKLM\SYSTEM\Cyvera\Policy\Organization
\Process\Default registry key 

Correct Answer: AC 

 

QUESTION 8

An administrator is installing ESM Core 4.0. The SQL Server is running on a non-standard port (36418). The database
connection validation is failing. The administrator has entered the following information: Server Name:
Servername\Instance Database: TrapsDB User Name: Domain\Account 

What is causing the failure? 

A. The database name "TrapsDB" is unsupported 

B. The instance name should not be specified 

C. The non-standard port needs to be specified in the format TrapsDB,36418 

D. The destination port cannot be configured during installation 

Correct Answer: B 

 

QUESTION 9

Which two are valid optional parameters when upgrading Traps agent from the ESM console using Upgrade from path?
(Choose two.) 

A. Conditions 
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B. Processes 

C. ESM Server 

D. Target Objects 

E. Features 

Correct Answer: AD 

 

QUESTION 10

A company discovers through the agent health display in ESM Console that a certain Traps agent is not communicating
with ESM Server. Administrators suspect that the problem relates to TLS/SSL. Which troubleshooting step determines if
this is an SSL issue? 

A. From the agent run the command: telnet (hostname) (port) 

B. Check that the Traps service is running 

C. From the agent run the command: ping (hostname) 

D. Browse to the ESM hostname from the affected agent 

Correct Answer: D 
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