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QUESTION 1

A user suspects someone has been accessing a home network without permission by spoofing the MAC address of an
authorized system. While attempting to determine if an authorized user is logged into the home network, the user
reviews the wireless router, which shows the following table for systems that are currently on the home network. 

Which of the following should be the NEXT step to determine if there is an unauthorized user on the network? 

A. Apply MAC filtering and see if the router drops any of the systems. 

B. Physically check each of the authorized systems to determine if they are logged onto the network. 

C. Deny the "unknown" host because the hostname is not known and MAC filtering is not applied to this host. 

D. Conduct a ping sweep of each of the authorized systems and see if an echo response is received. 

Correct Answer: C 

 

QUESTION 2

Which of the following cryptographic algorithms is irreversible? 

A. RC4 

B. SHA-256 

C. DES 

D. AES 

Correct Answer: B 

 

QUESTION 3

Which of the following AES modes of operation provide authentication? (Select two.) 

A. CCM 

B. CBC 

C. GCM 
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D. DSA 

E. CFB 

Correct Answer: AC 

 

QUESTION 4

A bank requires tellers to get manager approval when a customer wants to open a new account. A recent audit shows
that there have been four cases in the previous year where tellers opened accounts without management approval. The 

bank president thought separation of duties would prevent this from happening. 

In order to implement a true separation of duties approach the bank could: 

A. Require the use of two different passwords held by two different individuals to open an account 

B. Administer account creation on a role based access control approach 

C. Require all new accounts to be handled by someone else other than a teller since they have different duties 

D. Administer account creation on a rule based access control approach 

Correct Answer: C 

 

QUESTION 5

An information security analyst needs to work with an employee who can answer questions about how data for a
specific system is used in the business. The analyst should seek out an employee who has the role of: 

A. steward 

B. owner 

C. privacy officer 

D. systems administrator 

Correct Answer: B 

 

QUESTION 6

A penetration tester is crawling a target website that is available to the public. Which of the following represents the
actions the penetration tester is performing? 

A. URL hijacking 

B. Reconnaissance 

C. White box testing 
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D. Escalation of privilege 

Correct Answer: B 

 

QUESTION 7

While reviewing the security controls in place for a web-based application, a security controls assessor notices that
there are no password strength requirements in place. Because of this vulnerability, passwords might be easily
discovered using a brute force attack. Which of the following password requirements will MOST effectively improve the
security posture of the application against these attacks? (Select two) 

A. Minimum complexity 

B. Maximum age limit 

C. Maximum length 

D. Minimum length 

E. Minimum age limit 

F. Minimum re-use limit 

Correct Answer: AD 

 

QUESTION 8

A security analyst observes the following events in the logs of an employee workstation: Given the information provided,
which of the following MOST likely occurred on the workstation? 

A. Application whitelisting controls blocked an explogt payload from executing. 

B. Antivirus software found and quarantined three malware files. 

C. Automatic updates were initiated but failed because they had not been approved. 

D. The SIEM log agent was not turned properly and reported a false positive. 

Correct Answer: A 
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QUESTION 9

A penetration testing is preparing for a client engagement in which the tester must provide data that proves and
validates the scanning tools\\' results. Which of the following is the best method for collecting this information? 

A. Set up the scanning system\\'s firewall to permit and log all outbound connections 

B. Use a protocol analyzer to log all pertinent network traffic 

C. Configure network flow data logging on all scanning system 

D. Enable debug level logging on the scanning system and all scanning tools used. 

Correct Answer: A 

 

QUESTION 10

An organization uses SSO authentication for employee access to network resources. When an employee resigns, as
per the organization\\'s security policy, the employee\\'s access to all network resources is terminated immediately. Two
weeks later, the former employee sends an email to the help desk for a password reset to access payroll information
from the human resources server. Which of the following represents the BEST course of action? 

A. Approve the former employee\\'s request, as a password reset would give the former employee access to only the
human resources server. 

B. Deny the former employee\\'s request, since the password reset request came from an external email address. 

C. Deny the former employee\\'s request, as a password reset would give the employee access to all network
resources. 

D. Approve the former employee\\'s request, as there would not be a security issue with the former employee gaining
access to network. 

Correct Answer: C 

 

QUESTION 11

An audit takes place after company-wide restricting, in which several employees changed roles. The following
deficiencies are found during the audit regarding access to confidential data: 
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Which of the following would be the BEST method to prevent similar audit findings in the future? 

A. Implement separation of duties for the payroll department. 

B. Implement a DLP solution on the payroll and human resources servers. 

C. Implement rule-based access controls on the human resources server. 

D. Implement regular permission auditing and reviews. 

Correct Answer: D 

 

QUESTION 12

Malicious traffic from an internal network has been detected on an unauthorized port on an application server. Which of
the following network-based security controls should the engineer consider implementing? 

A. ACLs 

B. HIPS 

C. NAT 

D. MAC filtering 

Correct Answer: A 

 

QUESTION 13

Which of the following would a security specialist be able to determine upon examination of a server\\'s certificate? 

A. CA public key 

B. Server private key 

C. CSR 

D. OID 

Correct Answer: D 

 

QUESTION 14

Technicians working with servers hosted at the company\\'s datacenter are increasingly complaining of electric shocks
when touching metal items which have been linked to hard drive failures. Which of the following should be implemented
to correct this issue? 

A. Decrease the room temperature 

B. Increase humidity in the room 
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C. Utilize better hot/cold aisle configurations 

D. Implement EMI shielding 

Correct Answer: B 

 

QUESTION 15

The SSID broadcast for a wireless router has been disabled but a network administrator notices that unauthorized users
are accessing the wireless network. The administer has determined that attackers are still able to detect the presence
of 

the wireless network despite the fact the SSID has been disabled. 

Which of the following would further obscure the presence of the wireless network? 

A. Upgrade the encryption to WPA or WPA2 

B. Create a non-zero length SSID for the wireless router 

C. Reroute wireless users to a honeypot 

D. Disable responses to a broadcast probe request 

Correct Answer: D 
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