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QUESTION 1

Which of the following must be taken into consideration for e-discovery purposes when a legal case is first presented to
a company? 

A. Data ownership on all files 

B. Data size on physical disks 

C. Data retention policies on only file servers 

D. Data recovery and storage 

Correct Answer: D 

 

QUESTION 2

Several business units have requested the ability to use collaborative web-based meeting places with third party
vendors. Generally these require user registration, installation of client-based ActiveX or Java applets, and also the
ability for the user to share their desktop in read-only or read-write mode. In order to ensure that information security is
not compromised, which of the following controls is BEST suited to this situation? 

A. Disallow the use of web-based meetings as this could lead to vulnerable client-side components being installed, or a
malicious third party gaining read-write control over an internal workstation. 

B. Hire an outside consultant firm to perform both a quantitative and a qualitative risk- based assessment. Based on the
outcomes, if any risks are identified then do not allow web-based meetings. If no risks are identified then go forward and
allow for these meetings to occur. 

C. Allow the use of web-based meetings, but put controls in place to ensure that the use of these meetings is logged
and tracked. 

D. Evaluate several meeting providers. Ensure that client-side components do not introduce undue security risks.
Ensure that the read-write desktop mode can either be prevented or strongly audited. 

Correct Answer: D 

 

QUESTION 3

A senior network security engineer has been tasked to decrease the attack surface of the corporate network. Which of
the following actions would protect the external network interfaces from external attackers performing network
scanning? 

A. Remove contact details from the domain name registrar to prevent social engineering attacks. 

B. Test external interfaces to see how they function when they process fragmented IP packets. 

C. Enable a honeynet to capture and facilitate future analysis of malicious attack vectors. 

D. Filter all internal ICMP message traffic, forcing attackers to use full-blown TCP port scans against external network
interfaces. 
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Correct Answer: B 

Fragmented IP packets are often used to evade firewalls or intrusion detection systems. 

Port Scanning is one of the most popular reconnaissance techniques attackers use to discover services they can break
into. All machines connected to a Local Area Network (LAN) or Internet run many services that listen at well-known and 

not so well known ports. A port scan helps the attacker find which ports are available (i.e., what service might be listing
to a port). 

One problem, from the perspective of the attacker attempting to scan a port, is that services listening on these ports log
scans. They see an incoming connection, but no data, so an error is logged. There exist a number of stealth scan 

techniques to avoid this. One method is a fragmented port scan. 

Fragmented packet Port Scan 

The scanner splits the TCP header into several IP fragments. This bypasses some packet filter firewalls because they
cannot see a complete TCP header that can match their filter rules. Some packet filters and firewalls do queue all IP 

fragments, but many networks cannot afford the performance loss caused by the queuing. 

 

QUESTION 4

An administrator is tasked with securing several website domains on a web server. The administrator elects to secure
www.example.com, mail.example.org, archive.example.com, and www.example.org with the same certificate. Which of
the following would allow the administrator to secure those domains with a single issued certificate? 

A. Intermediate Root Certificate 

B. Wildcard Certificate 

C. EV x509 Certificate 

D. Subject Alternative Names Certificate 

Correct Answer: D 

Subject Alternative Names let you protect multiple host names with a single SSL certificate. Subject Alternative Names
allow you to specify a list of host names to be protected by a single SSL certificate. When you order the certificate, you
will specify one fully qualified domain name in the common name field. You can then add other names in the Subject
Alternative Names field. 

 

QUESTION 5

The telecommunications manager wants to improve the process for assigning company- owned mobile devices and
ensuring data is properly removed when no longer needed. Additionally, the manager wants to onboard and offboard
personally owned mobile devices that will be used in the BYOD initiative. Which of the following should be implemented
to ensure these processes can be automated? (Select THREE). 

A. SIM\\'s PIN 

B. Remote wiping 
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C. Chargeback system 

D. MDM software 

E. Presence software 

F. Email profiles 

G. Identity attestation 

H. GPS tracking 

Correct Answer: BDG 

In identity management, onboarding is the addition of a new employee to an organization\\'s identity and access
management (IAM) system. The term is also used if an employee changes roles within the organization and is granted
new or 

expanded access privileges. Conversely, offboarding refers to the IAM processes surrounding the removal of an identity
for an employee who has left the organization. 

Mobile device management (MDM) is a type of security software used by an IT department to monitor, manage and
secure employees\\' mobile devices that are deployed across multiple mobile service providers and across multiple
mobile 

operating systems being used in the organization. 

Remote wiping is a function of MDM software that enables an administrator to remotely wipe data from a mobile device
usually be resetting the device back to its factory default settings. 

Identity attestation is used to prove one\\'s identity by using third party trusted authentication providers. 

 

QUESTION 6

The finance department for an online shopping website has discovered that a number of customers were able to
purchase goods and services without any payments. Further analysis conducted by the security investigations team
indicated that the website allowed customers to update a payment amount for shipping. A specially crafted value could
be entered and cause a roll over, resulting in the shipping cost being subtracted from the balance and in some instances
resulted in a negative balance. As a result, the system processed the negative balance as zero dollars. Which of the
following BEST describes the application issue? 

A. Race condition 

B. Click-jacking 

C. Integer overflow 

D. Use after free 

E. SQL injection 

Correct Answer: C 

Integer overflow errors can occur when a program fails to account for the fact that an arithmetic operation can result in a
quantity either greater than a data type\\'s maximum value or less than its minimum value. 
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QUESTION 7

A security manager has received the following email from the Chief Financial Officer (CFO): 

"While I am concerned about the security of the proprietary financial data in our ERP application, we have had a lot of
turnover in the accounting group and I am having a difficult time meeting our monthly performance targets. As things 

currently stand, we do not allow employees to work from home but this is something I am willing to allow so we can get
back on track. What should we do first to securely enable this capability for my group?" 

Based on the information provided, which of the following would be the MOST appropriate response to the CFO? 

A. Remote access to the ERP tool introduces additional security vulnerabilities and should not be allowed. 

B. Allow VNC access to corporate desktops from personal computers for the users working from home. 

C. Allow terminal services access from personal computers after the CFO provides a list of the users working from
home. 

D. Work with the executive management team to revise policies before allowing any remote access. 

Correct Answer: D 

The Chief Financial Officer (CFO) wants to change company policy to allow employees to work from home. Before the
new policy is implemented, the relevant documented company policies should be updated to reflect the new policy.
Company policies are rarely defined by a single person in a company; they are usually defined by executive
management. Therefore, you should work with the executive management team to revise the policies. 

 

QUESTION 8

A security firm is writing a response to an RFP from a customer that is building a new network based software product.
The firm\\'s expertise is in penetration testing corporate networks. The RFP explicitly calls for all possible behaviors of
the product to be tested, however, it does not specify any particular method to achieve this goal. Which of the following
should be used to ensure the security and functionality of the product? (Select TWO). 

A. Code review 

B. Penetration testing 

C. Grey box testing 

D. Code signing 

E. White box testing 

Correct Answer: AE 

A Code review refers to the examination of an application (the new network based software product in this case) that is
designed to identify and assess threats to the organization. White box testing assumes that the penetration test team
has full knowledge of the network and the infrastructure per se thus rendering the testing to follow a more structured
approach. 
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QUESTION 9

A new IDS device is generating a very large number of irrelevant events. Which of the following would BEST remedy
this problem? 

A. Change the IDS to use a heuristic anomaly filter. 

B. Adjust IDS filters to decrease the number of false positives. 

C. Change the IDS filter to data mine the false positives for statistical trending data. 

D. Adjust IDS filters to increase the number of false negatives. 

Correct Answer: B 

 

QUESTION 10

A network administrator with a company\\'s NSP has received a CERT alert for targeted adversarial behavior at the
company. In addition to the company\\'s physical security, which of the following can the network administrator use to
detect the presence of a malicious actor physically accessing the company\\'s network or information systems from
within? (Select TWO). 

A. RAS 

B. Vulnerability scanner 

C. HTTP intercept 

D. HIDS 

E. Port scanner 

F. Protocol analyzer 

Correct Answer: DF 

A protocol analyzer can be used to capture and analyze signals and data traffic over a communication channel which
makes it ideal for use to assess a company\\'s network from within under the circumstances. 

HIDS is used as an intrusion detection system that can monitor and analyze the internal company network especially
the dynamic behavior and the state of the computer systems; behavior such as network packets targeted at that
specific 

host, which programs accesses what resources etc. 

 

QUESTION 11

A security policy states that all applications on the network must have a password length of eight characters. There are
three legacy applications on the network that cannot meet this policy. One system will be upgraded in six months, and
two are not expected to be upgraded or removed from the network. Which of the following processes should be
followed? 

A. Establish a risk matrix 
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B. Inherit the risk for six months 

C. Provide a business justification to avoid the risk 

D. Provide a business justification for a risk exception 

Correct Answer: D 

The Exception Request must include: 

A description of the non-compliance. 

The anticipated length of non-compliance (2-year maximum). The proposed assessment of risk associated with non-
compliance. The proposed plan for managing the risk associated with non-compliance. The proposed metrics for
evaluating 

the success of risk management (if risk is significant). The proposed review date to evaluate progress toward
compliance. An endorsement of the request by the appropriate Information Trustee (VP or Dean). 

 

QUESTION 12

A trucking company delivers products all over the country. The executives at the company would like to have better
insight into the location of their drivers to ensure the shipments are following secure routes. Which of the following would
BEST help the executives meet this goal? 

A. Install GSM tracking on each product for end-to-end delivery visibility. 

B. Implement geo-fencing to track products. 

C. Require drivers to geo-tag documentation at each delivery location. 

D. Equip each truck with an RFID tag for location services. 

Correct Answer: B 

A Geo-fencing solution would use GPS to track the vehicles and could be configured to inform the executives where the
vehicles are. 

Geo-fencing is a feature in a software program that uses the global positioning system (GPS) or radio frequency
identification (RFID) to define geographical boundaries. A geo- fence is a virtual barrier. 

Programs that incorporate geo-fencing allow an administrator to set up triggers so when a device enters (or exits) the
boundaries defined by the administrator, a text message or email alert is sent. Many geo-fencing applications
incorporate 

Google Earth, allowing administrators to define boundaries on top of a satellite view of a specific geographical area.
Other applications define boundaries by longitude and latitude or through user- created and Web-based maps. 

 

 

QUESTION 13

An IT manager is working with a project manager to implement a new ERP system capable of transacting data between
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the new ERP system and the legacy system. As part of this process, both parties must agree to the controls utilized to
secure data connections between the two enterprise systems. This is commonly documented in which of the following
formal documents? 

A. Memorandum of Understanding 

B. Information System Security Agreement 

C. Interconnection Security Agreement 

D. Interoperability Agreement 

E. Operating Level Agreement 

Correct Answer: C 

An interconnection security agreement (ISA) is a security document that derails the requirements for establishing,
maintaining, and operating an interconnection between systems or networks. It specifies the requirements for
connecting the systems and networks and details what security controls are co be used to protect the systems and
sensitive data. 

 

QUESTION 14

A security engineer on a large enterprise network needs to schedule maintenance within a fixed window of time. A total
outage period of four hours is permitted for servers. Workstations can undergo maintenance from 8:00 pm to 6:00 am
daily. Which of the following can specify parameters for the maintenance work? (Select TWO). 

A. Managed security service 

B. Memorandum of understanding 

C. Quality of service 

D. Network service provider 

E. Operating level agreement 

Correct Answer: BE 

B: A memorandum of understanding (MOU) documents conditions and applied terms for outsourcing partner
organizations that must share data and information resources. It must be signed by a re presentative from each
organization that has the legal authority to sign and are typically secured, as they are considered confidential. 

E: An operating level agreement (O LA) defines the responsibilities of each partner\\'s internal support group and what
group and resources are used to meet the specified goal. It is used in conjunction with service level agreements
(SLAs). 

 

QUESTION 15

After being notified of an issue with the online shopping cart, where customers are able to arbitrarily change the price of
listed items, a programmer analyzes the following piece of code used by a web based shopping cart. 

SELECT ITEM FROM CART WHERE ITEM=ADDSLASHES($USERINPUT); 
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The programmer found that every time a user adds an item to the cart, a temporary file is created on the web server
/tmp directory. The temporary file has a name which is generated by concatenating the content of the $USERINPUT
variable 

and a timestamp in the form of MM-DD-YYYY, (e.g. smartphone-12-25-2013.tmp) containing the price of the item being
purchased. Which of the following is MOST likely being exploited to manipulate the price of a shopping cart\\'s items? 

A. Input validation 

B. SQL injection 

C. TOCTOU 

D. Session hijacking 

Correct Answer: C 

In this question, TOCTOU is being exploited to allow the user to modify the temp file that contains the price of the item.
In software development, time of check to time of use (TOCTOU) is a class of software bug caused by changes in a
system between the checking of a condition (such as a security credential) and the use of the results of that check. This
is one example of a race condition. A simple example is as follows: Consider a Web application that allows a user to edit
pages, and also allows administrators to lock pages to prevent editing. A user requests to edit a page, getting a form
which can be used to alter its content. Before the user submits the form, an administrator locks the page, which should
prevent editing. However, since editing has already begun, when the user submits the form, those edits (which have
already been made) are accepted. When the user began editing, the appropriate authorization was checked, and the
user was indeed allowed to edit. However, the authorization was used later, at a time when edits should no longer have
been allowed. TOCTOU race conditions are most common in Unix between operations on the file system, but can occur
in other contexts, including local sockets and improper use of database transactions. 
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