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QUESTION 1

An application launched on Amazon EC2 instances needs to publish personally identifiable information (PH) about
customers using Amazon Simple Notification Service (Amazon SNS) The application is launched in private subnets
within an Amazon VPC. What is the MOST secure way to allow the application to access service endpoints in the same
AWS Region? 

A. Use an internet gateway 

B. Use AWS PrivateLink 

C. Use a NAT gateway. 

D. Use a proxy instance 

Correct Answer: B 

 

QUESTION 2

A company is launching a new application and will display application metrics on an Amazon CloudWatch dashboard.
The company\\'s product manager needs to access this dashboard periodically. The product manager does not have an
AWS account. A solution architect must provide access to the product manager by following the principle of least
privilege. 

Which solution will meet these requirements? 

A. Share the dashboard from the CloudWatch console. Enter the product manager\\'s email address, and complete the
sharing steps. Provide a shareable link for the dashboard to the product manager. 

B. Create an IAM user specifically for the product manager. Attach the CloudWatch Read Only Access managed policy
to the user. Share the new login credential with the product manager. Share the browser URL of the correct dashboard
with the product manager. 

C. Create an IAM user for the company\\'s employees, Attach the View Only Access AWS managed policy to the IAM
user. Share the new login credentials with the product manager. Ask the product manager to navigate to the
CloudWatch console and locate the dashboard by name in the Dashboards section. 

D. Deploy a bastion server in a public subnet. When the product manager requires access to the dashboard, start the
server and share the RDP credentials. On the bastion server, ensure that the browser is configured to open the
dashboard URL with cached AWS credentials that have appropriate permissions to view the dashboard. 

Correct Answer: A 

 

QUESTION 3

A company stores millions of objects in Amazon S3. The data is in JSON format and Apache Parquet format. The data
is partitioned and new objects are added daily. A solutions architect needs to create a solution so that employees can
use SQL to perform one-time queries against all the data. The solution must avoid code changes and must minimize
operational overhead. 

Which solution will meet these requirements? 
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A. Use S3 Select to perform queries against all the S3 objects 

B. Create an AWS Glue table and an AWS Glue crawler Schedule the crawler to run daily Perform queries with Amazon
Athena 

C. Create an Amazon EMR cluster Set up C. EMR File System (EMRFS) to access the S3 bucket Perform queries with
Apache Spark 

D. Create an Amazon Redshift cluster Schedule an AWS Lambda function to perform the COPY command on the
Redshift cluster to load the S3 data Perform queries on the Redshift cluster. 

Correct Answer: D 

 

QUESTION 4

A company runs an online ticketing application with backend services that run on Amazon EC2 instances. The EC2
instances belong to an Auto Scaling group and run behind an Application Load Balancer. The application experiences
periods of high user traffic when a popular event is posted online. The company wants a solution that will be able to
handle increases in user traffic without affecting the user experience. 

What should a solutions architect do to meet these requirements? 

A. Configure a scheduled scaling policy for peak hours with a recurrence schedule set to every day. 

B. Configure a target tracking scaling policy that uses the average aggregate CPU utilization target metric. 

C. Configure a step scaling policy that is based on an Amazon CloudWatch alarm that monitors CPU utilization. 

D. Configure an Application Load Balancer health check that increases the Auto Scaling group capacity whenever the
application returns HTTP 503 error codes. 

Correct Answer: B 

 

QUESTION 5

A company is hosting an application in its own data center The application uses Amazon S3 for data storage The
application transfers several hundred terabytes of data every month to and from Amazon S3 The company needs to
minimize the cost of this data transfer. 

Which solution meets this requirement? 

A. Establish an AWS Direct Connect connection between the AWS Region in use and the company\\'s data center
Route traffic to Amazon S3 over the Direct Connect connection 

B. Establish an AWS Site-to-Site VPN connection between the company\\'s data center and a VPC in the AWS Region
in use Create a VPC endpoint for Amazon S3 in the VPC Route traffic to Amazon S3 over the VPN connection to the S3
endpoint. 

C. Create an AWS Storage Gateway file gateway Deploy the software appliance in the company\\'s data center
Configure the application to use the file gateway to store and retrieve files 

D. Create an FTPS server by using AWS Transfer Family Configure the application to use the FTPS server to store and
retrieve files 
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Correct Answer: C 

 

QUESTION 6

A company\\'s reporting system delivers hundreds of csv files to an Amazon S3 bucket each day The company must
convert these files to Apache Parquet format and must store the files in a transformed data bucket. Which solution will
meet these requirements with the LEAST development effort? 

A. Create an Amazon EMR cluster with Apache Spark installed Write a Spark application to transform the data Use
EMR File System (EMRFS) to write files to the transformed data bucket 

B. Create an AWS Glue crawler to discover the data Create an AWS Glue extract transform: and load (ETL) job to
transform the data Specify the transformed data bucket in the output step 

C. Use AWS Batch to create a job definition with Bash syntax to transform the data and output the data to the
transformed data bucket Use the job definition to submit a job Specify an array job as the job type 

D. Create an AWS Lambda function to transform the data and output the data to the transformed data bucket. Configure
an event notification for the S3 bucket. Specify the Lambda function as the destination for the event notification. 

Correct Answer: D 

 

QUESTION 7

You are responsible for a web application that consists of an Elastic Load Balancing (ELB) load balancer in front of an
Auto Scaling group of Amazon Elastic Compute Cloud (EC2) instances. For a recent deployment of a new version of
the 

application, a new Amazon Machine Image (AMI) was created, and the Auto Scaling group was updated with a new
launch configuration that refers to this new AMI. During the deployment, you received complaints from users that the
website 

was responding with errors. All instances passed the ELB health checks. 

What should you do in order to avoid errors for future deployments? (Choose 2 answer) 

A. Add an Elastic Load Balancing health check to the Auto Scaling group. Set a short period for the health checks to
operate as soon as possible in order to prevent premature registration of the instance to the load balancer. 

B. Enable EC2 instance C|oudWatch alerts to change the launch configuration\\'s AMI to the previous one. Gradually
terminate instances that are using the new AMI. 

C. Set the Elastic Load Balancing health check configuration to target a part of the application that fully tests application
health and returns an error if the tests fail. 

D. Create a new launch configuration that refers to the new AMI, and associate it with the group. Double the size of the
group, wait for the new instances to become healthy, and reduce back to the original size. If new instances do not
become healthy, associate the previous launch configuration. 

E. Increase the Elastic Load Balancing Unhealthy Threshold to a higher value to prevent an unhealthy instance from
going into service behind the load balancer. 

Correct Answer: CD 
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QUESTION 8

A company\\'s security team requests that network traffic be captured in VPC Flow Logs The logs will be frequently
accessed for 90 days and then accessed intermittently What should a solutions architect do to meet these requirements
when configuring the logs? 

A. Use Amazon CloudWatch as the target. Set the CloudWatch log group with an expiration of 90 days. 

B. Use Amazon Kinesis as the target Configure the Kinesis stream to always retain the logs for 90 days 

C. Use AWS CloudTrail as the target. Configure CloudTrail to save to an Amazon S3 bucket, and enable S3 Intelligent-
Tiering 

D. Use Amazon S3 as the target Enable an S3 Lifecycle policy to transition the logs to S3 Standard- Infrequent Access
(S3 Standard-IA) after 90 days 

Correct Answer: A 

 

 

QUESTION 9

A medical records company is hosting an application on Amazon EC2 instances. The application processes customer
data files that are stored on Amazon S3. The EC2 instc The EC2 instances access Amazon S3 over the internet, but
they 

do not require any other network access. 

A new requirement mandates that the network traffic for file transfers take a private route and not be sent over the
internet. 

Which change to the network architecture should a solutions architect recommend to meet this requirement? 

A. Create a NAT gateway. Configure the route table for the public subnets to send traffic to Amazon S3 through the NAT
gateway. 

B. Configure the security group for the EC2 instances to restrict outbound traffic so that only traffic to the S3 prefix list is
permitted. 

C. Move the EC2 instances to private subnets. Create a VPC endpoint for Amazon S3, and link the endpoint to the route
table for the private subnets. 

D. Remove the internet gateway from the VPC. Set up an AWS Direct Connect connection, and route traffic to Amazon
S3 over the Direct Connect connection. 

Correct Answer: C 

 

QUESTION 10

A company wants its public web application to run on Amazon EC2 instances in an Auto Scaling group behind an
Application Load Balancer (ALB). The application must use a publicly trusted SSL certificate. Which solution will meet
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these requirements MOST cost-effectively? 

A. Provision a public SSL/TLS certificate through AWS Certificate Manager (ACM). Configure the new certificate on the
HTTPS listener for the ALB. 

B. Use AWS Certificate Manager Private Certificate Authonty to issue an SSL/TLS certificate. Configure the new
certificate on the HTTPS listener for the ALB. 

C. Create a self-signed certificate on one of the EC2 instances in the Auto Scaling group. Export the certificate, and
configure it on the HTTPS listener for the ALB. 

D. Deploy an EC2-hosted certificate authority (CA). Import a trusted root certificate. Issue a new SSL/TLS certificate.
Configure the new certificate on the HTTPS listener for the ALB. 

Correct Answer: A 

 

QUESTION 11

A company runs an AWS Lambda function in private subnets in a VPC The subnets have a default route to the internet
through an Amazon EC2 NAT instance The Lambda function processes input data and saves its output as an object to
Amazon S3 intermittently the Lambda function times out while trying to upload the object because of saturated traffic on
the NAT instance\\'s network The company wants to access Amazon S3 without traversing the internet 

Which solution will meet these requirements\\' 

A. Replace the fcC2 NAT instance with an AWS managed NAT gateway 

B. Increase the size of the EC2 NAT instance in the VPC to a network optimized instance type 

C. Provision a gateway endpoint for Amazon S3 in the VPC Update the route tables of the subnets accordingly 

D. Provision a transit gateway Place transit gateway attachments in the private subnets where the Lambda function is
running 

Correct Answer: C 

 

QUESTION 12

A company has a three-tier environment on AWS that ingests sensor data from its users

Correct Answer: A 

 

 

QUESTION 13

A company needs to develop a repeatable solution to process time-ordered information from websites around the world.
The company collects the data from the websites by using Amazon Kinesis Data Streams and stores the data in
Amazon 
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S3. 

The processing logic needs to collect events and handle data from the last 5 years. 

The processing logic also must generate results m an S3 bucket so that a business intelligence application can analyze
and compare the results. The processing must be repeated multiple times. 

What should a solutions architect do to meet these requirements? 

A. Use Amazon S3 to collect events. Create an AWS Lambda function to process the events. Create different Lambda
functions to handle repeated processing. 

B. Use Amazon EventBridge (Amazon CloudWatch Events) to collect events Set AWS Lambda as an event target. Use
EventBridge (CloudWatch Events) to create an archive for the events and to replay the events. 

C. Use an Amazon Simple Queue Service (Amazon SQS) FIFO queue to collect events. Process the events by using
Amazon EC2. Use AWS Step Function to create an archive for the events and to replay the events. 

D. Use Amazon Managed Streaming for Apache Kafka (Amazon MSK) to collect events. Process the events by using
Amazon Elastic Kubemetes Service (Amazon EKS) Use Amazon MSK to create an archive for the events and to replay
the events. 

Correct Answer: B 

 

QUESTION 14

A company is hosting its website by using Amazon EC2 instances behind an Elastic Load balancer across multiple
Availability Zones. The instances run in an EC2 Scaling group. The website uses Amazon Elastic Block Store (Amazon
EBS) volume to store product manuals for users to download. The company updates the product content often, so new
instances launched by the Auto Scaling group often have data. It can take to 30 minutes for the new instances to
receive all the updates. The updates also require the EBS volumes to be resized during business hours. 

The company wants to ensure that the product manuals are always up to data on all instances and that the architecture
adjusts quickly to increased user demand. A solutions architect needs to meet these requirements without causing the
company lo update Its application code or adjust its website 

What should the solutions architect do to accomplish this goal? 

A. Store the product manuals in an EBS volume Mount that volume to the EC2 instances 

B. Store the product manuals in an Amazon S3 bucket Redirect the downloads to this bucket 

C. Store the product manuals in an Amazon Elastic File System (Amazon EFS) volume.Mount that volume to the EC2
instances 

D. Store the product manuals in an Amazon S3 Standard-Infrequent Access (S3 Standard- IA) bucket. Redirect the
downloads to this bucket 

Correct Answer: C 

 

QUESTION 15

A company relies on an application that needs at least 4 Amazon EC2 instances during regular traffic and must scale up
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to 12 EC2 instances during peak loads. The application is critical to the business and must be highly available Which
solution will meet these requirements? 

A. Deploy the EC2 instances in an Auto Scaling group Set the minimum to 4 and the maximum to M, with 2 in
Availability Zone A and 2 in Availability Zone B 

B. Deploy the EC2 instances in an Auto Scaling group Set the minimum to 4 and the maximum to 12, with all 4 in
Availability Zone A 

C. Deploy the EC2 instances in an Auto Scaling group Set the minimum to 8 and the maximum to 12, with 4 in
Availability Zone A and 4 in Availability Zone B 

D. Deploy the EC2 instances in an Auto Scaling group Set the minimum to 8 and the maximum to 12 with all 8 in
Availability Zone A 

Correct Answer: B 
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