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QUESTION 1

HOTSPOT 

You have an Azure subscription and an on-premises datacenter. The datacenter contains 100 servers that run Windows
Server. All the servers are backed up to a Recovery Services vault by using Azure Backup and the Microsoft Azure
Recovery Services (MARS) agent. 

You need to design a recovery solution for ransomware attacks that encrypt the on-premises servers. The solution must
follow Microsoft Security Best Practices and protect against the following risks: 

1. 

A compromised administrator account used to delete the backups from Azure Backup before encrypting the servers 

2. 

A compromised administrator account used to disable the backups on the MARS agent before encrypting the servers 

What should you use for each risk? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Soft delete of backups 

How to block intentional or unintentional deletion of backup data? 

Enable Soft delete is enabled to protect backups from accidental or malicious deletes. 

Soft delete is a useful feature that helps you deal with data loss. Soft delete retains backup data for 14 days, allowing
the recovery of that backup item before it\\'s permanently lost. 

Box 2: Multi-user authorization by using Resource Guard 

Ensure Multi-user authorization (MUA) is enabled for an additional layer of protection. 

MUA for Azure Backup uses a new resource called Resource Guard to ensure critical operations, such as disabling soft
delete, stopping and deleting backups, or reducing retention of backup policies, are performed only with applicable 

authorization. 

Reference: https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq 

 

QUESTION 2

Your company has an on-premises network and an Azure subscription. 

The company does NOT have a Site-to-Site VPN or an ExpressRoute connection to Azure. 

You are designing the security standards for Azure App Service web apps. The web apps will access Microsoft SQL
Server databases on the network. 

You need to recommend security standards that will allow the web apps to access the databases. The solution must
minimize the number of open internet-accessible endpoints to the on-premises network. 

What should you include in the recommendation? 

A. a private endpoint 
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B. hybrid connections 

C. virtual network NAT gateway integration 

D. virtual network integration 

Correct Answer: B 

Hybrid Connections can connect Azure App Service Web Apps to on-premises resources that use a static TCP port.
Supported resources include Microsoft SQL Server, MySQL, HTTP Web APIs, Mobile Services, and most custom Web 

Services. 

Note: You can use an Azure App Service Hybrid Connections. To do this, you need to add and create Hybrid
Connections in your app. You will download and install an agent (the Hybrid Connection Manager) in the database
server or another 

server which is in the same network as the on-premise database. 

You configure a logical connection on your app service or web app. 

A small agent, the Hybrid Connection Manager, is downloaded and installed on a Windows Server (2012 or later)
running in the remote network (on-premises or anywhere) that you need to communicate with. 

You log into your Azure subscription in the Hybrid Connection manager and select the logical connection in your app
service. 

The Hybrid Connection Manager will initiate a secure tunnel out (TCP 80/443) to your app service in Azure. 

Your app service can now communicate with TCP-based services, on Windows or Linux, in the remote network via the
Hybrid Connection Manager. 

You could get more details on how to Connect Azure Web Apps To On-Premises. 

Incorrect: 

Not A: NAT gateway provides outbound internet connectivity for one or more subnets of a virtual network. Once NAT
gateway is associated to a subnet, NAT provides source network address translation (SNAT) for that subnet. NAT
gateway 

specifies which static IP addresses virtual machines use when creating outbound flows. 

However, we need an inbound connection. 

Not C: You can Azure web app service VNet integration with Azure VPN gateway to securely access the resource in an
Azure VNet or on-premise network. 

Note: Virtual network integration gives your app access to resources in your virtual network, but it doesn\\'t grant
inbound private access to your app from the virtual network. Private site access refers to making an app accessible only
from a 

private network, such as from within an Azure virtual network. Virtual network integration is used only to make outbound
calls from your app into your virtual network. The virtual network integration feature behaves differently when it\\'s used 

with virtual networks in the same region and with virtual networks in other regions. The virtual network integration
feature has two variations: 
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Regional virtual network integration: When you connect to virtual networks in the same region, you must have a
dedicated subnet in the virtual network you\\'re integrating with. 

Gateway-required virtual network integration: When you connect directly to virtual networks in other regions or to a
classic virtual network in the same region, you need an Azure Virtual Network gateway created in the target virtual
network. 

Reference: https://github.com/uglide/azure-content/blob/master/articles/app-service-web/web-sites-hybrid-connection-
connect-on-premises-sql-server.md 

https://docs.microsoft.com/en-us/answers/questions/701793/connecting-to-azure-app-to-onprem-datbase.html 

 

QUESTION 3

Your company has on-premises network in Seattle and an Azure subscription. The on-premises network contains a
Remote Desktop server. 

The company contracts a third-party development firm from France to develop and deploy resources to the virtual
machines hosted in the Azure subscription. 

Currently, the firm establishes an RDP connection to the Remote Desktop server. From the Remote Desktop
connection, the firm can access the virtual machines hosted in Azure by using custom administrative tools installed on
the Remote 

Desktop server. All the traffic to the Remote Desktop server is captured by a firewall, and the firewall only allows specific
connections from France to the server. 

You need to recommend a modern security solution based on the Zero Trust model. The solution must minimize latency
for developers. 

Which three actions should you recommend? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Configure network security groups (NSGs) to allow access from only specific logical groupings of IP address ranges. 

B. Deploy a Remote Desktop server to an Azure region located in France. 

C. Migrate from the Remote Desktop server to Azure Virtual Desktop. 

D. Implement Azure Firewall to restrict host pool outbound access. 

E. Configure Azure Active Directory (Azure AD) Conditional Access with multi-factor authentication (MFA) and named
locations. 

Correct Answer: CDE 

E: Organizations can use this location for common tasks like: 

Requiring multi-factor authentication for users accessing a service when they\\'re off the corporate network. 

Blocking access for users accessing a service from specific countries or regions. 

The location is determined by the public IP address a client provides to Azure Active Directory or GPS coordinates
provided by the Microsoft Authenticator app. Conditional Access policies by default apply to all IPv4 and IPv6
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addresses. 

CD: Use Azure Firewall to protect Azure Virtual Desktop deployments. 

Azure Virtual Desktop is a desktop and app virtualization service that runs on Azure. When an end user connects to an
Azure Virtual Desktop environment, their session is run by a host pool. A host pool is a collection of Azure virtual 

machines that register to Azure Virtual Desktop as session hosts. These virtual machines run in your virtual network and
are subject to the virtual network security controls. They need outbound Internet access to the Azure Virtual Desktop 

service to operate properly and might also need outbound Internet access for end users. Azure Firewall can help you
lock down your environment and filter outbound traffic. 

Reference: https://docs.microsoft.com/en-us/azure/firewall/protect-azure-virtual-desktop 

 

QUESTION 4

Your company plans to deploy several Azure App Service web apps. The web apps will be deployed to the West Europe
Azure region. The web apps will be accessed only by customers in Europe and the United States. 

You need to recommend a solution to prevent malicious bots from scanning the web apps for vulnerabilities. The
solution must minimize the attach surface. 

What should you include in the recommendation? 

A. Azure Firewall Premium 

B. Azure Traffic Manager and application security groups 

C. Azure Application Gateway Web Application Firewall (WAF) 

D. network security groups (NSGs) 

Correct Answer: B 

*

 Application security groups enable you to configure network security as a natural extension of an application\\'s
structure, allowing you to group virtual machines and define network security policies based on those groups. You can
reuse your security policy at scale without manual maintenance of explicit IP addresses. The platform handles the
complexity of explicit IP addresses and multiple rule sets, allowing you to focus on your business logic. 

*

 Azure Traffic Manager is a DNS-based traffic load balancer. This service allows you to distribute traffic to your public
facing applications across the global Azure regions. Traffic Manager also provides your public endpoints with high
availability and quick responsiveness. 

Traffic Manager uses DNS to direct the client requests to the appropriate service endpoint based on a traffic-routing
method. Traffic manager also provides health monitoring for every endpoint. 

Incorrect: 

Not C: Azure Application Gateway Web Application Firewall is too small a scale solution in this scenario. 
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Note: Attacks against a web application can be monitored by using a real-time Application Gateway that has Web
Application Firewall, enabled with integrated logging from Azure Monitor to track Web Application Firewall alerts and
easily 

monitor trends. 

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/application-security-groups
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview https://docs.microsoft.com/en-
us/security/benchmark/azure/baselines/app-service-security-baseline 

 

QUESTION 5

HOTSPOT 

You have a hybrid cloud infrastructure. 

You plan to deploy the Azure applications shown in the following table. 

What should you use to meet the requirement of each app? To answer, select the appropriate options in the answer
area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Box 1: Azure Application Gateway Web Application Firewall policies 

Azure Application Gateway is a web traffic load balancer that enables you to manage traffic to your web applications. 

Azure Web Application Firewall is a cloud-native service that protects web apps from common web-hacking techniques
such as SQL injection and security vulnerabilities such as cross-site scripting. 

Box 2: Azure Active Directory B2C with Conditional Access 

You can set up sign-up and sign-in with a LinkedIn account using Azure Active Directory B2C. 

You can enhance the security of Azure Active Directory B2C (Azure AD B2C) with Azure AD Identity Protection and
Conditional Access. Incorrect: 

* Azure VPN Gateway with network security group rules NSGs cannot protect against XSS. 

Reference: https://learn.microsoft.com/en-us/azure/application-gateway/overview https://azure.microsoft.com/en-
us/products/web-application-firewall/#overview https://learn.microsoft.com/en-us/azure/active-directory-b2c/identity-
provider-linkedin 

 

QUESTION 6

You need to recommend a solution to resolve the virtual machine issue. What should you include in the
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recommendation? 

A. Onboard the virtual machines to Microsoft Defender for Endpoint. 

B. Onboard the virtual machines to Azure Arc. 

C. Create a device compliance policy in Microsoft Endpoint Manager. 

D. Enable the Qualys scanner in Defender for Cloud. 

Correct Answer: A 

Scenario: 20 virtual machines that are configured as application servers and are NOT onboarded to Microsoft Defender
for Cloud. 

Existing Environment. Problem Statements 

The secure score in Defender for Cloud shows that all the virtual machines generate the following recommendation:
Machines should have a vulnerability assessment solution. 

All the virtual machines must be compliant in Defender for Cloud. 

Note: Deploying Microsoft Defender for Endpoint is a two-step process. 

Onboard devices to the service 

Configure capabilities of the service 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/deploy-vulnerability-assessment-vm 

 

QUESTION 7

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are designing the encryption standards for data at rest for an Azure resource. 

You need to provide recommendations to ensure that the data at rest is encrypted by using AES-256 keys. The solution
must support rotating the encryption keys monthly. 

Solution: For blob containers in Azure Storage, you recommend encryption that uses Microsoft-managed keys within an
encryption scope. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Need to use customer-managed keys instead. 

Note: Automated key rotation in Key Vault allows users to configure Key Vault to automatically generate a new key
version at a specified frequency. You can use rotation policy to configure rotation for each individual key. Our
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recommendation is to rotate encryption keys at least every two years to meet cryptographic best practices. This feature
enables end-to-end zero-touch rotation for encryption at rest for Azure services with customer-managed key (CMK)
stored in Azure Key Vault. Please refer to specific Azure service documentation to see if the service covers end

to-end rotation. 

Reference: https://docs.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation 

 

QUESTION 8

HOTSPOT 

You are designing security for a runbook in an Azure Automation account. The runbook will copy data to Azure Data
Lake Storage Gen2. 

You need to recommend a solution to secure the components of the copy process. 

What should you include in the recommendation for each component? To answer, select the appropriate options in the
answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Azure Web Application Firewall with network service tags A service tag represents a group of IP address prefixes
from a given Azure service. Microsoft manages the address prefixes encompassed by the service tag and automatically
updates the service tag as addresses change, minimizing the complexity of frequent updates to network security rules. 

You can use service tags to define network access controls on network security groups, Azure Firewall, and user-
defined routes. 

Incorrect: 

* Not Azure private link with network service tags Network service tags are not used with Private links. 

Box 2: Automation Contributor built-in role 

The Automation Contributor role allows you to manage all resources in the Automation account, except modifying other
user\\'s access permissions to an Automation account. 

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview 

https://docs.microsoft.com/en-us/azure/automation/automation-role-based-access-control 

 

QUESTION 9

You need to recommend a solution to secure the MedicalHistory data in the ClaimsDetail table. The solution must meet
the Contoso developer requirements. What should you include in the recommendation? 

A. row-level security (RLS) 

B. Transparent Data Encryption (TDE) 

C. Always Encrypted 
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D. data classification 

E. dynamic data masking 

Correct Answer: E 

Scenario: The Contoso developers must be prevented from viewing the data in a column named MedicalHistory in the
ClaimDetails table. 

Dynamic data masking (DDM) limits sensitive data exposure by masking it to non-privileged users. It can be used to
greatly simplify the design and coding of security in your application. 

Dynamic data masking helps prevent unauthorized access to sensitive data by enabling customers to specify how much
sensitive data to reveal with minimal impact on the application layer. DDM can be configured on designated database 

fields to hide sensitive data in the result sets of queries. With DDM, the data in the database isn\\'t changed. DDM is
easy to use with existing applications, since masking rules are applied in the query results. 

Incorrect: 

Not B: Transparent Data Encryption (TDE) encrypts the entire database, not specific columns. 

Reference: https://docs.microsoft.com/en-us/sql/relational-databases/security/dynamic-data-masking 

 

QUESTION 10

A customer has a Microsoft 365 E5 subscription and an Azure subscription. 

The customer wants to centrally manage security incidents, analyze log, audit activity, and hunt for potential threats
across all deployed services. 

You need to recommend a solution for the customer. The solution must minimize costs. 

What should you include in the recommendation? 

A. Microsoft 365 Defender 

B. Microsoft Defender for Cloud 

C. Microsoft Defender for Cloud Apps 

D. Microsoft Sentinel 

Correct Answer: D 

Microsoft Sentinel is a scalable, cloud-native solution that provides: 

Security information and event management (SIEM) 

Security orchestration, automation, and response (SOAR) 

Microsoft Sentinel delivers intelligent security analytics and threat intelligence across the enterprise. With Microsoft
Sentinel, you get a single solution for attack detection, threat visibility, proactive hunting, and threat response. 

Microsoft Sentinel is your bird\\'s-eye view across the enterprise alleviating the stress of increasingly sophisticated
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attacks, increasing volumes of alerts, and long resolution time frames. 

Collect data at cloud scale across all users, devices, applications, and infrastructure, both on-premises and in multiple
clouds. 

Detect previously undetected threats, and minimize false positives using Microsoft\\'s analytics and unparalleled threat
intelligence. 

Investigate threats with artificial intelligence, and hunt for suspicious activities at scale, tapping into years of cyber
security work at Microsoft. 

Respond to incidents rapidly with built-in orchestration and automation of common tasks. 

Microsoft Sentinel natively incorporates proven Azure services, like Log Analytics and Logic Apps. Microsoft Sentinel
enriches your investigation and detection with AI. It provides Microsoft\\'s threat intelligence stream and enables you to
bring 

your own threat intelligence. 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/overview 

 

QUESTION 11

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are designing the encryption standards for data at rest for an Azure resource. 

You need to provide recommendations to ensure that the data at rest is encrypted by using AES-256 keys. The solution
must support rotating the encryption keys monthly. 

Solution: For Azure SQL databases, you recommend Transparent Data Encryption (TDE) that uses customer-managed
keys (CMKs). 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

We need to use customer-managed keys. 

Transparent data encryption (TDE) helps protect Azure SQL Database, Azure SQL Managed Instance, and Azure
Synapse Analytics against the threat of malicious offline activity by encrypting data at rest. It performs real-time
encryption and 

decryption of the database, associated backups, and transaction log files at rest without requiring changes to the
application. 

In Azure, the default setting for TDE is that the Database Encryption Key (DEK) is protected by a built-in server
certificate. The built-in server certificate is unique for each server and the encryption algorithm used is AES 256. 

TDE protector is either a service-managed certificate (service-managed transparent data encryption) or an asymmetric
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key stored in Azure Key Vault (customer-managed transparent data encryption). 

Note: Automated key rotation in Key Vault allows users to configure Key Vault to automatically generate a new key
version at a specified frequency. You can use rotation policy to configure rotation for each individual key. Our
recommendation 

is to rotate encryption keys at least every two years to meet cryptographic best practices. 

This feature enables end-to-end zero-touch rotation for encryption at rest for Azure services with customer-managed
key (CMK) stored in Azure Key Vault. Please refer to specific Azure service documentation to see if the service covers
endto-end rotation. 

Reference: https://docs.microsoft.com/en-us/azure/azure-sql/database/transparent-data-encryption-tde-overview 

https://docs.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation 

 

QUESTION 12

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your on-premises network contains an e-commerce web app that was developed in Angular and Node,js. The web app
uses a MongoDB database. 

You plan to migrate the web app to Azure. The solution architecture team proposes the following architecture as an
Azure landing zone. 

You need to provide recommendations to secure the connection between the web app and the database. The solution
must follow the Zero Trust model. 

Solution: You recommend creating private endpoints for the web app and the database layer. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

How to Use Azure Private Endpoints to Restrict Public Access to WebApps. 

As an Azure administrator or architect, you are sometimes asked the question: “How can we safely deploy internal
business applications to Azure App Services?” 

These applications characteristically are: 
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Not accessible from the public internet. 

Accessible from within the on-premises corporate network 

Accessible via an authorized VPN client from outside the corporate network. 

For such scenarios, we can use Azure Private Links, which enables private and secure access to Azure PaaS services
over Azure Private Endpoints, along with the Site-to-Site VPN, Point-to-Site VPN, or the Express Route. Azure Private 

Endpoint is a read-only network interface service associated with the Azure PAAS Services. It allows you to bring
deployed sites into your virtual network, limiting access to them at the network level. 

It uses one of the private IP addresses from your Azure VNet and associates it with the Azure App Services. These
services are called Private Link resources. They can be Azure Storage, Azure Cosmos DB, SQL, App Services Web
App, 

your own / partner owned services, Azure Backups, Event Grids, Azure Service Bus, or Azure Automations. 

Reference: https://www.varonis.com/blog/securing-access-azure-webapps 

 

QUESTION 13

You receive a security alert in Microsoft Defender for Cloud as shown in the exhibit. (Click the Exhibit tab.) 

After remediating the threat which policy definition should you assign to prevent the threat from reoccurring? 
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A. Storage account public access should be disallowed 

B. Azure Key Vault Managed HSM should have purge protection enabled 

C. Storage accounts should prevent shared key access 

D. Storage account keys should not be expired 

Correct Answer: A 

Anonymous public read access to containers and blobs in Azure Storage is a convenient way to share data, but may
also present a security risk. It\\'s important to manage anonymous access judiciously and to understand how to evaluate
anonymous access to your data. Operational complexity, human error, or malicious attack against data that is publicly
accessible can result in costly data breaches. Microsoft recommends that you enable anonymous access only when
necessary for your application scenario. 

Note: Attackers have been crawling for public containers using tools such as MicroBurst. 

Exploiting Anonymous Blob Access Now, there are thousands of articles explaining how this can be abused and how to
search for insecure storage in Azure. One of the easiest way is to use MicroBurst, provide the storage account name to
search for, and it’ll check if the containers exists based on a wordlist saved in the Misc/permutations.txt 

Reference: https://docs.microsoft.com/en-us/azure/storage/blobs/anonymous-read-access-prevent
https://hackingthe.cloud/azure/anonymous-blob-access/ 

 

QUESTION 14

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are designing a security strategy for providing access to Azure App Service web apps through an Azure Front Door
instance. 

You need to recommend a solution to ensure that the web apps only allow access through the Front Door instance. 

Solution: You recommend access restrictions to allow traffic from the backend IP address of the Front Door instance. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Correct Solution: You recommend access restrictions based on HTTP headers that have the Front Door ID. 

Restrict access to a specific Azure Front Door instance. 

Traffic from Azure Front Door to your application originates from a well-known set of IP ranges defined in the
AzureFrontDoor.Backend service tag. Using a service tag restriction rule, you can restrict traffic to only originate from
Azure Front 

Door. To ensure traffic only originates from your specific instance, you will need to further filter the incoming requests
based on the unique http header that Azure Front Door sends. 

Latest SC-100 Dumps | SC-100 Exam Questions | SC-100 Braindumps                             17 / 21

https://www.pass4lead.com/sc-100.html
https://www.pass4lead.com/sc-100.html
https://www.pass4lead.com/sc-100.html


https://www.pass4lead.com/sc-100.html
2023 Latest pass4lead SC-100 PDF and VCE dumps Download

Latest SC-100 Dumps | SC-100 Exam Questions | SC-100 Braindumps                             18 / 21

https://www.pass4lead.com/sc-100.html
https://www.pass4lead.com/sc-100.html
https://www.pass4lead.com/sc-100.html


https://www.pass4lead.com/sc-100.html
2023 Latest pass4lead SC-100 PDF and VCE dumps Download

Reference: https://docs.microsoft.com/en-us/azure/app-service/app-service-ip-restrictions#managing-access-restriction-
rules Reference: 

 

QUESTION 15

You are planning the security requirements for Azure Cosmos DB Core (SQL) API accounts. 

You need to recommend a solution to audit all users that access the data in the Azure Cosmos DB accounts. 

Which two configurations should you include in the recommendation? Each correct answer presents part of the
solution. 

NOTE: Each correct selection is worth one point. 

A. Send the Azure Active Directory (Azure AD) sign-in logs to a Log Analytics workspace. 

B. Enable Microsoft Defender for Identity. 

C. Send the Azure Cosmos DB logs to a Log Analytics workspace. 

D. Disable local authentication for Azure Cosmos DB. 

E. Enable Microsoft Defender for Cosmos DB. 

Correct Answer: AD 

A: LT-2: Enable threat detection for Azure identity and access management 

Guidance: Azure Active Directory (Azure AD) provides the following user logs, which can be viewed in Azure AD
reporting or integrated with Azure Monitor, Microsoft Sentinel, or other SIEM/monitoring tools for more sophisticated
monitoring 

and analytics use cases: 

Sign-ins - The sign-ins report provides information about the usage of managed applications and user sign-in activities. 

Audit logs - Provides traceability through logs for all changes done by various features within Azure AD. Examples of
audit logs include changes made to any resources within Azure AD, like adding or removing users, apps, groups, roles,
and 

policies. 

D: Disable local authentication methods so that your Cosmos DB database accounts exclusively require Azure Active
Directory identities for authentication. 

Enforcing RBAC as the only authentication method 

In situations where you want to force clients to connect to Azure Cosmos DB through RBAC exclusively, you have the
option to disable the account\\'s primary/secondary keys. When doing so, any incoming request using either a primary/ 

secondary key or a resource token will be actively rejected. 

Incorrect: 

Not C: We use the Azure Active Directory (Azure AD) sign-in logs, not the Azure Cosmos db logs. 
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Not E: Microsoft Defender for Cosmos DB, though useful from a security perspective, does not help with auditing the
users. 

Note: Logging and Threat Detection, LT-1: Enable threat detection for Azure resources Guidance: Use the Microsoft
Defender for Cloud built-in threat detection capability and enable Microsoft Defender for your Cosmos DB resources.
Microsoft Defender for Cosmos DB provides an additional layer of security intelligence that detects unusual and
potentially harmful attempts to access or exploit your Cosmos DB resources. 

Reference: https://docs.microsoft.com/en-us/security/benchmark/azure/baselines/cosmos-db-security-baseline
https://docs.microsoft.com/en-us/azure/cosmos-db/policy-reference https://docs.microsoft.com/en-us/azure/cosmos-
db/how-to-setup-rbac#disable-local-auth 
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