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QUESTION 1

HOTSPOT 

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements. 

What should you include in the solution? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

 

 

QUESTION 2
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You have an Azure subscription that contains a Log Analytics workspace. 

You need to enable just-in-time (JIT) VM access and network detections for Azure resources. 

Where should you enable Azure Defender? 

A. at the subscription level 

B. at the workspace level 

C. at the resource level 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/security-center/enable-azure-defender 

 

QUESTION 3

Your company has a single office in Istanbul and a Microsoft 365 subscription. 

The company plans to use conditional access policies to enforce multi-factor authentication (MFA). 

You need to enforce MFA for all users who work remotely. 

What should you include in the solution? 

A. a fraud alert 

B. a user risk policy 

C. a named location 

D. a sign-in user policy 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition 

 

QUESTION 4

You have a Microsoft 365 subscription that has Microsoft 365 Defender enabled. 

You need to identify all the changes made to sensitivity labels during the past seven days. 

What should you use? 

A. the Incidents blade of the Microsoft 365 Defender portal 

B. the Alerts settings on the Data Loss Prevention blade of the Microsoft 365 compliance center 

C. Activity explorer in the Microsoft 365 compliance center 

D. the Explorer settings on the Email and collaboration blade of the Microsoft 365 Defender portal 
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Correct Answer: C 

Labeling activities are available in Activity explorer. 

For example: 

Sensitivity label applied 

This event is generated each time an unlabeled document is labeled or an email is sent with a sensitivity label. 

It is captured at the time of save in Office native applications and web applications. It is captured at the time of
occurrence in Azure Information protection add-ins. Upgrade and downgrade labels actions can also be monitored via
the Label 

event type field and filter. 

Reference: 

https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification-activity-explorer-available-
events?view=o365-worldwide 

 

QUESTION 5

You have an Azure subscription that has Microsoft Defender for Cloud enabled. 

You have a virtual machine that runs Windows 10 and has the Log Analytics agent installed. 

You need to simulate an attack on the virtual machine that will generate an alert. 

What should you do first? 

A. Run the Log Analytics Troubleshooting Tool. 

B. Copy a executable and rename the file as ASC_AlerTest_662jf10N,exe 

C. Modify the settings of the Microsoft Monitoring Agent. 

D. Run the MMASetup executable and specify the -foo argument 

Correct Answer: A 

 

QUESTION 6

You need to receive a security alert when a user attempts to sign in from a location that was never used by the other
users in your organization to sign in. Which anomaly detection policy should you use? 

A. Impossible travel 

B. Activity from anonymous IP addresses 

C. Activity from infrequent country 

D. Malware detection 
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Correct Answer: C 

Activity from a country/region that could indicate malicious activity. This policy profiles your environment and triggers
alerts when activity is detected from a location that was not recently or was never visited by any user in the
organization. 

Activity from the same user in different locations within a time period that is shorter than the expected travel time
between the two locations. This can indicate a credential breach, however, it\\'s also possible that the user\\'s actual
location is 

masked, for example, by using a VPN. 

Reference: 

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy 

 

QUESTION 7

You need to assign a role-based access control (RBAC) role to admin1 to meet the Azure Sentinel requirements and
the business requirements. Which role should you assign? 

A. Automation Operator 

B. Automation Runbook Operator 

C. Azure Sentinel Contributor 

D. Logic App Contributor 

Correct Answer: C 

Litware must meet the following requirements: 

1. 

Ensure that a user named admin1 can configure Azure Sentinel playbooks. 

2. 

The principle of least privilege must be used whenever possible. 

Azure Sentinel Contributor can view data, incidents, workbooks, and other Azure Sentinel resources, manage incidents
(assign, dismiss, etc.), create and edit workbooks, analytics rules, and other Azure Sentinel resources. 

Reference: 

https://docs.microsoft.com/en-us/azure/sentinel/roles 

 

QUESTION 8

HOTSPOT 

You have the following KQL query. 
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Hot Area: 

Correct Answer: 

 

 

QUESTION 9

You have a Microsoft Sentinel workspace. 

You need to prevent a built-in Advance Security information Model (ASIM) parse from being updated automatically. 
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What are two ways to achieve this goal? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. Redeploy the built-in parse and specify a CallerContext parameter of any and a SourceSpecificParse parameter of
any. 

B. Create a hunting query that references the built-in parse. 

C. Redeploy the built-in parse and specify a CallerContext parameter of built-in. 

D. Build a custom unify parse and include the build- parse version 

E. Create an analytics rule that includes the built-in parse 

Correct Answer: AD 

 

QUESTION 10

You have a Microsoft 365 subscription that uses Microsoft 365 Defender A remediation action for an automated
investigation quarantines a file across multiple devices. You need to mark the file as safe and remove the file from
quarantine on 

the devices. 

What should you use m the Microsoft 365 Defender portal? 

A. From Threat tracker, review the queries. 

B. From the History tab in the Action center, revert the actions. 

C. From the investigation page, review the AIR processes. 

D. From Quarantine from the Review page, modify the rules. 

Correct Answer: B 

 

QUESTION 11

You provision Azure Sentinel for a new Azure subscription. 

You are configuring the Security Events connector. 

While creating a new rule from a template in the connector, you decide to generate a new alert for every event. 

You create the following rule query. 
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By which two components can you group alerts into incidents? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point. 

A. user 

B. resource group 

C. IP address 

D. computer 

Correct Answer: AD 

 

 

QUESTION 12

You have an Azure subscription that has Azure Defender enabled for all supported resource types. 

You need to configure the continuous export of high-severity alerts to enable their retrieval from a third- party security
information and event management (SIEM) solution. 

To which service should you export the alerts? 

A. Azure Cosmos DB 

B. Azure Event Grid 

C. Azure Event Hubs 

D. Azure Data Lake 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/azure/security-center/continuous-export?tabs=azure-portal 

 

QUESTION 13

DRAG DROP 
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You have an Azure subscription. 

You need to delegate permissions to meet the following requirements: 

1. 

Enable and disable Azure Defender. 

2. 

Apply security recommendations to resource. 

The solution must use the principle of least privilege. 

Which Azure Security Center role should you use for each requirement? To answer, drag the appropriate roles to the
correct requirements. Each role may be used once, more than once, or not at all. You may need to drag the split bar 

between panes or scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 

Reference: https://docs.microsoft.com/en-us/azure/security-center/security-center-permissions 
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QUESTION 14

You need to recommend a solution to meet the technical requirements for the Azure virtual machines. What should you
include in the recommendation? 

A. just-in-time (JIT) access 

B. Azure Defender 

C. Azure Firewall 

D. Azure Application Gateway 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/security-center/azure-defender 

 

QUESTION 15

You need to visualize Azure Sentinel data and enrich the data by using third-party data sources to identify indicators of
compromise (IoC). What should you use? 

A. notebooks in Azure Sentinel 

B. Microsoft Cloud App Security 

C. Azure Monitor 

D. hunting queries in Azure Sentinel 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/notebooks 
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