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QUESTION 1

A server technician installs a new NIC on a server and configures the NIC for IP connectivity. The technician then tests
the connection using the ping command. Given the following partial output of the ping and ipconfig commands: 

Which of the following caused the issue? 

A. Duplicate IP address 

B. Incorrect default gateway 

C. DHCP misconfiguration 

D. Incorrect routing table 

Correct Answer: A 

 

QUESTION 2

An administrator recommends using a tower server in a small remote office. Which of the following should be added to
the server to ensure continuous server operation? 

A. Surge protector 

B. PDU 

C. UPS 

D. Ground strap 

Correct Answer: C 
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QUESTION 3

Which of the following BEST measures now much downtime an organization can tolerate Curing an unplanned outage? 

A. SLA 

B. BIA 

C. RTO 

D. MTTR 

Correct Answer: A 

 

QUESTION 4

A server administrator needs to configure a server on a network that will have no more than 30 available IP addresses.
Which of the following subnet addresses will be the MOST efficient for this network? 

A. 255.255.255.0 

B. 255.255.255.128 

C. 255.255.255.224 

D. 255.255.255.252 

Correct Answer: C 

 

QUESTION 5

A server technician is attempting to find a server in the datacenter and only has the server\\'s name. The technician
does not have access to log in to the server and does not know where the server is located. Which of the following items
would be MOST useful to inventory to aid in future server identification? (Choose two.) 

A. Server make 

B. Server model 

C. Server IP address 

D. Server serial number 

E. Server asset tag 

Correct Answer: DE 

 

QUESTION 6
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A server administrator has configured a web server. Which of the following does the administrator need to install to
make the website trusted? 

A. PKI 

B. SSL 

C. LDAP 

D. DNS 

Correct Answer: A 

 

 

QUESTION 7

A large number of connections to port 80 is discovered while reviewing the log files on a server. The server is not
functioning as a web server. Which of the following represent the BEST immediate actions to prevent unauthorized
server access? (Choose two.) 

A. Audit all group privileges and permissions 

B. Run a checksum tool against all the files on the server 

C. Stop all unneeded services and block the ports on the firewall 

D. Initialize a port scan on the server to identify open ports 

E. Enable port forwarding on port 80 

F. Install a NIDS on the server to prevent network intrusions 

Correct Answer: CD 

Disable Unused Services/Close Unneeded Ports Any services that are not required on the server should be disabled.
Only those required for the server to perform its role in the network should be left on. The easiest way to do this is to
install a host firewall on the system and adopt a “disable by default” policy with respect to services by closing the port
used for the service. Then manually enable any you need. 

 

QUESTION 8

A server room with many racks of servers is managed remotely with occasional on-site support. Which of the following
would be the MOST cost-effective option to administer and troubleshoot network problems locally on the servers? 

A. Management port 

B. Crash cart 

C. IP KVM 

D. KVM 
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Correct Answer: D 

 

 

QUESTION 9

A technician is trying to determine the reason why a Linux server is not communicating on a network. The returned
network configuration is as follows: 

eth0: flags=4163 mtu 1500 inet 127.0.0.1 network 255.255.0.0 broadcast 127.0.0.1 

Which of the following BEST describes what is happening? 

A. The server is configured to use DHCP on a network that has multiple scope options 

B. The server is configured to use DHCP, but the DHCP server is sending an incorrect subnet mask 

C. The server is configured to use DHCP on a network that does not have a DHCP server 

D. The server is configured to use DHCP, but the DHCP server is sending an incorrect MTU setting 

Correct Answer: B 

 

QUESTION 10

A company stores extremely sensitive data on an alt-gapped system. Which of the following can Be Implemented to
increase security against a potential insider threat? 

A. Two-person Integrity 

B. SSO 

C. SIEM 

D. Faraday cage 

E. MFA 

Correct Answer: A 

An air gap, air wall, air gapping[1] or disconnected network is a network security measure employed on one or more
computers to ensure that a secure computer network is physically isolated from unsecured networks, such as the public
Internet or an unsecured local area network.[2] It means a computer or network has no network interface controllers
connected to other networks,[3][4] with a physical or conceptual air gap, analogous to the air gap used in plumbing to
maintain water quality. 

 

QUESTION 11

A user reports that a server is not accessible. A technician sees the following message on the server: PXE server not
found. Which of the following should the technician attempt FIRST to resolve the issue? 

SK0-005 PDF Dumps | SK0-005 Practice Test | SK0-005 Braindumps                                5 / 9

https://www.pass4lead.com/sk0-005.html
https://www.pass4lead.com/sk0-005.html
https://www.pass4lead.com/sk0-005.html


https://www.pass4lead.com/sk0-005.html
2023 Latest pass4lead SK0-005 PDF and VCE dumps Download

A. Ensure the network cable is properly connected and reboot the server. 

B. Eject the disk in the CD-ROM and reboot the server. 

C. Enter the BIOS and correct the boot sequence on the server. 

D. Power down the server and reseat the PCI cards. 

Correct Answer: C 

 

QUESTION 12

A systems administrator needs to configure a new server and external storage for a new production application
environment. Based on end-user specifications, the new solution needs to adhere to the following basic requirements: 

1.

 The OS must be installed in a separate disk partition. In case of hard drive failure, it cannot be affected. 

2.

 Application data IOPS performance is a must. 

3.

 Data availability is a high priority, even in the case of multiple hard drive failures. 

Which of the following are the BEST options to comply with the user requirements? (Choose three.) 

A. Install the OS on a RAID 0 array. 

B. Install the OS on a RAID 1 array. 

C. Configure RAID 1 for the application data. 

D. Configure RAID 5 for the application data. 

E. Use SSD hard drives for the data application array. 

F. Use SATA hard drives for the data application array. 

G. Use a single JBOD for OS and application data. 

Correct Answer: BCE 

1.

 The OS must be installed in a separate disk partition. In case of hard drive failure, it cannot be affected. = RAID 1 

2.

 Application data IOPS performance is a must. = SSD 

3.
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 Data availability is a high priority, even in the case of multiple hard drive failures.= RAID 1, RAID 6 writes parity
information across the drives as is done in RAID 5, but it writes two stripes, which allows the system to recover from two
drive failures whereas RAID 5 cannot. 

 

QUESTION 13

An administrator has set up a GPO to disable USB drive access on a company\\'s servers. The GPO is set up as a
computer con guration policy and does not use security groups ltering. The administrator is testing to ensure the policy
is working correctly. A server in the accounting OU works as expected, but a server in the sales OU is still allowing
access to USB drives. The administrator runs the gpupdate /force command and tries again; however, the server still
allows access to the USB drive. 

Which of the following is the MOST likely cause? 

A. The WMI lter is not con gured properly. 

B. Item-level targeting is not con gured properly. 

C. The scope is not con gured properly. 

D. Loopback processing is not con gured properly. 

Correct Answer: B 

 

QUESTION 14

A technician has been asked to check on a SAN. Upon arrival, the technician notices the red LED indicator shows a disk
has failed. Which of the following should the technician do NEXT, given the disk is hot swappable? 

A. Stop sharing the volume 

B. Replace the disk 

C. Shut down the SAN 

D. Stop all connections to the volume 

Correct Answer: B 

 

QUESTION 15

An administrator needs to disable root login over SSH. Which of the following tiles should be edited to complete this
task? 

A. /root.ssh/sshd/config 

B. /etc.ssh/sshd_config 

C. /root/.ssh/ssh_config 

D. /etc.sshs_shd_config 
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Correct Answer: B 
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