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QUESTION 1

A company uses Amazon Route 53 to manage the public DNS records for the domain example.com. The company
deploys an Amazon CloudFront distribution to deliver static assets for a new corporate website. The company wants to
create a subdomain that is named "static" and must route traffic for the subdomain to the CloudFront distribution. 

How should a SysOps administrator create a new record for the subdomain in Route 53? 

A. Create a CNAME record. Enter static.cloudfront.net as the record name. Enter the CloudFront distribution\\'s public
IP address as the value. 

B. Create a CNAME record. Enter static.example.com as the record name. Enter the CloudFront distribution\\'s private
IP address as the value. 

C. Create an A record. Enter static.cloudfront.net as the record name. Enter the CloudFront distribution\\'s ID as an alias
target. 

D. Create an A record. Enter static.example.com as the record name. Enter the CloudFront distribution\\'s domain name
as an alias target. 

Correct Answer: D 

Explanation: https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to- cloudfront-distribution.html 

 

QUESTION 2

A SysOps administrator has created an AWS Service Catalog portfolio and has shared the portfolio with a second AWS
account in the company. The second account is controlled by a different administrator. Which action will the
administrator of the second account be able to perform? 

A. Add a product from the imported portfolio to a local portfolio. 

B. Add new products to the imported portfolio. 

C. Change the launch role for the products contained in the imported portfolio. 

D. Customize the products in the imported portfolio. 

Correct Answer: A 

 

QUESTION 3

A company wants to build a solution for its business-critical Amazon RDS for MySQL database. The database requires
high availability across different geographic locations. A SysOps administrator must build a solution to handle a disaster
recovery (DR) scenario with the lowest recovery time objective (RTO) and recovery point objective (RPO). 

Which solution meets these requirements? 

A. Create automated snapshots of the database on a schedule. Copy the snapshots to the DR Region. 

B. Create a cross-Region read replica for the database. 
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C. Create a Multi-AZ read replica for the database. 

D. Schedule AWS Lambda functions to create snapshots of the source database and to copy the snapshots to a DR
Region. 

Correct Answer: B 

 

QUESTION 4

A SysOps administrator needs to design a high-traffic static website. The website must be highly available and must
provide the lowest possible latency to users across the globe. 

Which solution will meet these requirements? 

A. Create an Amazon S3 bucket, and upload the website content to the S3 bucket. Create an Amazon CloudFront
distribution in each AWS Region, and set the S3 bucket as the origin. Use Amazon Route 53 to create a DNS record
that uses a geolocation routing policy to route traffic to the correct CloudFront distribution based on where the request
originates. 

B. Create an Amazon S3 bucket, and upload the website content to the S3 bucket. Create an Amazon CloudFront
distribution, and set the S3 bucket as the origin. Use Amazon Route 53 to create an alias record that points to the
CloudFront distribution. 

C. Create an Application Load Balancer (ALB) and a target group. Create an Amazon EC2 Auto Scaling group with at
least two EC2 instances in the associated target group. Store the website content on the EC2 instances. Use Amazon
Route 53 to create an alias record that points to the ALB. 

D. Create an Application Load Balancer (ALB) and a target group in two Regions. Create an Amazon EC2 Auto Scaling
group in each Region with at least two EC2 instances in each target group. Store the website content on the EC2
instances. Use Amazon Route 53 to create a DNS record that uses a geolocation routing policy to route traffic to the
correct ALB based on where the request originates. 

Correct Answer: B 

 

QUESTION 5

A company runs workloads on 90 Amazon EC2 instances in the eu-west-1 Region in an AWS account. In 2 months, the
company will migrate the workloads from eu-west-1 to the eu-west-3 Region. 

The company needs to reduce the cost of the EC2 instances. The company is willing to make a 1-year commitment that
will begin next week. The company must choose an EC2 Instance purchasing option that will provide discounts for the
90 

EC2 Instances regardless of Region during the 1-year period. 

Which solution will meet these requirements? 

A. Purchase EC2 Standard Reserved Instances. 

B. Purchase an EC2 Instance Savings Plan. 

C. Purchase EC2 Convertible Reserved Instances. 
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D. Purchase a Compute Savings Plan. 

Correct Answer: B 

 

QUESTION 6

A SysOps administrator is tasked with deploying a company\\'s infrastructure as code. The SysOps administrator want
to write a single template that can be reused for multiple environments. How should the SysOps administrator use AWS
CloudFormation to create a solution? 

A. Use Amazon EC2 user data in a CloudFormation template 

B. Use nested stacks to provision resources 

C. Use parameters in a CloudFormation template 

D. Use stack policies to provision resources 

Correct Answer: C 

Explanation: Reuse templates to replicate stacks in multiple environments After you have your stacks and resources set
up, you can reuse your templates to replicate your infrastructure in multiple environments. For example, you can create
environments for development, testing, and production so that you can test changes before implementing them into
production. To make templates reusable, use the parameters, mappings, and conditions sections so that you can
customize your stacks when you create them. For example, for your development environments, you can specify a
lower-cost instance type compared to your production environment, but all other configurations and settings remain the
same. https:// docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/best- practices.html#reuse 

 

QUESTION 7

A company uses an Amazon S3 bucket to store data files. The S3 bucket contains hundreds of objects. The company
needs to replace a tag on all the objects in the S3 bucket with another tag. What is the MOST operationally efficient way
to meet this requirement? 

A. Use S3 Batch Operations. Specify the operation to replace all object tags. 

B. Use the AWS CLI to get the tags for each object. Save the tags in a list. Use S3 Batch Operations. Specify the
operation to delete all object tags. Use the AWS CLI and the list to retag the objects. 

C. Use the AWS CLI to get the tags for each object. Save the tags in a list. Use the AWS CLI and the list to remove the
object tags. Use the AWS CLI and the list to retag the objects. 

D. Use the AWS CLI to copy the objects to another S3 bucket. Add the new tag to the copied objects. Delete the original
objects. 

Correct Answer: A 

Explanation: Ref. https://aws.amazon.com/es/blogs/storage/adding-and-removing-object- tags-with-s3-batch-
operations/ 

 

QUESTION 8
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A company has a stateful web application that is hosted on Amazon EC2 instances in an Auto Scaling group. The
instances run behind an Application Load Balancer (ALB) that has a single target group. The ALB is configured as the
origin in an Amazon CloudFront distribution. Users are reporting random logouts from the web application. 

Which combination of actions should a SysOps administrator take to resolve this problem? (Select TWO.) 

A. Change to the least outstanding requests algorithm on the ALB target group. 

B. Configure cookie forwarding in the CloudFront distribution cache behavior. 

C. Configure header forwarding in the CloudFront distribution cache behavior. 

D. Enable group-level stickiness on the ALB listener rule. 

E. Enable sticky sessions on the ALB target group. 

Correct Answer: BE 

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Cookies.html You can configure each cache
behavior to do one of the following: Forward all cookies to your origin ?CloudFront includes all cookies sent by the
viewer when it forwards requests to the origin.
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky- sessions.html By default, an Application
Load Balancer routes each request independently to a registered target based on the chosen load-balancing algorithm. 

 

QUESTION 9

A company wants to be alerted through email when IAM CreateUser API calls are made within its AWS account. 

Which combination of actions should a SysOps administrator take to meet this requirement? (Choose two.) 

A. Create an Amazon EventBridge (Amazon CloudWatch Events) rule with AWS CloudTrail as the event source and
IAM CreateUser as the specific API call for the event pattern. 

B. Create an Amazon EventBridge (Amazon CloudWatch Events) rule with Amazon CloudSearch as the event source
and IAM CreateUser as the specific API call for the event pattern. 

C. Create an Amazon EventBridge (Amazon CloudWatch Events) rule with AWS IAM Access Analyzer as the event
source and IAM CreateUser as the specific API call for the event pattern. 

D. Use an Amazon Simple Notification Service (Amazon SNS) topic as an event target with an email subscription. 

E. Use an Amazon Simple Email Service (Amazon SES) notification as an event target with an email subscription. 

Correct Answer: AD 

Explanation: https://aws.amazon.com/blogs/security/how-to-receive-alerts-when-your-iam- configuration-changes/ 

 

QUESTION 10

A company runs an application on Amazon EC2 instances. The EC2 instances are in an Auto Scaling group and run
behind an Application Load Balancer (ALB). The application experiences errors when total requests exceed 100
requests per second. A SysOps administrator must collect information about total requests for a 2-week period to
determine when requests exceeded this threshold. 
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What should the SysOps administrator do to collect this data? 

A. Use the ALB\\'s RequestCount metric. Configure a time range of 2 weeks and a period of 1 minute. Examine the
chart to determine peak traffic times and volumes. 

B. Use Amazon CloudWatch metric math to generate a sum of request counts for all the EC2 instances over a 2-week
period. Sort by a 1-minute interval. 

C. Create Amazon CloudWatch custom metrics on the EC2 launch configuration templates to create aggregated
request metrics across all the EC2 instances. 

D. Create an Amazon EventBridge (Amazon CloudWatch Events) rule. Configure an EC2 event matching pattern that
creates a metric that is based on EC2 requests. Display the data in a graph. 

Correct Answer: A 

Using the ALB\\'s RequestCount metric will allow the SysOps administrator to collect information about total requests for
a 2-week period and determine when requests exceeded the threshold of 100 requests per second. Configuring a time
range of 2 weeks and a period of 1 minute will ensure that the data can be accurately examined to determine peak
traffic times and volumes. 

 

QUESTION 11

A company wants to use only IPv6 for all its Amazon EC2 instances. The EC2 instances must not be accessible from
the internet, but the EC2 instances must be able to access the internet. The company creates a dual-stack VPC and
IPv6only subnets. 

How should a SysOps administrator configure the VPC to meet these requirements? 

A. Create and attach a NAT gateway. Create a custom route table that includes an entry to point all IPv6 traffic to the
NAT gateway. Attach the custom route table to the IPv6-only subnets. 

B. Create and attach an internet gateway. Create a custom route table that includes an entry to point all IPv6 traffic to
the internet gateway. Attach the custom route table to the IPv6-only subnets. 

C. Create and attach an egress-only internet gateway. Create a custom route table that includes an entry to point all
IPv6 traffic to the egress-only internet gateway. Attach the custom route table to the IPv6-only subnets. 

D. Create and attach an internet gateway and a NAT gateway. Create a custom route table that includes an entry to
point all IPv6 traffic to the internet gateway and all IPv4 traffic to the NAT gateway. Attach the custom route table to the
IPv6only subnets. 

Correct Answer: C 

 

 

QUESTION 12

A company has an application that is running on Amazon EC2 instances in a VPC. The application needs access to
download software updates from the internet. The VPC has public subnets and private signets. The company\\'s
security policy requires all ECS instances to be deployed in private subnets 

What should a SysOps administrator do to meet those requirements? 
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A. Add an internet gateway to the VPC In the route table for the private subnets, odd a route to the interne; gateway. 

B. Add a NAT gateway to a private subnet. In the route table for the private subnets, add a route to the NAT gateway. 

C. Add a NAT gateway to a public subnet in the route table for the private subnets, add a route to the NAT gateway. 

D. Add two internet gateways to the VPC. In The route tablet for the private subnets and public subnets, add a route to
each internet gateway. 

Correct Answer: C 

 

QUESTION 13

A SysOps administrator is optimizing the cost of a workload. The workload is running in multiple AWS Regions and is
using AWS Lambda with Amazon EC2 On-Demand Instances for the compute. The overall usage is predictable. The
amount of compute that is consumed in each Region varies, depending on the users\\' locations. 

Which approach should the SysOps administrator use to optimize this workload? 

A. Purchase Compute Savings Plans based on the usage during the past 30 days 

B. Purchase Convertible Reserved Instances by calculating the usage baseline. 

C. Purchase EC2 Instance Savings Plane based on the usage during the past 30 days 

D. Purchase Standard Reserved Instances by calculating the usage baseline. 

Correct Answer: C 

 

QUESTION 14

An application accesses data through a file system interface. The application runs on Amazon EC2 instances in multiple
Availability Zones, all of which must share the same data. While the amount of data is currently small, the company
anticipates that it will grow to tens of terabytes over the lifetime of the application. 

What is the MOST scalable storage solution to fulfill this requirement? 

A. Connect a large Amazon EBS volume to multiple instances and schedule snapshots. 

B. Deploy Amazon EFS in the VPC and create mount targets in multiple subnets. 

C. Launch an EC2 instance and share data using SMB/CIFS or NFS. 

D. Deploy an AWS Storage Gateway cached volume on Amazon EC2. 

Correct Answer: B 

 

QUESTION 15

A company is rolling out a new version of its website. Management wants to deploy the new website in a limited rollout
to 20% of the company\\'s customers. The company uses Amazon Route 53 for its website\\'s DNS solution. Which
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configuration will meet these requirements? 

A. Create a failover routing policy. Within the policy, configure 80% of the website traffic to be sent to the original
resource. Configure the remaining 20% of traffic as the failover record that points to the new resource. 

B. Create a multivalue answer routing policy. Within the policy, create 4 records with the name and IP address of the
original resource. Configure 1 record with the name and IP address of the new resource. 

C. Create a latency-based routing policy. Within the policy, configure a record pointing to the original resource with a
weight of 80. Configure a record pointing to the new resource with a weight of 20. 

D. Create a weighted routing policy. Within the policy, configure a weight of 80 for the record pointing to the original
resource. Configure a weight of 20 for the record pointing to the new resource. 

Correct Answer: C 
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