
https://www.pass4lead.com/SY0-401.html
2022 Latest pass4lead SY0-401 PDF and VCE dumps Download

 

 

 

SY0-401Q&As

CompTIA Security+ Certification Exam

Pass CompTIA SY0-401 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4lead.com/SY0-401.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

 

 

SY0-401 Practice Test | SY0-401 Study Guide | SY0-401 Braindumps                              1 / 13

https://www.pass4lead.com/SY0-401.html
https://www.pass4lead.com/SY0-401.html
https://www.pass4lead.com/SY0-401.html


https://www.pass4lead.com/SY0-401.html
2022 Latest pass4lead SY0-401 PDF and VCE dumps Download

QUESTION 1

A server administrator needs to administer a server remotely using RDP, but the specified port is closed on the
outbound firewall on the network. The access the server using RDP on a port other than the typical registered port for
the RDP protocol? 

A. TLS 

B. MPLS 

C. SCP 

D. SSH 

Correct Answer: A 

 

QUESTION 2

Matt, the IT Manager, wants to create a new network available to virtual servers on the same hypervisor, and does not
want this network to be routable to the firewall. How could this BEST be accomplished? 

A. Create a VLAN without a default gateway. 

B. Remove the network from the routing table. 

C. Create a virtual switch. 

D. Commission a stand-alone switch. 

Correct Answer: C 

A Hyper-V Virtual Switch implements policy enforcement for security, isolation, and service levels. 

 

QUESTION 3

CORRECT TEXT 

You have just received some room and WiFi access control recommendations from a security consulting company.
Click on each building to bring up available security controls. Please implement the following requirements: 

*

 The Chief Executive Officer\\'s (CEO) office had multiple redundant security measures installed on the door to the
office. Remove unnecessary redundancies to deploy three- factor authentication, while retaining the expensive iris
render. 

*

 The Public Cafe has wireless available to customers. You need to secure the WAP with WPA and place a passphrase
on the customer receipts. 
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*

 In the Data Center you need to include authentication from the "something you know" category and take advantage of
the existing smartcard reader on the door. 

*

 In the Help Desk Office you need to require single factor authentication through the use of physical tokens given to
guests by the receptionist. 

*

 The PII Office has redundant security measures in place. You need to eliminate the redundancy while maintaining three-
factor authentication and retaining the more expensive controls. 

A. 

Please refer to the part to solve this sim. 

Correct Answer: A 

Instructions: The original security controls for each office can be reset at anytime by selecting the Reset button. Once
you have met the above requirements for each office, select the Save button. When you have completed the entire
simulation, please select the Done button to submit. Once the simulation is submitted, please select the Next button to
continue. 
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Use the following to get this sim work as : 
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QUESTION 4

A security assurance officer is preparing a plan to measure the technical state of a customer\\'s enterprise. The testers
employed to perform the audit will be given access to the customer facility and network. The testers will not be given
access to the details of custom developed software used by the customer. However the testers with have access to the
source code for several open source applications and pieces of networking equipment used at the facility, but these
items will not be within the scope of the audit. Which of the following BEST describes the appropriate method of testing
or technique to use in this scenario? (Select TWO) 

A. Social engineering 

B. All source 

C. Black box 

D. Memory dumping 

E. Penetration 

Correct Answer: CE 

 

QUESTION 5

Which of the following devices is MOST likely being used when processing the following? 1 PERMIT IP ANY ANY EQ
80 2 DENY IP ANY ANY 

A. Firewall 

B. NIPS 

C. Load balancer 

D. URL filter 

Correct Answer: A 

Firewalls, routers, and even switches can use ACLs as a method of security management. An access control list has a
deny ip any any implicitly at the end of any access control list. ACLs deny by default and allow by exception. 

 

QUESTION 6

A fiber company has acquired permission to bury a fiber cable through a famer\\'s land. Which of the following should be
in the agreement with the farmer to protect the availability of the network? 

A. No farm animals will graze near the burial site of the cable 

B. No digging will occur near the burial site of the cable 

C. No buildings or structures will be placed on top of the cable 

D. No crops will be planted on top of the cable 
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Correct Answer: B 

 

QUESTION 7

A security engineer is reviewing log data and sees the output below: 

POST: /payload.php HTTP/1.1 HOST: localhost Accept: */* Referrer: http://localhost/ ******* HTTP/1.1 403 Forbidden
Connection: close Log: Access denied with 403. Pattern matches form bypass Which of the following technologies was
MOST likely being used to generate this log? 

A. Host-based Intrusion Detection System 

B. Web application firewall 

C. Network-based Intrusion Detection System 

D. Stateful Inspection Firewall 

E. URL Content Filter 

Correct Answer: B 

A web application firewall is a device, server add-on, virtual service, or system filter that defines a strict set of
communication rules for a website and all visitors. It\\'s intended to be an application-specific firewall to prevent cross-
site scripting, SQL injection, and other web application attacks. 

 

QUESTION 8

A web startup wants to implement single sign-on where its customers can log on to the site by suing their personal and
existing corporate email credentials regardless of which company they work for. Is this directly supported by SAML? 

A. Mo not without extensive partnering and API integration with all required email providers 

B. Yes SAML is a web based single sign-on implementation exactly fir this purpose 

C. No a better approach would be to use required email providers LDAP or RADIUS repositories 

D. Yes SAML can use oauth2 to provide this functionality out of the box 

Correct Answer: A 

 

QUESTION 9

Joe a network administrator is setting up a virtualization host that has additional storage requirements. Which of the
following protocols should be used to connect the device to the company SAN? (Select Two) 

A. Fibre channel 

B. SCP 

C. iSCSI 
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D. FDDI 

E. SSL 

Correct Answer: AC 

 

QUESTION 10

A systems administrator has made several unauthorized changes to the server cluster that resulted in a major outage.
This event has been brought to the attention of the Chief Information Office (CIO) and he has requested immediately
implement a risk mitigation strategy to prevent this type of event from reoccurring. Which of the following would be the
BEST risk mitigation strategy to implement in order to meet this request? 

A. Asset Management 

B. Change Management 

C. Configuration Management 

D. Incident Management 

Correct Answer: B 

 

QUESTION 11

Pete, a security administrator, has observed repeated attempts to break into the network. Which of the following is
designed to stop an intrusion on the network? 

A. NIPS 

B. HIDS 

C. HIPS 

D. NIDS 

Correct Answer: A 

Network-based intrusion prevention system (NIPS) monitors the entire network for suspicious traffic by analyzing
protocol activity. The main functions of intrusion prevention systems are to identify malicious activity, log information
about this activity, attempt to block/stop it, and report it 

 

QUESTION 12

Ann, a security administrator, has concerns regarding her company\\'s wireless network. The network is open and
available for visiting prospective clients in the conference room, but she notices that many more devices are connecting
to the network than should be. 

Which of the following would BEST alleviate Ann\\'s concerns with minimum disturbance of current functionality for
clients? 
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A. Enable MAC filtering on the wireless access point. 

B. Configure WPA2 encryption on the wireless access point. 

C. Lower the antenna\\'s broadcasting power. 

D. Disable SSID broadcasting. 

Correct Answer: C 

Some access points include power level controls that allow you to reduce the amount of output provided if the signal is
traveling too far. 

 

QUESTION 13

After a merger between two companies a security analyst has been asked to ensure that the organization\\'s systems
are secured against infiltration by any former employees that were terminated during the transition. Which of the
following actions are MOST appropriate to harden applications against infiltration by former employees? (Select TWO) 

A. Monitor VPN client access 

B. Reduce failed login out settings 

C. Develop and implement updated access control policies 

D. Review and address invalid login attempts 

E. Increase password complexity requirements 

F. Assess and eliminate inactive accounts 

Correct Answer: EF 

 

QUESTION 14

A company provides secure wireless Internet access for visitors and vendors working onsite. Some of the vendors using
older technology report that they are unable to access the wireless network after entering the correct network
information. Which of the following is the MOST likely reason for this issue? 

A. The SSID broadcast is disabled. 

B. The company is using the wrong antenna type. 

C. The MAC filtering is disabled on the access point. 

D. The company is not using strong enough encryption. 

Correct Answer: A 

When the SSID is broadcast, any device with an automatic detect and connect feature is able to see the network and
can initiate a connection with it. The fact that they cannot access the network means that they are unable to see it. 
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QUESTION 15

Users are trying to communicate with a network but are unable to do so. A network administrator sees connection
attempts on port 20 from outside IP addresses that are being blocked. How can the administrator resolve this? 

A. Enable stateful FTP on the firewall 

B. Enable inbound SSH connections 

C. Enable NETBIOS connections in the firewall 

D. Enable HTTPS on port 20 

Correct Answer: A 
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