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QUESTION 1

Employees at a company are receiving unsolicited text messages on their corporate cell phones. The unsolicited text
messages contain a password reset Link. Which of the attacks is being used to target the company? 

A. Phishing 

B. Vishing 

C. Smishing 

D. Spam 

Correct Answer: C 

Smishing is a type of phishing attack which begins with an attacker sending a text message to an individual. The
message contains social engineering tactics to convince the person to click on a malicious link or send sensitive
information to the attacker. Criminals use smishing attacks for purposes like: 

Learn login credentials to accounts via credential phishing Discover private data like social security numbers Send
money to the attacker Install malware on a phone 

Establish trust before using other forms of contact like phone calls or emails 

Attackers may pose as trusted sources like a government organization, a person you know, or your bank. And
messages often come with manufactured urgency and time-sensitive threats. This can make it more difficult for a victim
to notice a scam. 

Phone numbers are easy to spoof with VoIP texting, where users can create a virtual number to send and receive texts.
If a certain phone number is flagged for spam, criminals can simply recycle it and use a new one. 

 

QUESTION 2

An information security incident recently occurred at an organization, and the organization was required to report the
incident to authorities and notify the affected parties. When the organization\\'s customers became of aware of the
incident, some reduced their orders or stopped placing orders entirely. Which of the following is the organization
experiencing? 

A. Reputation damage 

B. Identity theft 

C. Anonymlzation 

D. Interrupted supply chain 

Correct Answer: A 

 

QUESTION 3

Which of the following often operates in a client-server architecture to act as a service repository, providing enterprise
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consumers access to structured threat intelligence data? 

A. STIX 

B. CIRT 

C. OSINT 

D. TAXII 

Correct Answer: D 

From Sec+ Book - STIX represents the cyber-threat information (threat intelligence) while TAXII defines how the
information is exchanged. You can think of TAXII as "how you get there. Look at this Pic >https://oasis-
open.github.io/ctidocumentation/taxii/intro.html - There is a TAXII client/TAXII Server. KEY word are "providing
enterprise consumers access to structured threat intelligence data?" 

 

QUESTION 4

Which of the following BEST describes data streams that are compiled through artificial intelligence that provides insight
on current cyberintrusions, phishing, and other malicious cyberactivity? 

A. Intelligence fusion 

B. Review reports 

C. Log reviews 

D. Threat feeds 

Correct Answer: A 

 

QUESTION 5

The SIEM at an organization has detected suspicious traffic coming from a workstation in its internal network. An
analyst in the SOC investigates the workstation and discovers malware that is associated with a botnet is installed on
the 

device. 

A review of the logs on the workstation reveals that the privileges of the local account were escalated to a local
administrator. 

To which of the following groups should the analyst report this real-world event? 

A. The NOC team 

B. The vulnerability management team 

C. The CIRT 

D. The read team 

SY0-601 PDF Dumps | SY0-601 Practice Test | SY0-601 Exam Questions                              3 / 13

https://www.pass4lead.com/sy0-601.html
https://www.pass4lead.com/sy0-601.html
https://www.pass4lead.com/sy0-601.html


https://www.pass4lead.com/sy0-601.html
2023 Latest pass4lead SY0-601 PDF and VCE dumps Download

Correct Answer: C 

Also known as a "computer incident response team," this group is responsible for responding to security breaches,
viruses and other potentially catastrophic incidents in enterprises that face significant security risks. In addition to
technical specialists capable of dealing with specific threats, it should include experts who can guide enterprise
executives on appropriate communication in the wake of such incidents. 

https://csrc.nist.gov/glossary/term/computer_incident_response_team 

 

QUESTION 6

Which of the following algorithms has the SMALLEST key size? 

A. DES 

B. Twofish 

C. RSA 

D. AES 

Correct Answer: B 

 

QUESTION 7

A user recently attended an exposition and received some digital promotional materials The user later noticed blue
boxes popping up and disappearing on the computer, and reported receiving several spam emails, which the user did
not open Which of the following is MOST likely the cause of the reported issue? 

A. There was a drive-by download of malware 

B. The user installed a cryptominer 

C. The OS was corrupted 

D. There was malicious code on the USB drive 

Correct Answer: D 

 

QUESTION 8

An analyst needs to set up a method for securely transferring files between systems. One of the requirements is to
authenticate the IP header and the payload. Which of the following services would BEST meet the criteria? 

A. TLS 

B. PFS 

C. ESP 

D. AH 
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Correct Answer: A 

There are three requirements in the question: 

-transfer data securely between systems 

-authenticate IP header and dataload AH and ESP both provide authentication for IP header and dataload. However,
only ESP provides encryption. So best solution is A AH provides authentication for the entire packet but the analyst only
needs authentication on IP header/dataload + transferring file securely between systems. That makes ESP better
option 

 

QUESTION 9

The president of a regional bank likes to frequently provide SOC tours to potential investors. Which of the following
policies BEST reduces the risk of malicious activity occurring after a tour? 

A. Password complexity 

B. Acceptable use 

C. Access control 

D. Clean desk 

Correct Answer: D 

A malicious investor would not be able to take advantage of anything gained until after the tour if the swiped a USB,
looked at or stole documents. If their was a clean desk policy then that would prevent issues after a tour. 

 

QUESTION 10

Two hospitals merged into a single organization. The privacy officer requested a review of ait records to ensure
encryption was used Guring record storage, in compliance with regulations. 

During the review, the officer discovered that medical diagnosis codes and patient names were left unsecured. 

Which of the following types of data does this combination BEST represent? 

A. Personal heath information 

B. Personally Kentifiable information 

C. Tokenized data 

D. Proprietary data 

Correct Answer: A 

Protected health information PHI is a subset of PII, but it specifically refers to health information shared with HIPAA
covered entities. Medical records, lab reports, and hospital bills are PHI, along with any information relating to an
individual\\'s past, present, or future physical or mental health. 
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QUESTION 11

A security engineer needs to implement an MDM solution that complies with the corporate mobile device policy. The
policy states that in order for mobile users to access corporate resources on their devices, the following requirements
must be met: 

1.

 Mobile device OSs must be patched up to the latest release. 

2.

 A screen lock must be enabled (passcode or biometric). 

3.

 Corporate data must be removed if the device is reported lost or stolen. 

Which of the following controls should the security engineer configure? (Choose two.) 

A. Containerization 

B. Storage segmentation 

C. Posturing 

D. Remote wipe 

E. Full-device encryption 

F. Geofencing 

Correct Answer: AD 

 

QUESTION 12

An organization maintains several environments in which patches are developed and tested before being deployed to
an operational status. Which of the following is the environment in which patches will be deployed just prior to being put
into an operational status? 

A. Development 

B. Staging 

C. Production 

D. Test 

Correct Answer: B 

The staging environment is where patches are deployed just prior to being put into an operational status. It is a test
environment that closely resembles the production environment, and it is used to ensure that patches are working
correctly before they are deployed to the production environment. 

The development environment is where new patches are developed and tested before they are ready to be deployed to
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a test environment. The test environment is where patches are tested to ensure that they are working correctly before
they are deployed to the staging environment. The production environment is the live operational environment where
patches are deployed once they have been tested and approved. 

 

QUESTION 13

HOTSPOT 

For each of the given items, select the appropriate authentication category from the drop down choices. Select the
appropriate authentication type for the following items: 

Hot Area: 
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Correct Answer: 
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Biometrics refers to a collection of physical attributes of the human body that can be used as identification or an
authentication factor. Fingerprints and retinas are physical attributes of the human body. 

Two types of tokens exist, Time-based one-time password (TOTP) tokens and HMACbased one-time password
(HOTP). TOTP tokens generate passwords at fixed time intervals, whereas HOTP tokens generate passwords not
based on fixed 

time intervals but instead based on a non-repeating one-way function, such as a hash or HMAC operation. 

Smart cards can have Multi-factor and proximity authentication embedded into it. 

PAP allows for two entities to share a password in advance and use the password as the basis of authentication. The
same goes for PIN numbers. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp. 282, 285 

http://en.wikipedia.org/wiki/Password_authentication_protocol#Working_cycle 

http://en.wikipedia.org/wiki/Smart_card#Security 

 

QUESTION 14

While reviewing pcap data, a network security analyst is able to locate plaintext usernames and passwords being sent
from workstations to network witches. Which of the following is the security analyst MOST likely observing? 

A. SNMP traps 

B. A Telnet session 

C. An SSH connection 

D. SFTP traffic 

Correct Answer: B 

 

QUESTION 15

Sales team members have been receiving threatening voicemail messages and have reported these incidents to the IT
security team. Which of the following would be MOST appropriate for the IT security team to analyze? 

A. Access control 

B. Syslog 

C. Session Initiation Protocol traffic logs 

D. Application logs 

Correct Answer: B 

Syslogs are log files that are generated by devices on the network and contain information about network activity,
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including user logins, device connections, and other events. By analyzing these logs, the IT security team can identify
the source of the threatening voicemail messages and take the necessary steps to address the issue 
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