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QUESTION 1

An administrator receives the following message on a remote server: Cannot open display. Which of the following
should the administrator have used to log in to the server? 

A. xrdp -h server.company.com 

B. ssh -X server.company.com 

C. xvnc server.company.com 

D. rdesktop server.company.com 

Correct Answer: B 

 

QUESTION 2

Which of the following is modified to reconfigure the boot environment? 

A. grub-mkconfig 

B. grub.cfg 

C. update-grub 

D. grub2-mkconfig 

Correct Answer: B 

 

QUESTION 3

An administrator needs to download a monitoring agent called node_exporter.0.16.0-Linux.amd64 from the internal web
page https://company.local/downloads/. The server does not have graphical interface. Which of the following commands
will accomplish this task? 

A. curl -K https://company.local/downloads/node_exporter.0.16.0-Linux.amd64.tar.gz -o node_exporter.tar.gz 

B. curl -k https://company.local/downloads/node_exporter.0.16.0-Linux.amd64.tar.gz -o node_exporter.tar.gz 

C. curl --auth https://company.local/downloads/node_exporter.0.16.0-Linux.amd64.tar.gz 

D. curl -A https://company.local/downloads/node_exporter.0.16.0-Linux.amd64.tar.gz -o node_exporter.tar.gz 

Correct Answer: B 

 

 

QUESTION 4
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A systems administrator must clean up all application files in the directory /var/log/app. However, the company\\'s
security policy requires the files to be kept on the backup server for one year. The Linux server has only the tar and
bzip2 packages installed. 

Which of the following commands will package and compress the files? 

A. tar -zcvf applicationfiles.tar.bz2 /var/log/app/* 

B. tar -jcvf applicationfiles.tar.bz2 /var/log/app/* 

C. tar -cvf applicationfiles.tar.bz2 /var/log/app/* 

D. tar -xvf applicationfiles.tar.bz2 /var/log/app/* 

Correct Answer: B 

 

QUESTION 5

A Linux administrator is restoring the SELinux contexts on an entire system. Which of the following commands is the
BEST option to complete this task? 

A. setenforce 0 andand reboot 

B. setfacl -bR / andand reboot 

C. touch /.autorelabel andand reboot 

D. restorecon / andand reboot 

Correct Answer: D 

Reference: https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/
selinux_users_and_administrators_guide/sect-security-enhanced_linux-working_with_selinux-
selinux_contexts_labeling_files 

 

QUESTION 6

A Linux systems administrator needs to copy the contents of a directory named "working" on the local working system to
a folder /var/www/html on a server named "corporate-web". Which of the following commands will allow the
administrator to copy all the contents to the web server? 

A. scp -r working/* webuser@corporate-web:/var/www/html 

B. tar working/* webuser@corporate-web:/var/www/html 

C. cp -r working/* webuser@corporate-web:/var/www/html 

D. mv working webuser@corporate-web:/var/www/html 

Correct Answer: A 

Reference: https://unix.stackexchange.com/questions/232946/how-to-copy-all-files-from-a-directory-to-a- remote-
directory-using-scp 
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QUESTION 7

A systems administrator documents the instructions on the internal wiki regarding how to turn the company\\'s code into
Debian packages. The instructions include the commands used to compile, what tests need to be run, the commands to
convert the raw code into a package that apt or dpkg can manage, as well as an explanation of each command. 

Which of the following is this an example of? 

A. Infrastructure as code 

B. Attributes 

C. Procedures 

D. Configuration management 

Correct Answer: C 

 

QUESTION 8

An administrator needs to look at a log for an application on a systemd-based system. There is no log for this
application in /var/log. Which of the following is another way to view the application log on this system? 

A. tail -f /var/log/secure 

B. journalctl -u application 

C. systemctl application.service 

D. watch /var/lib/application/ 

Correct Answer: C 

 

QUESTION 9

Which of the following default files are typically used to contain a list of public keys from other computers? (Choose
two.) 

A. ~/.ssh/authorized_keys 

B. ~/.ssh/config 

C. ~/.ssh/id_dsa.pub 

D. ~/.ssh/known_hosts 

E. ~/.ssh/id_rsa 

F. ~/.ssh/id_rsa.pub 

Correct Answer: EF 
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QUESTION 10

A systems administrator installed Git on a new workstation and wants to ensure all Git projects on this machine are
initialized with the same username and email address. Which of the following should the administrator use to meet this
goal? (Choose two.) 

A. git config --global user.name = “James Doe” 

B. echo ‘email.addr = “jdoe@comptia.org”’ >> .git/.gitconfig 

C. echo ‘username’ = “James Doe”’ >> .git/.gitconfig 

D. git config username = “James Doe” 

E. git config --global user.email = “jdoe@comptia.org” 

F. git config email.addr = jdoe@comptia.org” 

Correct Answer: AE 

 

 

QUESTION 11

A junior administrator is installing kernel modules. The administrator is given a checklist that outlines the following tasks
to be completed: 

1. 

Display currently installed module version. 

2. 

Display which modules loaded at startup. 

Which of the following commands would be used to accomplish these tasks? (Choose two.) 

A. cat /etc/issue 

B. insmod 

C. lsmod 

D. rmmod 

E. depmod 

F. dmesg 

Correct Answer: CD 
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Reference: https://linuxize.com/post/lsmod-command-in-linux/ 

 

QUESTION 12

A systems administrator needs to run the yum update command two hours after employees log off and leave for the day
on Friday. Which of the following is the BEST command to complete the task, if the task only needs to be run once? 

A. screen 

B. cron 

C. at 

D. nohup 

Correct Answer: D 

 

QUESTION 13

A Linux systems administrator is troubleshooting an issue with the /home directory running out of space. The
administrator needs to determine which /home directories are using the most space. Which of the following commands
should be used? 

A. du 

B. lvs 

C. df 

D. fsck 

Correct Answer: A 

Reference: https://www.cs.washington.edu/lab/faq/home-directory-size 

 

QUESTION 14

A user is unable to write data to an NFS datastore at /mnt/storage. A df command indicates 50% free inodes. Which of
the following commands should the user attempt NEXT to diagnose the situation? 

A. df -h /mnt/storage 

B. du -sh /mnt 

C. fdisk -l /mnt/storage 

D. df -i /mnt/storage 

Correct Answer: C 
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QUESTION 15

A member of the production group issues the following command: 

echo "Monday through Friday" > /production_docs/days 

The command fails to execute, so the user obtains the following output: 

drwxr--r-- root production 0 Jun 16 2018 production 

-rw-r--r-- production production 4096 Jun 14 2018 days 

Which of the following commands should the user execute to BEST fix the issue? 

A. chmod g+w production to change the permissions on the days file 

B. chgrp root production_docs/days to change the group ownership of the production_docs/ days file 

C. chmod g+S production to set the GUID on the production_docs directory 

D. chown production to change the ownership of the production_docs directory 

Correct Answer: D 
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